o SharkFest '18 US -

Point and shoot packet

Shooting point of field in packet analysis

Supplemental trace files are Megumi Takeshita

http://www.ikeriri.ne.jp/sharkfest/ ~  Packet Otaku
ikeriri network service

#sf18us e Computer History Museum, Mountain View, CA ¢ June 25-28



10110

(.\ Megumi Takeshita, ikeriri network servigg:

INTIFATFe * Founder, ikeriri network service co.,ltd
1 7 o L .
E'?E ok taT * Wrote 10+ books about Wireshark
.~ o /WmhxsTEe 5 Regeller of Riverbed Technology ( former

Ko Al i

( LaN7#51+ Wireshark &m#

CACE technologies ) in Japan
el Attending all Sharkfest
»  Translator of QT Wireshark into Japanese

18

JTybHRES |
a2y kD-D0REHHHHB!

WHEORA VN MITRY 1= F 1 JGERDI) T R

M About Wireshark




10110

- it
(.\ Point and shoot packet o

1§0O
Q]

When you debug, troubleshoot, and inspect
security issues using Wireshark, you may just
look a glance of trace file, and watch each
packet sequentially in detail.

In this session Megumi show you good ways to
point and shoot packet, using display filters,
graphs and tables. Each layer’s header has
important fields to analyze trace file. So you
know shooting point of field in trace file.

This session show you alternative focus points
of packet for your debugging, troubleshooting,
and inspection.
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(Q Point and Shoot packet 7

9 I

* There are trace files for debugging and
troubleshooting, but what, how do we resolve ?

* Now show you the way to point the key in trace

files, then shoot the trouble using Wireshark

e Note all trace files are modified and anonymized
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If you inspect a trace file so

(D Collect 2 trace files at least ;-
deeply, you may not find the key.
» Debugging and troubleshooting

» are kinds of black box test, so

we should point from outside of
the system using trace files.

* At least 2 trace files on different
conditions are needed for starting
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CASE1 CATV Box

* Customer’s CATV boxes in the hotel

« Some boxes fails to start up

« Capture 2 trace files
1_DHCP_SUCCESS.pcap

1_DHCP_FAIL.pcap
- Let’s start debugging

M 1 DHCP FAILpeap
File Edit View Go  Capture  Analyze  Statistics Telephony  Wireless  Tools  Help
Am 1 ® TRERe=2=ZF 5= QAQQH

[] | fpply & dizplay filter == <Gtel-d%

.: 1_DHCP_FAIL.pcap
s 1_DHCP_SUCCESS.peap

Mo. Time Source Destination Protozol  Length  Info
1 g, oe00ee o,.a.a.e 255,255,255, 255 DHCP 596 DHCP Discover - Transaction ID
2 1.add6a7 18.3.8.1 255.255.255.255 DHCR 367 DHCP Offer - Transaction ID

’7 3 1.857418 19.3.8.1 255.255.255.25%5 DHCP 367 DHCP ACK - Transaction ID
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Open 2 trace files

Recommendation: create Flow Graph of both

M 1_DHCP_SUCCESS.peap - [m} X M 1_CHCP_FAILprap - O X
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools  Help File  Edit Miew Go Capture Analyze Statistics  Telephony Wireless Toals  Help
Amg@ iPRABRe=2=ZF 55 QQQHE dm 0 [ PRBRe==F sE[Eaaan
[.‘Anp\yad\splayﬁlter - 4Gk~ = '] Expression= | + [i |F\pp\ya dizplay filter == <Cirl-/> ﬂ '] Expression--- +
Ho Time Source Destination Protacal  Length  Info Mo. Time Source Destination Protocol  Leneth  Info
1 03.8086000 B.0.0.8 255.255.255.255 DHCP 596 DHCP Discover - Transaction 1D 8xfb@cd L O.EEEETD ©.0.6.0 E. EE. 75, DR 528 DM Dheeswar - Tharsasden D ErmsEaRIEs
§ Z 222;2 ;9; éae ;gi ;?E ;55 255 E:EE igé E:EE g:jgst 1:2:22;22: ig 2;‘:5222 : 2 1.844667 192.168.16. 255.255.25.. DHCP 367 DHCP Offer - Transaction ID Sxd®3e6dd3
| . L, . . . - I .
4 5.099735 197, 16.. 197.168.2.7 OHCP 347 DHCP ACK  Trancaction 1D Oxfbece i_ 3 1.685741a 192, 168.16. 255.255.25.. DHCP 367 DHCP .&(-ZK - Tr‘ansact?_on ID Gx8e44fdad
5 29.438. ©.8.8.8 255.255.255.255 DHCP 598 DHCP Discover - Transaction 1D @xelcbs & BLNA BLlLEHE e I3 BRP PSR = MRNSAEELER 1D EHekhils,
5 A 155 5. 159 456.2.9  BHGE S BT G < Tremmesiien 15 Gl 5 4.486648 192.168.18. 255.255.25.. DHCP 367 DHCP Offer - Transaction ID @x4é2ddads
706,444, ©.0.0.8 055.255.055.255 DHCP 598 DHCP Request - Transaction ID Gxelchs 6 4.421288 192.168.1@. 255.255.25.. DHCP 367 DHCP ACK - Transaction ID @x4@2ddads
8 29.458.. 192.16.. 192.168.2.2 DHCP 367 DHCP ACK - Transaction ID @xelcbS{l | < >
< >[5 Frame L: 598 bytes on wire (4728 bits), 598 bytes captured (4728 bits)
> Frame 2: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) | > Ethernet II, Src: Private 11:11:11 (11:11:11:11:11:11), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
> Ethernet II, Src: 22:22:22:22:22:22 (22:22:22:22:22:22), Dst: Priwvate 11:11:11 {11:11:: > Internet Protocol Version 4, Src: ©.8.9.8, Dst: 255.255.255.255
> Internet Protocol Wersion 4, Src: 192.168.2.1, Dst: 192.168.2.2 > User Datagram Proteoccl, Src Port: 68, Dst Port: 67
EH . El "
> User Datagram Protocol, Src Port: 67, Dst Port: 68 v > Bootstrap Prof M wiena Fow.10HCP FAlLpean _ = <
< > . -
000 192.168.100.1
EIEEE 1L [ - Fiow 1. DHEP SUCCteS peap o x| 2l eeen fFofFoFF ] ™™ 265,265,255 255 Gomment P
8018 o1 Sa00000 s BHOP D Tt
BE26 @2 T e 285,265 255265 ftiet 18216022 Gamment 22;‘2 g gg 1040607 53 DHEP Dt~ Trmssatan D gt
000000 g EHEP G- oo B O [ —— 1aer41 I -
ee3e o7 s o e e S G| 2e30 84 ea ee q T2 S
@ g - e et e, 7 02 0~ et © vt om0~ vmorimDr- GEdE e 08 B8 {1 e g5 BHOP AT~ Trnssstian D 0nd024 OHGP: DHGP AGHC o
i . e i — ) 7 1.DHGPFAIL 1% || Profile: Default
20458347 o DHO0 A - Temseeton B [yip U ADK - Teamsastan D O
: s ’ 3 uodas, & teams
D"::mehrmm Fiow types i % [— [ Limit to display filter Flow type: | All Flows - Addresses: | Any -
Raset Reset
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Where is the point ?

« DHCP is upgrade version of BOOTP by Microsoft,
and RFC defines rough procedures.
(Discover-Offer-Request-ACK)

« CATV box, router and small IoT devices uses smaller
and incomplete protocol stack.

« Where is the point ? Destination address from
packet list 7 Umm please look Info and open each
packet dissector of Bootstrap protocol.
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QD Transaction ID

« Transaction ID is the random number choosed by
client. And we use the same transaction id in the
specific DHCP process.

« Choose Bootstrap Protocol > Transaction ID and
right click to Apply as Column

v Bootstrap Protocol [ACK)

» Check both trace e e S ke &)

Hardware type: Ethernet {(@x@l)
f'I Hardware address length: &
I eS Hops: @
Transaction ID: Bx8@44fdsd Expand Subtrees Shift+Right
Seconds elapsed: @ }
» Bootp flags: o9x3000, Broadcast Collapse Subtrees shifteLeft
Client IP address: 9.9.8.9 Expand All Cirl+Right

Your {client) IP address: 182.1 Collapse All Ctrl+Left

#Sf18us o Computer HistE R W e N R R B N e L e Ctrl+Shift+ :I




M 1 _CHCP_SUCCESS.prap — O} 4 1_DHCP FAILpcap
File  Edit ‘“iew Go Capture Analyze Statistics  Telephony  Wireless  Tools Help File Edit “iew Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
4.0 ® TRE Re=F 452 QAQAQH Am 1 ® TRBRe=EF LS = QAQaH
(W Aeply = display filter - <G> =3 ] Expresd W [#pply a display filter - <Ctrl-/>
Time Protocol  Length  Transac tion ID Ihfa Protocal  Leneth  Transzac tion 1D Info
L . 086088 5 DHCP 508 Gxfb@ce77c  DHCP Discover DHCP Server 55,255 DHCP 599 @xead28480 DHCP Discover -
[ 26.008512 Each DHCP DHCP 342 exfbéc@??c  DHCP Offer dff PSS . 255 DHCP 367 Bxde@3e6dd3 DHCP Offer
] 3 @.000926 transaction muan 9@ Gxfb@ce77c  DHCP Request returns aifrerent Ox8044Fd8d DHCP ACK
4 ©,999735 § GfbBcE77c  DHCP ACK Transaction ID 06 Bxes928408 DHCP Discowver -
5 29.436569 B eis the same 90 Gxelcb5e63  DHCP Discower PCG L 255 DHCP 367 exde2ddade DHCP Offer
Eileld Transaction ID 367 GxelcbSes3 DHCP Offer that CATV box sent S¥ere: 367 Bx462ddad8 DHCP ACK
7 29.444266 b 598 BxelcbSe63 DHCP Request

8 29.458387 DHCP 367 @xelcb5es3

DHCP ACK

 DHCP server returns different transaction ID that

CATV box sent. The pro
( broadband router ) be

« JoT devices uses poor d

blem is the DHCP server
navior is not appropriate.

ncp software implementation
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(QCASE2 Cannot see homepage ‘-

« A OSAKA user complains about the trouble
some webpage cannot be displayed ( the others can ).
for example, Google OK but Apple NG.

« TOKYO user says he never experienced ”'
such trouble in the same environments ﬁ
i

» We capture packets in Osaka

(2_OSAKA_FAIL_LAN.pcap) and Tokyo
( 2_TOKYO_SUCCESS_LAN.pcap)
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Open 2 trace files

Recommendation: create TCP Flow Graph of both

M 2 ORAKA FAIL_LAM.peap — [m] *
File Edit Wiew Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
A m 3@ TRERes=F 52 aaaE
[i | Apply a dizplay filter == <Gl = '] Expressiont  +
Mo, Time Source Diastination Protocol  Length  Info
1 0. @o800E 192.168.2. 161 262.248. 118, 225 TCP 66 52178 -+ 86 [SYN] Seq=@ Win=8192 Len=@ M55=146&.
2 9.853913 202.248.114.. 192.168.2.191 TCP 66 88 » 52178 [SYN, ACK] Seq=0 Ack=1 Win=584& Len.
3 0.653963 192.168.2. 191 262,248,116, 225 TCP 54 52178 - 86 [ACK] Seg=1 Ack=1 Win=6570@ Len=6
4 @.854227 192.168.2. 161 262.248. 118,225 HTTP 355 GET jfess/ini.css2121817 HTTR/1.1
5 @.193998 202,248,114, 192.168.2.191 TCP 68 88 » 52178 [ACK] Seg=1 Ack=382 Win=7168 Len=9

M 2 TOKYO_SUCCESS LAN.peap — [u]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ami@ TRE QesEZF RS E QB
(W [ eply @ display filter = <Grl-/> =3 -] Expression-
No, Time Source Destination Protocol  Leneth  Info
1 6.008000 192.168.11.3 2082.248.119.225 TCP 66 52284 » 8@ [SYN] Seq=@ Win=8192 Len=8@
2 B.626946 282.248.118.225 192.168.11.3 TCP 66 88 = 52284 [SYM, ACK] Seq=8 Ack=1 Win
3 8.026974 192.168.11.3 202.248.119.225 TCP 54 52284 » 8@ [ACK] Seg=1 Ack=1 Win=E£645
4 3.627120 192.168.11.3 202.248.119.225 HTTP 355 GET /fess/ini.css?121817 HTTR/L.1
5 B.@54987 202.248.118.225 192.168.11.3 TCP 68 88 » 52284 [ACK] Seg=1 Ack=382 Win=71
6 B.655490 282.248.118.225 192.168.11.3 TCP 1468 80 » 52264 [ACK] Seg=1 Ack=362 Win=71
7 8.055491 262.245.110.225 192.168.11.3 TCP 1468 89 » 52284 [ACK] Seg=1415 Ack=382 Win
8 8.055513 192.168.11.3 202.248.119.225 TCP 54 52204 - 8@ [ACK] 5eq=392 Ack=2829 Win
9 8.@85188 282.248.118.225 192.168.11.3 HTTP 928 HTTP/1.1 268 OK (text/fcss)
< >
> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
| CSAIES Wl SRe8 (ECHeiR, 2ERCERe ( M Wireshark - Flow . 2 TOKYO_SUCCESS_LAM.prap - m} X
» Internet Protocol Yerslon &4, Src: 192. - 7 -
© Transmission Control Protocol, 5Src Por P
Time 1T 202,248,110 2255 mment
0.000000 52204 B a0 Sea= 1
0.028046 52204 Lt e 30 Seqz0Ack=1
0026974 52204 A0 a0 St fAck=1
1027120 2204 FEH, A0H - Len: 501 a0 Seas lAmk=i
0054387 52204 Ao 80 Seas 1 Ack=302
0.055480 52204 e = e il 80 Sea= 1 Ack= 302
0055491 52204 st o Wi a0 Seas 1415 Ack= 302
0055513 52204 g 40 5eas 502 Ack S 2529
0.085108 52904 Eh B My 80 Sea 2820 Ack= 302
0236336 52204 [ B = o) HE 50 Seq= 302 Ack= 3703
0274066 © - AGH = Len: 1414 - Seqs 3700 Ack=833
< >
Packat i Saq = 1 Ack = 302
[ Limit to display filter  Flow type: | TGP Flows | Addresses: [dny =
Reset
Save Azt Help

> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits

Cict - Dol

e 4424444 44 .44.-44-94-44.44

> Ethernet II, Src: 22:22:22:22:22:22 (22:22:22:22:22:22
> Internet Protocol VWersion 4, Src: 192.168.2.101, Dst:
© Transmission Control Protocol, arc Port: 52178, Dst Pg

Time
0.000000
0063913
0.053963
0.054227
0103908

<

2 odlas, F ams

1921682101

‘ Wireshark - Flow « 2_0SAKA_FAIL_LAM.pcap

52178
52178

52178

52178

52178

[ Limit to display filter Flow type: | TGP Flaws

- m] x
202.248.1 10225 Comment
B a0 Seqzil
SN, ATHK 20 Seqz 0 Ack= 1
ADH a0 Seq= 1 Ack= 1
P5H, ACK = Ler: 301 20 Seqc 1 Acks 1
ADH 20 Seqs 1 Ack= 302
>
w | fddresses | Any ~
Reset
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()  Whereis the point ?

« TCP connection starts with 3 way handshake and
exchange parameters (MSS, SACK, Scaling etc.)
in first two packet aka TCP negotiation .

TOKYO(SUCCESS) OSAKA(FAIL)
Client MSS=1460 WinScale=4(16) SACK Client MSS=1460 WinScale=4(16) SACK
_ '_‘

MSS=1460 WinScale=512SACK

MSS=1414 WinScale=512 SACK Server | Server

« Tokyo’s Web Server uses MSS=1414, Osaka 1460

#sf18us e Computer History Museum, Mountain View, CA ¢ June 25-28
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() Maximum Segment Size .

« MSS(Maximum Segment Size) is calculated
MSS = IP MTU — IP Header (20) — TCP Header (20)

Datalink IP MTU( Maximum Transfer Unit ) Size

Header IP Header TCP Header MSS ( Maximum Segment Size)

each IP and TCP header size without Options is 20
« But why Tokyo is OK ‘“"‘i‘

- NATARN
and OSAKA is NG ?+ S . é‘
‘\ﬁ-zi‘" r
1&»{.’&"’%‘
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.‘T apping at both LAN and WAN:f

 To resolve internet connection
problem, we need to capture at
both boundary point of network.
(LAN and WAN side)

* We need router side packets.

- - Please add to open additional

2 trace files at the WAN side

«5{. 2_TOKYO_SUCCESS_WAN.pcap

2_OSAKA_FAIL_WAN.pcap
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\ Open additional 2 trace files -5

Recommendation: look at TCP negotiation carefully

& .855513 192.168.11.3 282,24

2 B.8265946 282.248.110.225 192.168.11.3 TCP
3 9.026974 192.168.11.3 282.248.110.225 TCP
4 8.827120 192.168.11.3 202.248.110.225 HTTP
5 B.854987 282.248.119.225 192.168.11.3 TCP
6 B.855490 282.248.110.225 192.168.11.3 TCP
7 9.655491 262.245.11@.225 192.168.11.3 TCP

o

M 2 T0KYO_SUCCESS LAN.peap - O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ami® TMB Qes=F RS EQaQaH
(W Aeply a display filter - <Girl-/> =3 -] Expression
Ko Time Source Destination Pratocol  Leneth  Info
1 6.008008 192.168.11.3 262.248.118.225 TCP 66 52264 » 8@ [SYN] Seq=8 Win=8152 Len=g

[
56 80 > 52204 [SYM, ACK] Seq=0 Ack=1 wWin
54 52284 » 88 [ACK] Seq=1 Ack=1 Win=6645
355 GET Jess/ini.css?121017 HTTP/L.1
60 80 » 52204 [ACK] Seq=1 Ack=362 Win=71
1468 89 > 52204 [ACK] Seq=1 Ack=362 Win=71
1468 89 » 52284 [ACK] Seq=1415 Ack=362 Win

-11@.225 TCP 54 52204 - 8@ [ACK] Seq 3@2 Ack 2829 Win

M 2 ORAKA FAIL_LAM.peap — [m] *
File Edit Wiew Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help

Am 2 ® RE Qe=2=2F 5|5 QaQAaBE

[i | Apply a dizplay filter == <Gl = '] Expressiont  +
Mo, Time Source Diastination Protocol  Length  Info

1 6600008 192.168.2.101 202.248.118.225 TCP
2 8.6853913 202,248, 116, 192.168.2.1a1 TCP
3 B8.6539:3 192,168, 2,161 262,243,116, 225 TCP
4 6.654227 192.168.2.181 202.248.116.225 HTTP
5 6.163908 202,248, 116.. 192.168.2.1a81 TCP

66 52178 + 8@ [SYN] Seq=@ Win=8192 Len=@ MS5=146@..
66 BB » 52178 [5¥N, ACK] Seq=8 Ack=1 Win=5848 Len..
54 52178 » 8@ [ACK] Seg=1 Ack=1 Win=6570@ Len=G
355 GET Jcss/ini.css2121@17 HTTR/1.1

68 BB » 52178 [ACK] Seq=1 Ack=362 Win=7168 Len=8

M 2 T0KYO SUCCESS WA, peap - O Ml 3.0S8KA_FAIL WAN.pcap _ o %
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help _ o . )
AN 2@ 5 BRe==Fa=Elaaan File Edit ‘“iew Go Capture Analyze Statlst_lrcs Telephony  Wireless  Tools  Help
(M TBeply = dieplay fier - <Gtri-7> B3 ~) Exqression- e 3 BRe==q iS5 EQAQqH
Mo Time Source Destination Protocol  Leneth  Info [i |F\pply a dizplay filter == <Ctrl-/> m '] Expressione = +
1 8.008009 114.167.191.37 282.248.118.225 TCP 74 52284 » BB [SYN] Seq=8 Win=8192 Len=8 B Mo, Time Source Destination Protocol  Length Info
2 9.626314 202.248.116.225 114.167.191.37 TCP 74 86 > 52284 [SYN, ACK] Seq=8 Ack=1 Win=5 -
S B GreaEE LA 167 191 47 260 245 116, 275 Top 5 55950 o 66 VNI Sl Bl MO 1 ©.608000 186.11.129.64  202.248.116.225 TCP 74 52178 > 80 [SYN] Seq=8 Win=8192 Len=6 Ms5=145¢
45.027996 114.167.191.37 202.248.118.225 HTTP 363 GET /css/ini.css2121017 HTTP/1.1 2 8.653524 262.248.116.225 180.11.129.64  TCP 74 80 - 52178 [SYN, ACK] Seq=0 Ack=1 Win=5848 Len
5 §.654357 262.248.116.225 114.167.191.37 TCP 62 80 » 52284 [ACK] Seq=1 Ack=302 Win=716f 3 ©9.853885 180.11.129.64  202.248.118.225 TCP 62 52178 » 88 [ACK] Seg=1 Ack=1 Win=65768 Len=&
6 ©.854769 262.245.116.225 114.167.151.37 TCP 1476 g0 > 52264 [ACK] Seq=1 Ack=362 Win=716¢ 46.654262 186.11.129.64  282.248.116.225 HTTP 363 GET /css/ini.css?121@17 HTTR/L.1
7 6.854763 202.248.118.225 114.167.151.57 TCP S 89 = 528D [1A6)) Srpliis AR Linrg 5 @. 163389 202,248, 118,225 180.11.129.64 TCP 62 88 > 52178 [ACK] Seq=1 Ack=382 Win=7168 Len=8
8 ©.855344 114.167.191.37 2@D2.248.118.225 TCP 62 52284 > BB [ACK] Seq=382 Ack=2829 Win=g
9 ©.084476 202.248.110.225 114.167.191.37 HTTP 936 HTTP/1.1 280 OK  (text/css) < 5
< >
> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) > Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
» Ethernet II, Src: Buffalo 35:f2:ff (1@:6f:3f:35:f2:f), Dst: Cisco 99:bS:cl (89:25:84:99:b5:cl) » Ethernet II, Src: 4d:44:44:44:44:44 (44:44:44:44:44:44), Dst: IPwvBmcast_33:33:33:33 (33:33:33:33:33:33)
> PPP-over-Ethernet Session > PPP-over-Ethernet Session
» Point-to-Point Protocol s Point-to-Point Protocol
» Internet Protocol VWersion 4, Src: 114.167.191.37, Dst: 282.248.116.225
© Transmission Control Protocol, Src Port: 52284, Dst Port: 88, Seq: @, len: @ > Internet Protocol Wersion 4, 5rc: 186.11.129.64, Dst: 262.248.116.225
o Transmission Contrel Protocel, Src Port: 52178, Dst Port: 89, Seq: 8, Len: @
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()  Whereis the point ?

« Both routers in Tokyo and Osaka rewrite Ethernet
and IP header (ex. checksum), adds PPPoE and PPP
header to connect to access point of the ISP (DSLAM

(Digital Subscriber Line Access Multiplexer))

« (Osaka router does not adjust MTU and MSS size,
just route the IP datagram (including TCP segment)

TCP SYN
e MSS=1460
OSAKA Scaling 2 (4)

TCP SYN TCP SYN
b MSS=1414 MSS=1460
TOKYO Scaling 2 (4) Scaling 2 (4)

TCP SYN
MSS=1460

Scaling 2 (4)
SACK

router SACK SACK router SACK
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D The Point is in WAN side

#1 in TOKYO LAN
Original Client SYN

Source Port: 52284

Destination Port: 3@

[Stream index: @]

[TCP Segment Len: @]

Sequence number: @ (relative sequence number)
[Mext segquence number: @
Acknowledgment number: @
1888 .... = Header Length: 32 bytes (8)

(relative sequence number)]

Window size walue: 2182

[Calculated window size: 8192]

Checksum: @x8Sac [unverified]

[Checksum Status: Unwverified]

Urgent polnter: @

v Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scal
TCP Option - Maximum segment Size: L46@ bytes l
>TTCP Option - No-uUperation LHor )

> TCP Option - Window scale: 2 (multiply by 4)

» TCP Option - MNo-Operation (NGP)

> TCP Option - MNo-Operation (MOP)

» TCP Option - SACK permitted

> [Timestamps]

#1 in TOKYO WAN
Router rewrites SYN

Source Port: 32264
Destination Port: 8@
[Stream index: @]
[TCP Segment Len: @]
Sequence number: @

{relative sequence number)
[Mext sequence number: 8 {relative sequence number)]
Acknowledgment number: @

1888 .... = Header Length: 32 bytes (8)

Window size walue: 3192
[Calculated window size: 8192]
Checksum: @xcd52 [unverified]
[Checksum Status: Unwerified]
Urgernt polnter: @

v Options: (12 bwtesd i i - tion (MOP), Window scal
b TCP Option - Maximum segment size: 1414 bytes

> TCP Option - No-Operation (NOP)
» TCP Option - Window scale: 2 {multiply by 4)
» TCP Option - No-Operation (NOP)
> TCP Option - No-Operation (NOP)
» TCP Option - SACK permitted
> [Timestamps]

#sf18us e Computer History Museum, Mountain View, CA e June 25-28
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10110

MTU/MSS problem forf:

« UDP/IP application uses MTU to fragment each
datagrams, and TCP uses MSS to split each
segments. TCP sets MSS value in the negotiation.

 MTU and MSS problems are common in Internet
connection using PPPoE and PPP datalink.

« We need to modify router (or host) parameters to
match ISP’s requirements.

« Some application automatically detect and adjust
this problem. ( ex. PMTU / NDP, and IPv6 !
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(D CASE3 Slow Single Sign On .

« Many Web based application by 1500 users in
enterprise system, each application need to login.

» The customer installed SSO server based on reverse
proxy ( HTTP proxy authenticates user’s application )

« It took 15 seconds to login from remote, but it takes
about 100 seconds after SSO, users are angry.

: Login
Login » Choose » S » . o
L creen Application
Screen Application (each apps)
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()  Network diagram o

1o
ol
100 seconds to app’s login screen
m After Single Sign On
~ o)k

U __ X

15 seconds to app’s login screen
m Before
‘U

-

DMZ

: DMZ :
Internet FireWall a Internet Firewall
(Reverse Proxy type)
LAN
Applicationl Application2 |-
}
|

LAN
Applicationl Application2 .
\ J
|

Need to manually and interactive Login at SSO Server once, then you
login into each application do not need to login into applications !

\
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(D Capture at user point first .

* To check repeatability, we need to capture at user-side point
first (sometimes the issue is in the user specific environments,
or just user’s angry because of another reason. )

* Filter and remove other packet for minimizing and simplifying
the trouble, use 2 ( Before SSO / After SSO ) trace files.
(3_Before.pcap and 3_After.pcap)

NOTE: sorry for inconvenience, all payload data is set to zero
using pktanon for security reason

* If you cannot find the key, then we need to check the server-
side point, so we can save times and money

#sf18us e Computer History Museum, Mountain View, CA ¢ June 25-28



Open 2 trace files

Recommendation: create TCP Flow Graph of both

M 3 Beforepeap — m} X M 2 _Afterpeap - m} X
Eile Edit Miew Go Capture Analyze Statistics Telephony  Wireless Tools  Help File  Edit View Go Capture Analyze Statistics  Telephony  Yireless Tools  Help
F L) NRB Re=EF IS |} q A mI@ PTRE Re==F L4 S Eaqaan
(W] ety & display filter = <Ctri-> =3 ~] Expressiore 4 [ ]Apply & display filter -~ <Ctri=/> = ~| Expressione | +
Mo Time Source Destination Protocal  Length  PHY type  Info A Mo. Time Source Destination Protocol  Leneth  PHY type Info
r 1 9.880008 33.293.153.96 173.9@.191.95 TCP 66 55515 + 8@ [SYN] Seq=8 Win=8192 Ler = 1 9.0PPEEA 33.703.153.96 173.98.191.18 TCP 56 55868 + 80 [SYN] Seq=0 Win=81
2 ©9.891286 173.98.191.95 33.203.153.96 TCP 62 88 » 55515 [SYN, ACK] Seq=@ Ack=1 4 2 @.615684 173.96.191.18 33.263.153.96 TCP 56 30 > 55860 [SYN, ACK] Seq=8 /
3 9.961364 33.283.153.96 173.90.191.95 TCP 68 55515 =+ 8@ [ACK] Seq=1 Ack=1 Win=6% 3 ©.915181 33.203.153.96  173.96.191.18 TCP 2] 55868 + 80 [ACK] Seg=1 Ack=1
4 ©.861852 33.263.153.96 173.98.191.95 TCP 566 55515 > 88 [PSH, ACK] Seq=1 Ack=1 % 4 9.015595 33.203.153.96  173.96.191.18 TCP 543 55868 + 80 [PSH, ACK] Seq-1 £
5 9.963621 173.99.191.95 33.203.153.96 TCP 1586 88 » 55515 [ACK] Seq=1 Ack=453 Win= 5 9.021836 173.96.191.18 33.283.153.96 TCP 1514 86 » 55868 [ACK] Seq=1 Ack=4C
6 ©.983671 173.98.191.95 33.203.153.96 TCP 856 80 =+ 55515 [PSH, ACK] Seq-1453 Ack- 6 ©.821881 173.98.191.18 33.283.153.96 TCP 1514 88 » 55360 [ACK] Seg=1461 Ack
7 ©.803095 173.98.191.95 37 -7 T 7 777 - o Tt o T, 7 8.021997 173.98.191.18 33.283.153.96 TCP 47¢
Wireshark . Flow . 3 Beforepca - [m] X . o . . . . Wireshark . Flow - 3_Afterpcal - m] X
8 5.003745 33.263.153.95 1 M - peen 8 9.021944 33.263.153.96 173.99.191.18 TCP Bt A Aeraean
9 B.093751 33.203.153.96 1
. 53.203.155.96 ommant o 9 9.232957 33.203.153.96  173.96.191.18 TCP B¢ 29209 15295 N
16 9.634968 33.203.153.96 1 17390.191.95 16 2.57191@ 33.263.153.96  173.90.191.18 TCP ge  Time 1729019115 Comment
— 11 8.836068 173.98.151.95 3. 13664420 ss604 sl Sea = 14501 Ack= 444 o 11 2.573184 173.96.191.18 33.203.153.96 TCP 66 106634105 sansz U AGK 80 Se= 107 Acks 458
i e o . AGH -~ Lo 1450 B B
< 196845585 w2 i Sasts0st ack=td || 12 2.573267 173.96.191.18  33.203.153.96 TCP B¢ 108534201 ssas2 A t0 Seazdsiack= 0
13664604 e = e 17521 hck = 444 L 13 2.573275 33.263.153.96  173.99.191.13 TCP G0 106844714 so0ss sm 0 Seazo
13664655 5504 LER Sea = ddd Ack = 17521
< 106 8463656 55054 Ll R 80 Seqz0Ack= 1
13664665 saa0s ATH Sea = 444 Ak = 1381
106 846432 55054 Lt 80 Sea= i Ack= 1
13569353 55503 2L 52T 445 Ack = 555 PEH, AGH - Len: 453
13670451 ssa03 P sk S 569 Ack= 47 106 845887 e Y il "
13684684 55504 GEL Seq = 444 Ack = 18381 106848130 55054 5 o 80 Sea= 1 Ackz 54
13731424 s Aok S 107.044858 sanss e — B0 Sea= 454 ek 587
13887765 san04 e Sea= 444 Agk= 15331 107 046588 53054 Eat 80 Seq= 587 Ack= 455
13888774 S8504 RENAGH Seq= 18381 Aok = 443 107 0456609 58054 (AL e 80  Seq= 587 Ack= 455
v 107 D4B6T6 55054 Lt 80 Seq= d55 ok 533
< > v
Paocteat T Sag = 2265 Aok = 453 € >
[ Limit tor display filter Flow type: Addresses: Packot & Soa = 1 Ack = |
[ Limit to display filter  Flow type: |TOP Flows - ‘ Addresses: ‘F\ny 'l
| Save ds [ Clse || Heb
| Save Az | I Close | ‘ Help ‘
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(D Visualizing TCP Data stream -

* To understand TCP activities, creating the
TCP stream graph is a good idea, but there
are many TCP streams in each trace file.

* Using tcp.analysis.bytes_in_flight to visualize
the TCP by I/O graph ( also check TCP pref.)

* SetY Axis to SUM (Y Field ) to set Y Field as
tcp.analysis.bytes_in_flight

* TCP activity is easy to understand with 1ms
interval in common internet infrastructure
(Test ping to calculate latency at WAN side)
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(o\ TCP analysis bytes_in_flight s?:i,?

UUUUUU

EEEEEE

UUUUUU

ananan

Wireshark IO Graphs: 3_Before.pcap

i | H‘ ‘
0 1
2

IH i ‘nﬂ...” ' |

|‘ | b |IL|“
i

|
About 14 seconds

000000

000000

UUUUUU

Ak

Wireshark IQ Graphs: 3_After pcap

\

a00n -
mun‘ ‘ ‘ ‘ ‘ ‘ d ‘
ok || | ||. |h| ||| I||||||| | || || || il 1 ||||
L L L L L L L L
1] 15 a0 45 60 75 90 105
Time (s} }

(g

|
About 105 seconds in same procedure

You can visualize the latency and TCP activities, but Why ?
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Capture File Properties

&» Check the Elased Time and Bytes

M Wireshark . Capture File Properties - 2 Before,prap — M Wireshark - Capture File Properties - 3_Afterpcap - O
Details Detailz

File File

MHame: C¥#lzers¥meeumiIKERIRE Desk top¥5F 201843 _Before pocap Marme: Ci¥lzers¥ megumiIKERIRK Decktop¥SF2018%3_After pcap

Length: 62 kB Length: a6 kB

Format: ‘ireshark topdumps . - poap Format: ‘ireshark Atcpdumps”.. - poap

Encapzulation: Ethernet Encapsulation: Ethernet

Snapshot leneth: 65535 Snapshot length: 65535

Time Time

First packet: 2017-08-23 144707 First packet: 2017-08-23 145855

: -08-23 14471 Lazt packet: 2017-08-23 15:00:42

Gapture Gapture

Hardware: Lnknown Hardware: Linknoven

05 Unknowin s Unknown

Application: Lk nawn Application: Linknomn

Interfaces Interfaces

Interface Dropped packets  Capture filter Link tvpe Packet zize limit Ihterface Dropped packets  Capture filter Link tvpe Packet zize limit

Urkriowir Unikrawir Urkriowr Ethernat G536 bytes Unknown Unknown Unknown Ethernet 5535 bytes
Statistics Statistics

Measure ment Captured Dizplaved Marked Measurement Captured Dizplayed Marked

sckefs T ! - Eackets__ | | -
£ :

Time span, = 13.584 13 663 - Time gpan, = 107046 107046 -

Averaze pps 930 362 - fverage pps 134 134 -

frverage packet size, B 7 1199 - Average packet zize, B 463 fid -

[ — 1 SUETE(UTART) 0 Butes BE074 BT TTONRL) 0

Average bytesss k 13k - Average byvtesss Mk} 03 -

Average bite/s 369k Wk - Average bits/s 49k 49k -

Time, Packets and Bytes are not so different

#sf18us e Computer History Museum, Mountain View, CA ¢ June 25-28



(N  Whereis the point ? i

Look into latency of each TCP connection '79 '

* Choose Statistics > Conversations and select TCP tab,
Look into latency of each TCP connection.

* Sort ascending by Rel Start and check the grey line,
the band means the time of each TCP stream like
Network tab in Chrome Developer Tool ( I|ke ereshark 3

& Wireshark B XFa2 U5 R AR ¥E =it BHEE
AR 0 CREEQes=E7 i =QaQaan
[ W [http contains "IN KRy NI =04 —E2tHAERE http://www ikeririne jp/”

Wy by FFvid
Wi DD xRy hD—

IY—ERX

» Frame 1: 77 bytes on wir
> Ethernet II, Src: Matsus
» Internet Protocol Versio pame Stat.

at.. | Type | Initiator | Size | Time  Waterfall
g8 1. 203.. TCP 62 1977 > 8@ [SYN] Seq=8 Win-.. > User Datagram Protocol, waw.ikeriri.ne.jp 200 doc.. Other 59.. 202.. weeiill

" ‘L_m b8 31 34 f6 00 @b 97 94 9f 1le 08 00 45 00 ARy [] helper. 200  styl. wwwike.. (fro.. 54..
,l,; 09 S5b 00 00 80 11 03 6d cO a8 01 6d cb 8b s¥lsies smoaam. [ | dropdow 200  styl.. i

N Time S Destin: Prot Length Infi A

T 10. 192.1. 203.. DNS 77 Standard query 0xe606 A ww..
21. 203.1. 192.. DNS 130 Standard query response ©9x..

v

styl...
|| sitesurvey.cs: 200 styl. wwwike.. (fro..

]

SO\ _.;,‘_ s ; M. 1.0,‘. ]
B /sy P T TFUIENFD D RRY RD— fj*j txtﬁnmif.t S g g e B
4]




( N\ TCP conversation (sort by Rel Start) é‘-’l"-’

Check the grey band and understand each TCP stream

‘ Wireshark - Conversations - 3_Before,pcap ‘ Wireshark - Conversations - 3 Afterpeap

Etherret- 1 IPwd-1  IPw6  TGP-90  UDP Ethernet - 1 IPvd-1  IPv6 TGP 35 | UDF

Add Por Add Por Pac Bytes Pac Bytes Pacl Bytes |Rel Etar‘t uration Adc Por Addre Por Pac Bytes Pac Byb Pac Byte (Rel Start Duration Bitsfs.
23, 55. 17. 80 11 2356 5 812 5 25440000000 | 00261 2o S 173 B0 O3 4EM 7 803 6 369210000000 | 2573 2825
32 5. 17. B0 11 202 6 799 5 2130l1e128s |ooms 3. 5. 173.. 80 12 3IS67 6 866 6 2701052075 | DIz 22k
3. 5. 17, B0 B 1195 5 755 4 438 31s0310 |ooia 3. 5. 173.. B0 11 2018 6 802 5 P1SP1.544830 | 04 20k
2. 55. 17, B0 14 7071 7 908 7 6162 l03307 | 00812 oo Se 173, 80T 1286 BG6 4 4TIE2A07434 17480 3963
S5 17 80 14 G437 884 7 5538 lo.spgisa | pgron o S 173.. B0 14 T4 7 956 7 6148p2432762 | 14353 5328
3. % 17, B3 15 7Y 7 se4 5 6280 lo7os730 | o051 T Se 173.. B0 14 G465 7 842 7 SS23p4.164020 | 01281 Sk
3. w17 80 47 40k 19 1601 28 38k W7aceez |oaton 3. 5. 173.. B0 14 TI46 7 932 7 GRI4ETIITEEI | 50640 1250
3., 55. 17.. 80 83 77k 3 238 52 T4k 0741147 |0.5438 Foo Be 173, 80050 40k 21 1. 29 3BKPOITAAN | 62081 2279
3. %5, 17, 80 34 26k 15 1363 19 5k k7serer | oz 3. 5. 173.. B0 86 77k 32 2. 51 TAKEO.IE0IA | 64103 3114
3. . 17, 80 15 o4@0 7 80 8 6591 ho7ssso7 |oqose 3. 5. 173.. 80 36 26k 16 1. 20 ISKE0.43TE | 55335 2133
3. . 17, 80 15 8749 7 80 8 7a58lo7s7007 |ooess 3. 5. 173.. 80 17 9633 8 997 O 8636R0.143M7 | 51162 1558
13, 55. 17.. 80 12 S157 6 817 6 43400772238 | 00581 2o 3w 173, 8017 EDO2 B 008 D TBMMBO.33TS | 51015 1564
3. w17, 80 38 19k 12 1237 15 18k M7z |oqeos 3. 5. 173.. 80 13 S350 7 O35 6 433501305568 | 41405 1782
3. w17 80 11 M9 6 86 5 77k |ooas 3. S 173.. 50 30 20k 14 1. 16 18k[D1.205820 | 55333 1044
DA R R il M s n e
Bo B T BT NS o Sonfpoes o 1. 5. 175. B0 19 10k 8 1. 10 0580[2247480 | 44750 1877
B B T B 15 9887 88 8 8953 \_J-I'-IEES{B 01137 e i en 47 nan o nea n. Gnn-}hlgl;;;g ' acee 1704
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(Q Each duration of TCP Stream

1§0O
o1

 Sorting descending by Duration Row, you can also
understand the difference of TCP stream.

« Almost over 10 times slower than Before SSO.
« It is the key of the performance problem.

M wireshark . Conversations . 2 Before.pcap M Wireshark . Conversations . 2_Afterpcap

Ethernet -+ 1 IPvd 1 IPvE TP - 90 UDP Ethernet « 1 IPvd o 1 IPv 6 TCP - 95 LDF

Add Pod Add Por Pac Bytes Pac Bytes Pacl Bytes Rel Start Dur;:i-:un Adc Por Addre Por Pac Bytes Pac Byb Pac Byte Rel Start Duration )
33, 55,017, BD 82 YTk 3 23R 52 Tk 0741147 05438 3. 3. 17, BD 80 YTk 32 2. 33 T4k 25376535 A41032
3., 55,17, B0 40 35k 1% 1599 ¥ 3Tk 1.619208) 03511 1. 5. 17, 8D 50 Mk 1. 29 28k 20.3TAd11) 6.2051
33, 5517, B0 42 35k 18 1337 25 3k 1545730 03790 3. 5. 17 8D 14 Tae T 932 7 6214 27237261 55640
33, 5517, B0 47 Mk 1% 160 25 28k 9740882 031 1. S 17, 8D 26 26k 10 1. 2D 35k IDMETTE| 55335
32, 055,17, B2 M Z6k 15 1388 19 25k 9756721 02330 3. 5. 17, B 20 EHk 141, 16 18k 31.795839) 55327
3. 55.. 17. B0 28 20k 12 1223 15 19k 11558885 0.2299 3. 5w 173.0 8D 10 1323 6 848 4 481 43.882438) 55191
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()  Shoot the trouble

« Increasing Round Trip Time is one of the reasons.

« Sorry All HTTP/HTTPS payloads are anonymized,
there is a key in reverse proxy server settings.

« Reverse Proxy SSO server never uses cache,
Cache-Control: no-store, no-cache, must-revalidate,
post-check=0, pre-check=0, max-age=0, private,
no-transform, proxy-revalidate and Expires: -1

« We need to change reverse proxy server
configuration to modify cache settings of SSO server.
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CASE 4 Smartphone o

Only one smartphone fails to connect Wi-Fi, though
others can access the network using WPA2-PSK.

The trouble happens in just onely one client in the
entire network, it is a hint to minimize the problem.

Capture and filter using Smartphone
MAC address (22-22-22-22-22-22)
4 WiFi_Fail.pcap (anonymized trace file)
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pen trace e IFI_ o719
o
This time please think of layer 2 header : 9 !
Ml A WiFi_FAIL.pcap — a 4
File  Edit Miew Go Capture Analyze  Statistics Telephony  Wireless  Tools  Help
A | 2@ TRE Qe=2=ZF L5 EQaAQAQE
[. |P||3|3Iy a display filter == {Gtrl=/> :I] Expression +
M. Time Source Deztination Protocol  Leneth  Info
1 8.000888 Private 11:.. 22:22:22:22.. 802.11 144 Probe Response, SN=281, FN=8, Flags=......... , B
2 @.186669 Private 11:.. 22:22:22:22.. 882.11 144 Probe Response, SN=283, FN=0, Flags=......... , B
3 @.178274 Private 11:.. 22:22:22:22.. §82.11 144 Probe Response, SN=28%, FN=0, Flags=......... , B
4 @.182495 Private_11:.. 22:22:22:22.. §82.11 144 Probe Response, SN=2@7, FN=0, Flags=......... , B
5 @.183849 Private_11:.. 22:22:22:22.. §82.11 144 Probe Response, SN=2&7, FN=@, Flags=....R...., B
6 3.147733 22:22:22:22.. Priwate_11:.. 8§82.11 54 Authentication, 5Sh=11, FW=8, Flags=........ C
7 3.166997 Private 11:.. 22:22:22:22.. 882.11 54 Authentication, SN=@, FH=8, Flags=........ C
8 3.423796 22:22:22:22.. Private 11:.. 882.11 97 Association Request, SN=12, FN=8, Flags=........
9 3.452944 Private 11:.. 22:22:22:22.. 862.11 86 Association Response, SH=1, FN=8, Flags=........ l
18 7.178897 Private 11:.. 22:22:22:22.. 882.11 144 Probe Response, SN=287, FN=8, Flags=......... , B
11 7.188185 Priwvate 11:.. 22:22:22:22.. 882.11 144 Probe Response, S5N=238, FN=0, Flags=......... , B
12 19,883, 22:22:22:22.. Priwvate_11:.. 882.11 54 Authentlcation, SN=15, FN=8, Flags=........ C
13 18.08/.. Private_11:.. 22:22:22:22.. 3882.11 54 Authentication, 5N=@, FN=8, Flags=........ C
14 18.8381. 22:22:22:22.. Priwvate_11:.. 882.11 97 Assoclation Request, SN=16, FN=8, Flags=........
15 16.893.. Priwvate_11:.. 22:22:22:22.. 882.11 86 Assoclation Response, SN=1, Fh=8, Flags=........ l
16 13.282.. Private 11:.. 22:22:22:22.. 882.11 144 Probe Response, SN=349, FN=@, Flags=......... , B
17 13.287.. Private 11:.. 22:22:22:22.. 882.11 144 Probe Response, SN=358, FN=@, Flags=......... , B
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(D Association Response onf:

1§0O
Q]

« We need to determine layer 2 or upper.
Association Response (wlan.fc.type_subtype==1)
IS @ good indicator of Wi-Fi troubleshooting.

 If you find the Association Response, Datalink
procedures are almost completed, exchanging
Beacon, Probe Request, Probe Response,
Authentication x 2, Association Request then link up
with Association Response packet

« Let’s filter packets with “wlan.fc.type_subtype==1"
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() EAPOL 4 way handshake %7

Tol'

« You can find Association Response 3 tlmes ? Why

M A WiFiFAILpcap

>
File  Edit View Go Capture  Analyze Statistics  Telephony  Wireless  Tools  Help
48 @ TREBRe==F 5 EQQQE
[i |wlan.fc.type_subtype==1| m '] Expresgion==- +
Mo, Titme Source Destination Protocal  Leneth Into
9 3.452844 Private 11:.. 22:22:22:22.. 8e2.11 86 Assoclation Response, SM=1, FN=8, Flags=........ C
15 18.893.. Priwvate_11:.. 22:22:22:22. 802.11 86 Association Response, SMN=1, FWN=@, Flags=........ C
21 16.233.. Private 11:.. 22:22:22:22. 882.11 86 Association Response, SMN=1, FWN=@, Flags=........ C

« EAPOL 4 Way handshakes are required in a ordinal
WPA-PSK process. Try to filter W|th “eapol”

M 2 WiFi_FAILpeap

File Edit Wiew Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
A4 m 7@ TRE Q@@@Eﬁ?&}%t&l&@lﬂ
[i|eapo||
Mo,

[X] '] Expreszion=  +
Time Source Destination Protocal  Length  Info

#sf18us e Computer History Museum, Mountain View, CA ¢ June 25-28



Where is the point ?

Stack point has a problem to shoot the trouble

» Finding stack point is important especially in Wireless
troubleshooting, in this case, every time the processes
are stopped at Association Response.

» Look into Association Response
carefully to find the reason

Ho Time Source Destination Frotocol  Length  Info
1 9.090000 Private_11:.. 22:22:22: 862.11 144 Probe Response, SH=2@1, Fh=8,
2 B.106668 Private_11: 22:22:22: 882.11 144 Probe Response, SH=2@3, FN=8,

EECERE

3 8.1768274 Private_11 22:22:22: 8682.11 144 Probe Response, SH=2@5, Fh=8,

4 8.182495 Private_11 22:22:22: 8682.11 144 Probe Response, SH=2@7, 5
5 B.183848 Private_11 22:22:22: 8682.11 144 Probe Response, SH=2@7, 5
6 3.147733 22:22:22:2 Private_1 54 Authentication, Sh=11,

22:22:22:22.. 862.11 54 Authentication,
Private 1

7 3.166997 Private_11:
8 3.42379@ 22:22:22:2
9 3,45 i e 11'-
18 7.178897 Private_11
11 7.188185 Private_11
12 1@,
13 19,
14 1@

22:22:22:22.. 892.11 144 Probe Response, SN=287, FN=8, Flags
22:22:22:22.. 882.11 144 Probe Response, SH=288, FN=8, Flag
Private_11:.. 862.11 54 Authenticaticn, SN=15, FN=8, Flags
22:22:22:22.. 862.11 54 Authentication, Sh=@, FH=8, Flags=...
Private 1 97 Association Request, Sh=16, Fh=8 Fl%: ........

tion.Resnan: b= Fh=8 _Flacc= ! J
16 13. 22:22:22:22.. 882.11 144 Probe Response, SH=349, FN=@, Flag
17 13. 22:22:22:22.. 862.11 144 Probe Response, SH=35@, FN=@, Flags=.
18 15.994.. 22:22:22:22.. Private 11:.. 862.11 54 Authentication. SH=26, Fh=8, Flaps=..
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( \ Inva I Id AKM P(Adaptlve Key Management Protocol)

IEEE802.1x authentication method

» Radictap Header w&@, Length 28
» 882,11 radie iInformation
» IEEE 882.11 Association Response, Flags: ........ C
v TEEE 882.11 wireless LAN
v Fixed parameters (6 bytes)
» Capabilities Information: ExEE31
| Status code: Inwalid AKMP (©x882b ;)
LLEE BEEE BEEE BEEE = Association ID: ExEEEE
~ Tagged parameters (32 bytes)
» Tag: Supported Rates L1(B), 2(B), 5.5(B), 11(B), [WMbit/sec]
» Tag: Wendor Specific: Microsoft Corp.: WMMAMAMYE: Parameter Element

Invalid AKMP means key exchange settings are
mismatch between Access point and Station.

This time AP use PSK( Pre Shared Key ) Passphrase,
but STA use IEEE802.1x authentication server.
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* You may know, Metageek announced Eye P.A.
support capturing IEEE802.11n and then
IEEE8B02.11ac in Windows environment !

« After the end of AirpcapNX era, wireless packet
analysis on Windows is limited. ( AcrylicWifi and other
NDIS based driver never behaves as we wish... )

improve your WiFi network.

ust click Capture to start ¢ i essons below
to learn how Eye P.A. can help y
CAPTURE
#sfl8us o' __ . __ . _ _ICA e June25-28



() Eye P.A. (Eye Packet Analyzer)

* You need Beta version of Eye P.A.
now EyeP.A. supports 11n with v1.12
then 11AC support comes at last week !!

« Start up EyePA with Admlnlstrator privilege.
Install NDIS Driver

* Then you can capture via
CAPTURE DEVICE CONTROL

« Off course you can save and
send trace to Wireshark !
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() Compatible Adapters (1) 77

1§0O
Q]

 Eye P.A. verl.12 (May 2018) supports 11N
Linksys AE2500, Linksys AE1200, Netgear A6200

(NDIS based driver) IDEEFROEEESALET(O)
Riverbed AirPcapNX, AirPcapTX | o Gt aro 7Rt
(AirPcap based driver) ¥ Bicrosoft % b0-FAIRA e TUYS- 2%

A Npcap Packet Driver (NPCAP)

« Tarlogic NDIS Monitor Driver llti
and AirPcap driver are used .
when we use 11nin verl.12
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() Compatible Adapters (2) -

« Eye P.A. Version 1.13 (A.k.a Imperial Eye P.A.)

« Support adapter:
ASUS USB-AC56, ASUS USB-AC68, ALFA Network
AWUS1900, Linksys WUSB6300, Amped Wireless
ACA1, EnGenius EUB1200AC, D-Link DWA-182 rev
C1, D-Link DWA-192, TRENDnet TEW-805UB, TP-
LINK Archer T4U v2, TP-LINK Archer T4UH v2,
Edimax EW-7822UAC, Edimax EW-7833UAC
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( \ TEST Linksys AE2500

i@l ¢ Linksys AE2500 Dual Band N
| USB3 2.4/5GHz USB2
BCM4323 (Broadcom chip)

 CH 1-14,CH 36-64 W52,
CH 100-165 W52 W53 in Japan

« Automatically recognized in Eye
P.A. version 1.13.0.13

You can choose Packet Data is
truncated or not
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START VISUALIZE

Radio | *ESSID | FILTERS 2+

VS

ACTIVE SELECTION

19:05:24.375
19:06:11.263
46,887 ms
1527 ms
204 Mbps

Data Rates by Percentage

6 Mbps
ASSOCIATED DATA

ikeriri-wim ax
aterm-e3clBb7-a
aterm-e3dBhi-g
ikeriri-wim ax2
Extencler-A-E050
aterm-e3ciBb7-aw
UNRESOLVED
EROADCAST

TEST: Linksys AE2500

PACKETS ) ANALYZE

Subframe [] show Invalid

Capture  Anal

E
15
1,008,628

7170 PACKETS . Ma. i ation g Length  Info

0%
TREEFIES

BYTES D

3667 Mbps

ire
Length
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10110

( N\ Compatible Adapters (3) -

Eye P.A. ver2 supports 11AC

® Supported adapters (IEEE802.11ac)
Linksys WUSB6300 (recommended), ASUS USB-AC56, ASUS USB-
AC68, ALFA Network AWUS1900, Amped Wireless ACA1, EnGenius
EUB1200AC, D-Link DWA-182 rev C1, D-Link DWA-192, TRENDnet TEW-
805UB, TP-LINK Archer T4U v2, TP-LINK Archer T4UH v2, Edimax EW-
7822UAC, Edimax EW-7833UAC

* 802.11n adapters
Linksys AE2500 (recommended), Linksys AE1200, Netgear A6200
NOTE LinksysAE1200 and NetgearA6200 cannot be used on DFSCH

* RiverBed AirPcap NX, AirPcapTX
Tamosoft ( famous as TamoGraph) driver is used.
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() TEST2 : ALFA AWUS036ACH .

A\ - Alfalong-Range Dual-Band

AC1200 Wireless USB 3.0 Wi-Fi
Adapter w/2x 5dBi External
Antennas — 2.4GHz
300Mbps/5GHz 867Mbps —
802.11ac & A, B, G, N

N RTL8812AU Realtek chipset

. CH 1-14,CH 36-64 W52,
CH 100-165 W52 W53 in Japan
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(D TEST2 : ALFA AWUS036ACH

i;lfffiil "« This ALFA model is not
- D officially supported, but it
S " try to install specific drivers

« Automatically recognized in
Eye P.A. version 1.13.0.13

 You can choose Packet
Data is truncated or not
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D DEMO : ALFA AWUS036ACH

191 O
I 9 I

(@) Eye PA. - C¥Users¥megumi KERIRHDesktop¥SF 201 84EyeP A1, 12,01 3-ALFA-AWUSIGACH -CH36.prap - m] X
Eile Help Send Feedback
i A i it i Cl
o o M EyeP a1 12.013-ALFA-AWUSIEACH-CH 36 pcap - m] *
File  Edit View Go Capture  Analyze Statistics  Telephony  Wireless  Tools  Help
Am 1 ® RE Re=s=FT 85 = QaqaH
= |ﬂ |P|pply a display filter === <Ctrl-/> =d '] Expresziont 4+
I Ma. Time Source Destination Protocal  Leneth  Info ~
DA 1 8, 0806860 Buffalo 6a:. Broadcast ge2.11 281 Beacon frame, SN=4859, FN=8, Flags=........ , BI=
2 8,800006 Buffalo 6a:.. Broadcast ge2.11 331 Beacon frame, SN=4866, FN=8, Flags=........ , BI=
3 @.917668 RivetNet_eB.. Modacom_9%94:.. 882.11 148 Qo5 Data, 5N=3845, FN=&, Flags=.p..... T[Packet s:
4 8.917068 Modacom_a8:.. RivetNet_eB3.. 862.11 68 862,11 Block Ack, Flags=........
5 8,817606 Modacom_a8:.. Broadcast ge2.11 316 Beacon frame, SN=392, FN=@, Flags=........ , BI=L
— L @ al7aa0 Modacom aB:.. 8@2.11 42 Bcknowledgement, Flags=........ b
< >

Frame 1: 281 bytes on wire (2248 bits), 281 bytes captured (2248 bits)
PPI wersion @, 32 bytes

862.11 radio information

IEEE 882.11 Beacon frame, Flags: ........

IEEE 882.11 wireless LAN

0000 00 00 20 00 DONCONCENEE 92 ©F 14 00 5 75 60 69 [ u A
: 65 79 B2 @9 B0 00 Gc B8 3c 14 58 1 09 0 b6 a2 -y <P
‘am v BB BB B9 89 ff ff ff ff ff ff 88 57 ee 6a ed 54 Wy T
88 57 ee 6a €@ 54 bB fd a3 28 ba 35 89 0 60 68 W.3.T 5 v
O > EveP&1.13.0.13-ALF A- AWUS36ACH-CH36 poap Packets: 9260 + Displayed: 9260 (100.0%) Profile: Default
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(.‘ Thank you for attendlng | TJ
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