Wireshark OTG, (.\
Extend your Wireshark
with extcap, iPad and Pi

--TIPS and tricks of extcap and make use of
Wireshark everywhere, any capture sources
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Session Details (
Do you imagine your tablet can run Wireshark, Yes you can get Wiresh :

Megumi show you TIPS and tricks to use Wireshark with iPad Pro and Pi u21vus

You may not install many extcap interface that is not installed in default
settings,

It's time to make use of extcap interface such as sshdump.

We can create our own customized extcap interface in easy way on Windows
environment.

Actual demonstration extend your Wireshark's extcap interface!!

Note
Megumi uses iPad Pro, Raspberry Pi and Windows10 environment.

Linux bash and Windows command prompt programming skills help you
understand the session well.



#1 Wireshark OTG

Bring your Witeshark without PC
Witeshark everywhere with iPad Pro

We need
@® An iPad or other tablet
® A Raspberry pi 4 or zero

® A USB-C to USB-C cable
transferring both power and data




Burn the latest raspberry pi os using official
imager application to microSD card.

® We use official raspberry pi imager to install #sf21vus
the latest OS

® https://www.raspberrypi.org/documentation/in
stallation/installing-images/README.md

Using wired Ethernet connection
to setup raspberry pi at the first

® | recommend to use Raspberry pi 4 because there are
1 RJ-45 as well as wireless lan ( supports monitor

mode ) and many USB ports



Set raspberry pi as USB Gadget mode ( \

® USB Gadget mode is a kind of USB OTG(On-The-Go),
® Your Pi1 works as USB host instead of USB devices.

® Note: Raspberry Pi zero and 4 support gadget mode.
| recommend to choose Pi4 because Wired LAN,
many USB port and fast

#sf21vus




Edit /boot/config.txt and /cmdLine.txt (

@® Set up Pi as USB Gadget mode, that supports
USB-C as power and network

@® (s /boot To find boot option setting file
/boot/config.txt and /boot/cmdLine.txt

@ At the last line of /boot/config.txt, add
dtoverlay=dwc?2

® /boot/cmdLine.txt is a long one line file
We need to insert string after “rootwait quiet”
Find “rootwait quiet” and insert string
“modules-load=dwc2,g_ether”

\

&

#sf21vus
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SSH/DHCP server setting (.

® We need to set up Pi4 act as SSH/DHCP server #sf2ivus
@® "“touch /boot/ssh” to create blank file for ssh login

® “nano /etc/modules” to open modules file and add
“libcomposite” to define USB3 device.

@® Install DHCP server “apt-install isc-dhcp-server”
and add “denyinterfaces usb0”
Install dnsmasqg with “sudo apt-get install dnsmasq”
Create /etc/dnsmasq.d/usb and edit
Create /etc/network/interfaces.d/usb0 and edit




/etc/dnsmsq.d/usb (

\

interface=usb0 -
dth— #sf21vus
range=10.55.0.2,10.55.0.6,255.255.255.248,

1h

dhcp-option=3 /etc/network/interfaces.d/usb0

leasefile-ro auto usbo

allow-hotplug usb@
iface usb@ inet static
address 10.55.0.1
netmask 255.255.255.2



Create initialize script “/root/usb.sh” (1)

https://www.hardill.me.uk/wordpress/2019/11/02/pi
c-gadget/

#!/bin/bash

cd /sys/kernel/config/usb_gadget/

mkdir -p pi4

cd pi4

echo 0x1d6b > idVendor # Linux Foundation

echo 0x0104 > idProduct # Multifunction Composite Gadget
echo 0x0100 > bcdDevice # v1.0.0

echo 0x0200 > bcdUSB # USB2

echo OxEF > bDeviceClass

echo 0x02 > bDeviceSubClass

echo 0x01 > bDeviceProtocol

mkdir -p strings/0x409/configuration

L

#sf21vus



Create initialize script “/root/usb.sh” (2)

https://www.hardill.me.uk/wordpress/2019/11/02/pi
c-gadget/

echo 250 > configs/c.1/MaxPower

# see gadget configurations below

mkdir -p functions/ecm.usb0
HOST="00:dc:c8:f7:75:14" # "HostPC*
SELF="00:dd:dc:eb:6d:a1" # "BadUSB*

echo $HOST > functions/ecm.usb@/host_addr
echo $SELF > functions/ecm.usb@/dev_addr
ln -s functions/ecm.usb® configs/c.1/
udevadm settle -t 5 ||

ls /sys/class/udc > UDC ifup usb@

service dnsmasq restart

L

#sf21vus
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® We want to start up USB gadget mode, DHCP Server and #st21vus
other service every time we start up Pi4
There are nice initial script from “Ben’s Place”
https://www.hardill. me.uk/wordpress/2019/11/02/pi4-usb-
c-gadget/

@® Make /root/usb.sh executable with chmod +x /root/usb.sh
Add /root/usb.sh before exit O

® Set this script every time we power on Pi4
so | use SOl1cron start script
In /etc/rc3.d(CLI) and /etc/rc5.d (GUI)

Autorun USB initial script (




“sudo halt” to power off raspberry pi, (‘
change connection from SSH via wired LAN to USBC '@

#sf21vus

@® “sudo halt” to power off raspberry pi

® USE a USBC-USBC cable,
connect between raspberry Pi4 and iPad Pro

® Pi4 start up with USB Gadget mode and DHCP server

16:51 Mon Aug 23

Welcome to Alpine!

You can install packages with: apk add <package>
You may change this message by editing /etc/motd.
iPad-Pro-11:~# ssh 10.55.0.1

The authenticity of host '10.55.0.1 (10.55.0.1)' can't be established.
ECDSA key fingerprint is SHA256:CnXbX7Z107iloHFPtdURa5KGOwU2gDH5AgZxsvor/3A.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.55.0.1' (ECDSA) to the list of known hosts.




Install ”ish* from AppStore and packages (.\

® open AppStore to look for “ish” app (free) #sf21vus
“Ish” is a command line shell of iPad OS
Open “ish” app and install openssh packages

“apk add openssh” and other packages if you need
ssh pi@10.55.0.1 to login Raspberry Pi 4 via SSH

ﬁ

OO0




SSH connection via USB Gadget mode (\
install RDP server

#sf21vus

® Connect raspberry pi via USB Gadget mode
Piuses 10.55.0.1, and iPad gets 10.55.0.2 from dhcpd
ssh 10.55.0.1, and enter username and password
pi/raspberry and confirm the connection via USBC

® Also recommend to install XRDP ( Remote Desktop
Protocol server) if there are not installed
apt-get install xrdp

@® Now you can use your Wireshark cli tools such as
dumpcap, tshark, mergecap, editcap, capinfos etc.



Connect via Microsoft RDP client ( \
&

@® Install Microsoft RDP i0S client app S
® Open 10.55.0.1 and login as the same as CLI

730 Monkea22
T T —
. |




Bring your Wireshark everywhere

@® Install Microsoft RDP client
@® Create shortcut of 10.55.0.1 via USB-C
® Username pi

VL ® BEREBIO > %k AE

@® Password raspberry S v

&»

#sf21vus

Ll
?

No Time Source Destination Protocol Length Info
. 4169 5.581514904  10.55.0.1 10.55.0.5 TCP 252 3389 ~ 52173 [P
@ WI reshark Works 4176 5.582249996  10.55.0.5 10.55.0.1 TCP 66 52173 — 3389 [A
4171 5.635262404  10.55.0.5 10.55.0.1 TCP 83 52173 — 3389 [P I
4172 5.635415052  10.55.0.1 10.55.0.5 TCP 66 3389 — 52173 [A

a.t reasonable Speed N + Frame 1: 90 bytes on wire (720 bits), 90 bytes captured (720 bits) on interface ©

+ Ethernet II, Src: 06:cf:5f:49:b3:fa (06:cf:5f:49:b3:fa), Dst: 96:2a:14:05:56:d6 (96:2a:14:05:56:d6

7 7 ¢ Internet Protocol Version 4, Src: 10.55.0.5, Dst: 10.55.0.1
I Wlt + Transmission Control Protocol, Src Port: 52173, Dst Port: 3389, Seq: 1, Ack: 1, Len: 24

+ Data (24 bytes)

96 2a 14 05 56 d6 06 cf 5f 49 b3 fa 08 00 45 02 i s\ I E
00 4c 00 0O 40 OO0 40 06 26 37 Oa 37 00 05 Oa 37 L--@@ &7-7 7
00 01 cb cd 0d 3d 65 5b 5a 06 30 cd 22 27 80 18 =[zZ0™M"™

08 00 83 ee 00 00 01 01 08 Oa fb b5 f2 c1 be e7
42 ea 88 18 1e 2b e8 fc 62 2d 2e bb 73 28 36 14 B + b-.-s(6
54 57 d4 c9 e6 59 5a 6b 27 45 TW-..YZk 'E

@ 7 wireshark_usb0_20210816220229_xzYArh.pcapng Packets: 4172 - Displayed: 4172 (100.0%) : Profile: Default




Change Wireshark permission settings ( \
&»

® We need administrative privilege to capture packet,
though Raspberry Pi OS works as user mode.

® We need to change Wireshark permission to be able to
capture packets in user mode.

® “sudo dpkg-reconfigure wireshark-common”
® Choose YES to capture packets in user mode

® “sudo adduser wireshark pi”
to add user pi into wireshark group

@® Restart Raspberry Pi4 and login as pi again

#sf21vus



For wireless capturing (.\

@® Capturing wireless network using external WiFi adapter that,
supports monitor mode ( unfortunately Pi internal Wireless LAN
card cannot be changed into monitor mode at default setting)

You may use Kali Linux ARM image instead of Raspberry Pi OS.
Open ish and check wireless card “sudo iwconfig”

“sudo airmon-ng check kill” to stop all wireless related process
“sudo airmon-ng start wlan1” to change into monitor mode

OMONONONO,

"iwconfig” again to check wlan1 was changed into
wlanlmon (monitor mode interface)

@® Choose “View>Wireless tool bar” to show wireless settings



#2 Extcap brings the external capture source

o~

® The extcap interface is a versatile plugin interface that &»
allows external binaries to act as capture interfaces REEE
directly in Wireshark.

@ It is used in scenarios, where the source of the capture is
not a traditional capture model (live capture from an
Interface, from a pipe, from a file, etc). The typical
example is connecting esoteric hardware of some kind to
the main Wireshark application.and data

@® Extcaps may be any binary or script within the extcap
directory. Please note, that scripts need to be executable
without prefacing a script interpreter before the call.



Example extcap interface: SSH remote capture ( \

® Let’s try sample extcap interface, SSH remote  #nw
capture

® SSH remote capture is provided by SSHDump, is
option component with Wireshark,
so you need to check Tools>SSHDump
Choose Components dialog during Wireshark
installation.




Example extcap interface: SSH remote capture

UsBPcap -

UsBPcapd
U5BPcap3
Cisco remote capture

Random packet generatar #sf21vus

'S&H remate capture

Ga@eeEee®

UDP Listener remote capture

@® There are default “SSH remote capture” extcap in Wireshark
( you may check Tools>SSH remote capture during install process)

@® Double click extcap icon (left side) to edit option

M Wireshark . 128 -J1-7, 743 SEH remote capture x M Wireshark . 2% -01-7 A 77330 S5H remate capture X
Server futhentication Capture Debug Server Authentication Gapture Debug
Remote S5H server address |192.158.1I]D.l 16 | Remote interface |WIanI]mon |
Femote S5H server port |_22 | Femote capture command |dumpcap |
M Wireshark . 4 #5-71-7 A3 SEH remote capture )
[ Use sudo on the remaote machine
Server Authentication Capture Debug D Mo promiscuous mode
Remate SSH server usemame |ka“ Remote capture filter |3:52CI:B?BB:IU?I or host 10.00.207 or host f280:352%de0%c 1 1defb) and port 22)|
Remote SSH server password | p Ml Wireshark . 29-21-2 X733 S5H remote capture
Path to S5H private key | AT
_ SSH key passphrase | Server Authentication Capture Cebug
i FeRERR IS AR RTF LS i
ProxyCommand | [ Run in debug mode
Use a file for debue |
Fo I FeRENH S AR RTELET




Test SSH remote capture Extcap interfac{ \
A

1.
2.
3.
4.

Start Wi reShark @  Cisco remote capture

@®  Random packet generator

Choose “SSH remot@e capture” interface @ ss emote capture

®  TestExtcap Interface

CliCk Option icon @ UDP Listener remote capture

Set Remote SSH server address as some Linux host
this time we use Raspberry Pi IP address 10.0.0.201

. Set Remote SSH port number as 22 in the Server Tab

M Wireshark . 25 -21-7, A3 55H remote capture o

SEnEr Authentication Capture Debug

Remote 35H server address |1 000201 |

Remote 35H server port |22 |




Test SSH remote capture Extcap mterfac{ \

6. Click Authentication tab, enter Remote SSH
server username ( this time we use “pi” )

7. Enter Remote SSH server password ( this time
“raspberry”) Note: you may fail at the first time to

connect to save the host’s public key as known host
A

#sf21vus

Senser  Authentication Capture Debug

Remote 55H server username |pi |

Remote S5H server password |99 000000 @ |
Path to SSH private key | | Ll

aoH key passphrase | |

FroxyCommand | |




Test SSH remote capture Extcap interface (

\

8. Click Capture tab, enter Remote interface &
Enter Remote capture command ( dumpcap -w -) #st2ivus
( this time we use dumpcap command, output pcap
not to file but to standard output "-w -" option

9. Check “Use sudo on the remote machine”
Note Remote capture filter is set automatically

M Wireshark - 7% -01-3 #7333 S5H remote capture x

Server  Authentication Capture Debug

Remaote interface |eth0 ‘

Remote capture command |dumpcap —w | ‘

Llse sudo on the remote machine
[ Mo promiscuous mode

Remote capture filter k 1000201 or host feB0:3529:dc03:c11defh) and port 22:"

Packets to capture |CI ‘




Test SSH remote capture Extcap interfac

11. You can set debug file in case of failure

Server  Authentication  Capture Debug

Run in debug mode

lJze & file for debug |O ¥ sers¥T akeshitalbegumi¥ Deskio p¥de bug txt

T v RGO IOARE (RIFLFY
T RS FALS

LT

#sf21vus

check “Run in debug mode” and set path in “Use a
file for debug” text box

M wireshark . 13%-01-7, A2 SSH remate capture

7 debugitet - YEHE — m] *

IrALF REE BH(Q) ®RM  ALTH)

cndline: C:¥Program Files¥llireshark¥extcap¥sshdump, exe --capture --extcap-interface sshdump.exe --

fifo ¥¥.¥pipe¥nireshark extcap_sshdump.exe_20210816083352 --remote-host 10.0.0.207 --remote-port 22

--remote-password MOHGOMHN --debug --remote-sudo --remote-capture-command dumpcap -w - --debug-

file C:¥Users¥TakeshitalMesumi¥Desktop¥debus. txt --remote-username pi --remote-interface eth) --

remote filter mot_({host 169.254.1684.117 or host fe80::1d02:3dd9:9b24:2475 or host 192.168.116.1 or

host fe80::afacieled:6749:1a80 or host 192.168.18.1 or host fe80::10a:9e56:dbdB:113d or host

169 254.180.167 or host fe80::8002:a1a4:8184:bda7 or host 169.254.74.211 or host

Te80::4111:h7e0:7087:4ad3 or host 189 254.18.113 or host f=80::1933:52c1:6766:1071 or host

10.0.0.201 or host fe80::3529:dc03:c11d:efb) and port 22) true

[ssh_connect] ssh_connect: libssh 0.7.3 (c) 2003-2014 Aris Adamant iadis, Ardreas Schneider, and

libssh contributors. Distributed under the LGFL, please refer to COPYING file for information about

wour rights, using threading threads_noop

[=sh_socket _cornect ] ssh_socket _cormect: Nonblocking connect ion socket: 596

[ssh_connect] ssh_connect: Socket connecting, now waiting for the callbacks to work

[socket _cal lback_conmected] socket callback_cormected: Socket comnection callback: 1 (0]

[ssh_client _connect ion_callback] ssh_client_connect ion_callback: S5H server barner: S8H-2.0-

OpenSSH_7. 901 Raspbian-10+deb10ud+rptl

[ssh_analvze_banner] ssh_analvze_banner: Analvzing banner: 33H-2.0-OpenS3H_7.9p1 Raspbian-

10+deb10u2+rpt 1

[ssh_analvze_banner] ssh_analvze_banner: We are talking to an OpenSSH client version: 7.9 (70900)

[=sh_packet dh_replv] ssh_packet dh_reply: Received 55H_KEXDH_REPLY

[ssh_client _dh_reply] ssh_client_dh_replv: SSH_MSG_NEWKEYS sent

[=sh_packet newkevs] ssh_packet newkevs: Received SSH_MSG_NEWKEYS|

[ssh_packet newkevs] ssh_packet newkevs: Siznature verified and valid

[ssh userauth_pub| |ckey _auto] ssh userauthpubl ickey_auto: Tried every public key, none matched

[channel open]pc harnel _open: Creating a channel 43 with 84000 window and 32768 max packet

[ssh_packet_global_recuest ] ssh_packet global request: Received SSH_MSG_GLOBAL REQUEST packet

[ssh_packet _global_reauest ] ssh_packet _zlobal_reauest: UMKNOWN SSH_MSG_GLOBAL_REQUEST hostkevs-

Q0@openssh. com 0

[ssh_packet _process] ssh_packet_process: Couldn’t do anvthing with packet tvpe 80

Esshﬁacke‘iﬁgame|,0pen7conf] ssh_packet _channe|_open_conf: Received a CHAMMEL _OPEN_CONFIRMATION

or channe :

[ssh_packet _channel_open_conf] ssh_packet _charne|_open_conf: Remote window : 0, maxpacket : 32768

Remote capture command has disabled other options

Rurning: dumpcap -w -

Ecga?hejl_rcv_change_wimdow] channe | _rcv_change_window: Adding 2097152 bytes to channel (43:0) (from
yies

[chanre | _reauest] chanme | _reauest: Chamnel request exec success

[grom window] grow_window: growing window (chamnel 43:0) to 1280000 bytes

[zrow_window] grow_window: zrowing window [chamne! 43:0) to 1280000 bytes



Test SSH remote capture Extcap interface \

12. Click Start to capture packet at remote SSH host@®

13. You can get the trace at the Pi’s side remote LAN
interface

M ~55H remote capture - s
Jrillify REE FEM BBIG  FeSTr0 S8 HINS BHM  &men U-lm AL

4 @limmB scs=FosEEaaan

[Fr A -~ <Cul=/> &M T+ STSMOMAC  TCPARU-AFE it

MNo. Time Source Destination Protocol Length  Identificatior Info )
118 3.607382830 10.0.0.201 10.0.0.207 SSH 15...@xc... Server: Encrypted pa¢
1193.607390848 10.0.0.201 10.0.0.207 SSH 15..9xc... Server: Encrypted pac¢
126 3.607398737 10.0.0.201 10.0.0.207 55H 3780xc.. Server: Encrypted pac
1213.6087696735 10.0.0.207 10.0.0.201 TCP 60 @xc.. 59758 -» ssh(22) [ACK’
122 3.608096011 10©.0.0.201 10.0.0.207 SSH 15...@xc... Server: Encrypted pa¢
123 3.608106566 160.0.0.201 10.0.0.207 SSH 15..9xc... Server: Encrypted pac¢
124 3.608114663 160.0.0.201 10.0.0.207 55H 15..0xc.. Server: Encrypted pac
125 3.608122788 10.0.0.201 10.0.06.207 SSH 15..0xc.. Server: Encrypted pac
126 3.608136733 10.0.0.201 10.0.0.207 SSH 15..0xc... Server: Encrypted pa¢
127 3.608237621 10©.0.0.201 10.9.0.207 SSH 15...0xc... Server: Encrypted pac
1283.608247325 10.0.0.201 10.0.0.207 55H 15..0xc.. Server: Encrypted pac
1293.608255491 10.0.0.201 10.0.0.207 SSH 122 @xc... Server: Encrypted pac
AN FAOrA1rT? an N N Nl Aan N N anAa TN AN rAIra . -l Farmiss




Then let’s test your own extcap interface(.\

® Extcap is useful so you can extend capture sourcess

® There are some nice hardware, such as Bluetooth
dongle and open source capture devices to capture
via extcap interface.

® At first, let’s test your own extcap interface.

Man page of extcap (https://www.wireshark.org/docs/man-
pages/extcap.html)

® We do not need to create binary, but just a bit of
batch file to test extcap interface



https://www.wireshark.org/docs/man-pages/extcap.html

Check your extcap path
Help>About Wireshark>Folder &

@® Personal Extcap Path in Windows Default #sf2vus
C:YUsersYuser¥AppData¥Roaming¥Wireshark¥extcap

® Global Extcap Path in Windows Default
C:¥Program Files¥Wireshark¥extcap

Ml wireshark[ZAT X
<« 0O%(C) + ProgramFiles » Wireshark * ewtcap v O P
Wireshark PR T ISHAML FoR-Fua-bk 8BRS SR
R >
Bl Lk [faT7oE |
M ciscodurmp.exe 202170715 229 £ B BRI L
ina M randpktdump.exe 2021/07/15 2:29 "Ir( FFDYT CiUsers¥Takeshitabegumi¥Downloads¥ S Fear(ll
A sshdump.exe 2021/07/15 229 75#?@ C:¥Users¥TAKESH~T¥ﬁuu|?ata¥Local¥TemD . . BFRBETYTFrIra Ul
HASEE Ci¥lsers¥TakeshitaMegumi¥sppData¥Roaming ¥WWireshark dfilters, preferences, ethers, ..,
A udpdump.exe HETATN5 228 F0-40LETE C:¥Program Files¥Wireshark dfilters, preferences, manuf, ...
M androiddump exe 2170715 2:29 YATh Ci¥Program Files¥Wireshark ethers, ipxnets
. ) 093540 C:¥Pragram Files¥iireshark FOF5LI71 )
ine = nr‘F_sanfer_bIe.bat 2021707712 1254 BTS2 Co¥lUsers¥TakeshitaMequmi¥App...oaming¥ireshark¥plugins¥34 (07 TUFS01
[# nf_sniffer_ble.py A2 T254 FO-fULFS50  C¥Program Files¥Wireshark¥plugins¥3.4 SUASS
| nrf_sniffer_ble.sh 02107712 12:54 BALafF7 (Y CflsersfTakeshitabequmi¥hp..a¥Roaming$iireshark¥plugins  luaZ7UH
. bt 0R1/0712 1254 FO0-10LLua 543 C¥Program Files¥Wireshark¥plugins lua A7 UFH
= FEQUIrEmEnts.L ' B4 Exteapi(2 Ce¥Users¥Takeshitabequmi¥dp.. ta¥Roaming ¥W¥ireshark¥extcap  Extcap 394 24888,(7
[ USBPcapChD.exe 2020405722 18 J0-f()LExtcaps{A  C:¥Program Files¥Wireshark¥extcap Extcap F5074 w37
Srifferapl 030712 1204 MaxMind DB /{7, C:¥ProgramDCata¥GeolP MaxMind DB 7-# - 243/(7
MaxMind DB /{7 Ci¥GeolP MaxMind DB 775 -2#28/(3
on exteap 2121254 MaxMind DB /{7, C:fUsers/Takeshitabegumi/ppData/Roaming/ Wireshark/geoip  MaxMind DB 7-5 - 24832/
MIB/PIE J§3 SMI MIB/PIB #2327




Extcap man page (https://www.wireshark. org/docs/man/\
I v

elements

arg (options) argument for CLI calling

number Reference # of argument for other values, display order
call Literal argument to call (--call=...)
display Displayed name
default Default value, in proper form for type
range Range of valid values for Ul checking (min,max) in proper form
type Argument type for Ul filtering for raw, or Ul type for selector:
integer
unsigned
long (may include scientific / special notation)
float

selector (display selector table, all values as strings)

boolean (display checkbox)

radio (display group of radio buttons with provided values, all values as strings)
fileselect (display a dialog to select a file from the filesystem, value as string)
multicheck (display a textbox for selecting multiple options, values as strings)
password (display a textbox with masked text)

timestamp (display a calendar)

value Values for argument selection
(options) arg Argument # this value applies to


https://www.wireshark.org/docs/man-pages/extcap.html

Create example.bat
and copy into Personal Extcap Path

Example.bat

echo interface {value=test}{display=Test Extcap Interface}
echo dl1t {number=147}{name=test}{display=Layer2 DLT}
echo arg {number=1}{call=--host}{display=Filter Hostname}{type=string}

{tooltip=hostname}{required=true}{default=10.0.0.201}{group=Host}
echo arg {number=2}{call=--port}{display=Filter Port number}
{type=unsigned}{tooltip=port}{range=1,65535}{default=22}{group=pPort}

» TTTHE » AppData » Roaming » Wireshark » extcap

Ess

N B [ =]E

] exarmple.hat 2021708115 1437



\

Open Wireshark and Capture>Option
to check Extcap Interface &»

|;‘-. ;IB &Jc:'j .Blhl?; wefieg '-,mlg_-' ?E‘Hg.l‘ =\'m oW UMD AT #sf21vus
‘ R S dnterface {value=test}
e . {display=Test Extcap Interface}
C ' You can find your Extcap interface at Interface list in
your Wireshark startup screen
- .. d1t {number=147}{name=test}{display=Layer2 DLT}
=== oelect Capture>Option and look the Link layer header
7 Column to check your extcap data link type value

<
M IRTOA-D1-2EB0TIAIAF v AT -RERMELET
BRUEAVADL -A0FIF w0 ([ TF 0018 ~ 05




M Wireshark . 25 -01-7 A0 Test Exteap Interface

Host  Port _ {g r‘0up=HOSt} .
Filter Hostname [10.0.0201 "1 Y= F1 -l ter HOStnamE}

9 v 3 o BES )50 0% RAFLEY {defaul :t= 10.0.0.201}

T CET RS s

Click option button () to fil@l your extcap dial@

#sf21vus

>

echo arg {number=1}{call=--host}{display=Filter Hostname}{type=string}
{tooltip=host}{required=true}{default=10.0.0.201}{group=Host}

You can create your Extcap Option GUI using script
Set number to set reference number and display order
Set call to call function ( this time do nothing)

Set display to set the display name

Set type to set the type definition (this time is string)
Set tooltip to set tooltip string

Set required to set this value is necessary

Set default to set default value

Set group to set the tab name



Click option button ( & ) to find your extcap dialf(

\

M ireshark . 29017 A7F533: Test Exteap Interfac % -
rost Port — {g roup=pPort} S
errer e & 4 £ 44 sntay=Filter Port number} {default=22}

% 95 S BB 1555 RELES
FOrICEY FALE N >]

echo arg {number= 2}{ca11———port}{disp1ay=F11ter Port number}{type=unsigned}
{tooltip=port}{range=1,65535}{default=22}{group=pPort}

You can create your Extcap Option GUI using script

Set number to set reference number and display order

Set call to call function ( this time do nothing)

Set display to set the display name

Set type to set type definition (this time is unsigned)

Set tooltip to set tooltip string

Set range to set the range of the value ( this time is from 1 to 65535)
Set default to set default value

Set group to set the tab name



\

&

@® Open Global Extcap Path in explorer o
in Windows Default C:YProgram Files¥WiresharkYextcap

® Check sshdump.exe is in Global Extcap path
® Open command prompt and execute sshdump.exe

Then check SSHDump command (

» PC » OS(C) » ProgramFiles » Wireshark » ewtcap » v | D 2 extcapDb
A aE EHEE L) Ho
‘ ciscodump.exe 202107415 220 FrUr—gy 31 KE
M randpktdump.exe 2021707415 2:29 T3 16 KE
M sshdump.exe 0210715 229 T3 124 KB
M udpdump.exe 010715 229 TR IZ0KE
M androiddump.exe 2021/07/15 2:29 FRr=3 WG KE
2 nrf_sniffer_ble hat 203170712 12:54 Windows /{9F J7... 1KE
A nif_sniffer_ble.py 20210712 12:54 Python File 2TKE
nrf_sniffer_ble.sh H021/07/12 12:54 SH A7)l 1KE
requirements.txt 02T 1254 FEAR FFadvh 1KE
& USEPcapCMD. exe 202000522 15:01 FRUr-a S6KE
SnifferApl 0107121304 Arf Il IS~

eeeee p 021407712 12:54 Al DAL=



sshdump.exe command (

\

® Check online help of sshdump.exe &9

IS

C:¥Program Files¥Wireshark¥extcap>sshdump. exe
Wireshark - sshdump. exe v1.0.0

Usage:

sshdump. exe —extcap-interfaces

sshdump. exe ——extcap-interface=sshdump. exe —extcap-dlts

sshdump. exe —extcap—-interface=sshdump. exe ——extcap-config

sshdump. exe —extcap-interface=sshdump. exe ——remote-host myhost —-remote-port 22222 —-rem
ote-username myuser —--remote-interface eth? ——remote-capture-command *tcpdump -U -i eth0 -
w - —Tifo= FlLENAME ——capture

® There are many options for sshdump



sshdump.exe options

--extcap-interfaces: list the extcap Interfaces --sshkey <public key path>: the path of the ssh -
--extcap-dits: list the DLTs --sshkey-passphrase <public key passphrase>:

--extcap-interface <iface>: specify the extcap interface the passphrase to unlock pubﬁiﬁsﬁ s
--extcap-config: list the additional configuration for an int ~-Proxycommand <proxy command>: .
_-capture: run the capture the command to use as proxy the the ssh connection
_ _ _ -remote-interface <iface>: the remote capture interface

--extcap-capture-filter <filter>: the capture filter -remote-capture-command <capture commands:
--fifo <file>: dump data to file or fifo the remote capture command
--extcap-version: print tool version -remote-sudo: use sudo on the remote machine to capture
—-debug: print additional messages -remote-noprom: don'.t use promiscuous mode
--debug-file: print debug messages to file on thelremoteinaCilis

_ _ -remote-filter <filter>: a filter for remote capture
--help: print this help (default: don't listen on local interfaces IPs)
--version: print the version --remote-count <count>: the number of packets to capture

--remote-host <host>: the remote SSH host
--remote-port <port>: the remote SSH port
--remote-username <username>: the remote SSH username

--remote-password <password>: the remote SSH password.
If not specified, ssh-agent and ssh-key are used



Check debug.txt created by sshdump.exe (

\

® We make use of sshdump.exe to create #‘m
our own extcap interface
| debug.txt - ATEE — O >

JrfILF REE R0 £REM ALTH)

cmdl ine: C:¥Program Files¥Wireshark¥extcap¥sshdume, exe --capture --extcap-interface sshdump.exe --
fifo ¥¥.¥pipe¥wireshark extcap sshdump.exe Z02108160933572 --remote-host 10.0.0.201 --remote-port 22
--remote-password HKEOGLEKE --debugz --remote-sudo --remote-capture-command dumecap -w - --debug-
file Ci¥lsers¥TakeshitaMezumi¥Deslktop¥debuz. txt --remote-username pi --remote-interface ethll --
remote-filter not ((host 169,254 1684117 or host fe80::1d02:3dd9: 9624 :2475 or host 192.163.116.1 or
host feil::alaciefed:B749: 1280 or host 192.168.13.1 or host fell::10a:9ehb:dbds:113d ar host
169.254 180,167 or host feB0::8002:alad:8f84:bdat or host 169.2%4.74.211 or host

tedl: 4111 :biel: 7087 :4ad3 or host T68.254.16.113 or host fe80::7933:52c1:6766:1071 or host
10.0.0.201 or host feB0::3529:dc03:c11d:efb) and port 22) true



sshdump.exe command

® we need to create the command like below

"C:¥Program Files¥Wireshark¥extcap¥sshdump.exe" -capture
--extcap-interface sshdump.exe --fifo %fifo% --remote-host
10.0.0.201 --remote-port 22 --remote-password raspberry

--debug --remote-sudo --remote-capture-command
"dumpcap -P -w -" --debug-file
C:¥Users¥TakeshitaMegumi¥Desktop¥debug. txt
--remote-username pi --remote-interface ethO true

So let’s create example2.bat file to create your own extcap
interface to make use of SSHDump



\

&»

#sf21vus

example2.bat (initialization) (

set “capture=0"
Initialization of command

) B variables such as capture,
set ~extcap_interface= extcap_interfaces, extcap_

set “extcap_dlts=0" ﬁ interface, extcap_dlts, fifo

set “extcap_interfaces=0"

set fifo=" Flag 0:off 1:0on




% 1 is the first parameter without
exampleZ.bat (parse‘_I quarts, % 2 is the second. (\

‘parse

REM check command line parameters #sF21vUs

If there are no parameter,

if "% 17=="" goto :main E— — jump to the main function.

if /i "% 1”=="-—capture” set "capture=1" & shift & goto parse

if /i “% 1”=="-—extcap—interfaces” set “extcap_interfaces=1" & shift &
goto :parse

if /i "% 1”=="——extcap—interface” set “extcap_ interface=% 2"~ & shift &
shift & goto :parse

if /i "% 17=="—fifo” set “fifo=% 2" & shift & shift & goto :parse
if /i "% 17=="——extcap—dlts” set “extcap_dits=1" & shift & goto :parse

goto :pa et the flag as 1, use shift to adjust parameter and jump parse again

shift heck command line parameters, and if the parameter matches the option,
rse . o
shift decrease the position of the parameter and save.




\

#sf21vus

Main function check each flags
| and jump at corresponding labels

example2.bat (mainj

‘main ——

REM — Process request for interface list from Wireshark

if “%extcap_interfaces% =="1" call :extcap_interface func & goto :end
REM — Process request for dlts list from Wireshark

if “%extcap_dits% =="1" call :extcap_dlts_ func & goto :end

REM — Process capture request

if “%capture% =="1" call :capture_func & goto :end

exit /B 1 Check command line parameters, and if the
parameter matches the option, set the flag as 1 and
jump parse again




example2.bat (extcap Iinterface func) ( \

:extcap_interface func

—

exit /B 0 Show extcap interface as the request for
interface list from Wireshark and exit

example2.bat (extcap_dlts func)
-extcap_dlts_func

echo dlt {number=147{name=test2}{display=Layer2 DLT}
—

exit /B 0 Show datalink header type as the request for
dits from Wireshark and exit




\

:capture_func -

“C:¥Program Files¥Wireshark¥extcap¥sshdump.exe” #sf21vus
——capture ——extcap—interface sshdump.exe ——fifo %fifo%

——remote—host 10.0.0.201 ——remote—port 22

——remote—password raspberry ——debug ——remote- sudo
—remote—capture—command ~dumpcap —P —w —

——debug—file C:¥Users¥TakeshitaMegumi¥Desktop¥debug.txt
——remote—username pi ——remote—interface ethO true

exit /B

example2.bat (capture func) (

Call sshdump.exe with adequate parameters

ee>§9mple2.bat (end)

exit / “exit /B” do not terminate the command but just quit preserving
variables.




\

Let’s try your customized extcap interface (
&»

1. Copy example2.bat to the personal extcap path .
(C:¥Users¥username¥AppData¥Roaming¥Wireshark¥extcap)

2. Close and open Wireshark and check your own extcap interafaces
( Capture from Pi )
3. Double click “Capture from Pi” and get the trace

A

9 BEW FEBW Y-MD ALIH

= =

A @® R
(N[ETo0lE - <Cti-/> &38R S+ SASMOMAC  TCPARU—AEHE

Wiresharke\ S50 2

UserstTokeshitalMegumitDowntoadskgars. Ol aeaong {8 2842 64)
B (I} pcapng (B 24 WXEAT
!

%
v SFv

AR EA) v
@ IAE IR (D[ T w0 0lA - % A5 ~] 14 (001 -2FE, 6 IFFRT
: [est Extcap Interface
ture from Pi
Listener remote capture -
& .
2-¥-AHAE - Wiki - BREOFE - A-020Y26 I a ptu r'E 1:r'l:l n-ll FI I
Default

Wiresharl@ B34 7 (v3.4 7-0-gedZohifad 6F).B B Py IT —b & FELET

A AH LT IF v DR ISR EL




Let’s try your customized extcap interface

£ Capture from Pi 9T o
JrflMp REE RFN  EBIE RO AmA #EHD BEK  E@ew U-LD ALITH

XRERes=F a5Eaaanm

&

= : — #sf21vus
(N[ EFo08 -~ <Ctri-/> Fi8FA Cl+ SASAOMAC  TCRARYU-LF L
[N=N Time Source Destination P”
91 3.337860 10.9.9.201 10.9.0.207 !
92 3.337870 16.0.6.201 16.0.6.207 !
933.337878 10.0.0.201 10.0.0.207 !
94 3,338065 10.90.9.207 10.9.0.201

w
< >

Frame 1: 134 bytes on wire (1072 bits), 134 bytes ¢
Ethernet II, Src: Raspberr _le:3a:a@® (e4:5f:01:1e:3:
Internet Protocol Version 4, Src: 10.0.9.201 (10.9

Trancmiccinn rantral Dratncanl Srr Dart: cch (22Y ~
>

<

rr AR 23 Gd ¢ dA 8A 5F B1 1e 2w ad O 00 ALRL

<

@ 7 Capture from Pi: <Ive capture in progress> Sk #84 - |94 (1000%) 0774 - Default

® Just a double click of your own extcap interface,
you can get traces from remote host using Wireshark



Reference :Windows 10 Wireshark Plug-in for (

\

WLANPi Wireless Captures (wlan-extcap-win) &

@® Instead of batch file programing, You may also use nice batch file, whawas
extcap-win by wifinigel
https://github.com/wifinigel/wlan-extcap-win

@ It is nice batch file script based on Adrian Granados' original python
scripts on the wlan-extcap project (macOS)

@® We can use Raspberry Pi’s monitor mode Wi-Fi interface as one of extcap
interfaces to make use of SSHDump



https://github.com/wifinigel/wlan-extcap-win

\

Download wlanpidump.bat and save to Extcap path (

@® Download batch file “wlanpidump.bat” and save to personal Extcag;ivus
path (C:¥UsersYuser¥AppData¥Roaming¥Wireshark¥extcap)

@® Edit wlanpidump.bat and find “set capture_cmd” section

set capture cmd="%kill old instances_cmd® ¥t ime_cmd® Zif down® ¥set moni
tor® #if_upd sudo Ausrfsbindiw #remote_interface® set charnel %remote _charnel® &
remote_charne| widthd > Adev/rul | &8 fuzrﬁsblﬂftcpdump -1 ¥remote interfaced %f

i [ter statement® -s &frame slice® -l -w - 71
l

call "#sshdump path®”™ --extcap-interface sshdume --remote-host ¥host® --
remote-port Aportd --remote-capture-command Zcapture omdéd --remote-username Xuse
rmamed --remote-password #passwordd --fifo & ifod --capturel

The batch file create GUI of wireless settings, set parameters, set wireless
interface as monitor mode, create capture command and call SSHDump to
capture wireless packet via ssh connection from Raspberry Pi



\

1. Close and open Wireshark again S
i . . Random packet generator
2. You can find WLAN Pi extcap interf:
3 Cl]Ck Optlon ]Con @ UDP Listener remate capture
WLAN Pi 1.x rern cap (Win) (w004

4. Choose Channel and Channel Width in Capture 1AB
( this time we use Channel 1 and 20MHz bandwidth )

M wireshark . 2F-01-7 AF3 2 WLAM Pi 1. rem cap (Wind (v0.04) ®

Use wlan-extcap-win extcap interface (

55H remote capture

Test Extcap Interface

®e®eee

Capture Serer  Authentication  Advanced

Channel annel
Ghannel Width ' ' o
annel 3 /7
annel 4 /
annel & 4
Channel § / 2437 WMHz
Channel 7 / 2442 WHz
Channel 8 / 2447 MHz
Channel & / 2452 MHz
FyIF oK TARE RIELET Channel 10 / 2457 MHz

FIIHCET [(FE ]| mus N>




\

Use wlan-extcap-win extcap interface (

5. Set Remote host IP address and Port in WLAN Pi#sf.mus

Address and WLAN Pi Port fields in Server tab
( used for SSHDump parameter)

6. Set Remote host username and password in
Authentication tab

" M Wireshark . 7 28=01-7 AT WLAN Pi 1. rem cap (Win) (vD.04) x

. Capture  Server Authentication  Acdvanced
Capture Server  Authentication Acvanced R
WLAMN Pi Username |pi |

WLAN Pi Address |1 Q002 ,
WLAN Pi Passwo rd rasphermy |

WLAN Pi Port |22 Path to SSH Private Key | DuF




Use wlan-extcap-win extcap interface ( \
&9

7. Set remote interface, capture filter (option),
Frame Slice, and Sync WLANPi Time option in
advanced tap (we use wlan1 as remote interface, no
capture filter, capture all frames using 0 as Frame
Slice and disabled Sync WLANPi Time)

8. Click Start to capture wireless packet via Raspberry Pi

| M Wireshark . F-21-3 AF23% WLAN Pi 1.4 rem cap (Wind (w0.04) b

#sf21vus

| Capture Server  Authentication Achvanced

| Remote Interface |wla nt |

i Fermote Capture Filter| |
{ Frame Slice (kytes) |0 |
® Disahled

) Enabled

| Sync WLANPI Time



USE WIRESHARK (>
Thank you for watching !1

Please complete the SharkFest Europe app-based survey

Supplemental file
http://www.ikeriri.ne jp/sharkfest

o Ikeriri network service
\*_) http://www. ikeriri.ne. jp
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