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Megumi Takeshita, ikeriri network service

Å Worked SE/IS at BayNetwork, Nortel

Å Founder, ikeriri network service co., ltd

Å Reseller of CACE technologies in 2008

Å Wrote 10+ books about Wireshark

Å Instruct Wireshark to JSDF and other company 

Å Reseller of packet capture / wireless tools

Å One of contributors of Wireshark

Translate Wireshark into Japanese
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Audio and Video with Wireshark

Now we dissect 5 typical audio and video protocols using 
#1 Live / On demand streaming ( RTMP FLV ) 
#2 HTTP Live streaming (HLS TS) 
#3 VoIP (SIP/RTP) 
#4 Surveillance camera (assume port / motion JPEG )
#5 Unknown drive recorder 
(assume port, protocol, codec / rtpdump / ffmpeg )

Trace files/tools www.ikeriri.ne.jp/sharkfest /
3
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Live streaming and streaming video
ÅThere are many live or on-demand video services in 

todays Internet, for example, YouTube, Facebook 
Live, TikTok and many others.

ÅThey use ( or used ) RTMP
Real-Time Messaging Protocol
for broadcasting.

ÅRTMP is derived from Adobe,
and Flash player use them.

ÅWe can download protocol spec
https://www.adobe.com/jp/devnet/rtmp.html

https://www.adobe.com/jp/devnet/rtmp.html
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RTMP/RTMPT/RTMPS

ÅPlain RTMP uses TCP port 1935, but we use web 
browser to watch the video, so RTMPT (RTMP 
Tunneled) is used between web server and browser.

ÅRTMPS uses HTTPS to encrypt RTMP, is known as 
RTMP over SSL/TLS, and is UDP version of RTMP

ÅSome web service uses different port number. 
In those case, check ñTry heuristic sub-dissectors 
firstò in TCP/UDP preference or manually set
ñDecode Asò
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check ñTry heuristic sub-dissectors firstò

ÅñTry heuristic sub-dissectors firstò means Wireshark 
try to assume which application protocol used in 
application layer, and change the dissectors from data.

ÅOr set manually assign the port by ñDecode Aséò
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Capture plain RTMP traffic

ÅFirst, start capturing using dumpcap below
dumpcap -i 3 -f ñtcp port 1935" -w rtmp.pcapng

ÅThen, start streaming to open URL
rtmp:// fms.105.net/live/rmc1 by VLC player

ÅStop capturing and open rtmp.pcapng
ÅNote: we need RTMP

connection packet, so
please start capturing 
first then play movie 
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Open rtmp.pcapng

ÅWireshark uses ñrtmptò display filter string, because 
rtmp is already used for Routing Table Maintenance 
Protocol of Apple Talk protocol family.

ÅOpen rtmp.pcapng and set display filter as ñrtmptò
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Handshake of RTMP

ÅRTMP exchanges 3 packets for handshake after the 
TCP connection is created.

ÅClient sends C0+C1, server responds with 
S0+S1+S2, then Client sends C2 to exchange 
version and timestamp and confirmation.



#sf19eu  Å  Palacio Estoril Hotel, Estoril, Portugal  Å  Nov 4 - 8

Connection of RTMP

Å#14 packet
Client sends AMF (Action 
Message Format) message 
to connect server with tcURL 

Å rtmp://fms.105.net:1935/live, 
version, codecs etc.
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Å#15 Server responds with 
windows Ack Size, 
bandwidth, stream 
information, chunk size, 
and result as AMF format
as ñconnection succeededò 
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Å#18 Client creates the stream 
Å#20 Server responds with result
Å#23 Client sends play amf message to play órmc1ô
Å# 25 Server responds with result
Å# 27 Server starts playing the stream play('rmc1')

Playing the stream
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Streaming Data 

Check #363
ÅAudio and Video data 

is divided into small 
size and sent by each 
Chunk Stream ID

ÅRTMP Body contains 
type and codec.

ÅFlash Player receives 
them and play the 
stream smoothly.
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Save FLV using RTMDump

ÅRTMPDump is useful when you save video to flv
https://rtmpdump.mplayerhq.hu /
This time we use rtmpdump-2.3-windows.zip

ÅWe got the stream information from packet
From #14 connect rtmp ://fms.105.net/live /
From #23 play AMF0 Command play('rmc1')

ÅRTMPdump command is below
rtmpdump ïr rtmp :// fms.105.net/live/rmc1 
ïo ../out.flv

https://rtmpdump.mplayerhq.hu/
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Playing FLV file

Collecting location and name of 
contents from Wireshark trace, 
you can save live or on-demand 
streamings to your PC
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HLS ( HTTP Live Streaming )
ÅThe Flash age has been finished, off course there are 

still many FLV, but now we live in HTML5 generation.
ÅApple may not like Adobe, so iPhone/iPad uses HLS.

https://developer.apple.com/streaming/
ÅHLS, a.k.a. HTTP Live Streaming is an HTTP-based 

streaming protocol by Apple. Not only Safari and 
QuickTime, but Firefox, Microsoft Edge support HLS.

ÅHLS divides a stream into small HTTP file downloads,
m3u8 extension is used for sending stream and 
bitrate list. And HLS also supports HTTPS too.

https://developer.apple.com/streaming/
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M3U8 playlist
ÅHLS is so simple mechanism to stream
ÅDistributor creates multiple TS files using stream 

segmenter (if live) or file segmenter (if on-demand) 
ÅM3U8 playlist contains links to multiple TS file
ÅServer provides (multiple) m3u8 playlists 
ÅClients choose a M3U8 and play chunked TS file via 

HTTP/HTTPS with adequate cache.

m3u8 playlist
m3u8 playlist

m3u8 playlist

Å 1.ts

Å 2.ts

Å 3.ts é.

Å 1.ts

Å 2.ts

Å 3.ts é.

Å 1.ts

Å 2.ts

Å 3.ts é.

TS 

Mpeg2
TS 

Mpeg2
TS 

Mpeg2
TS 

Mpeg2
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Test Network Camera Live Streaming

ÅSome Network Camera supports HLS, we try Uniforeôs 
Ådumpcap -i 3 -f ñhost 52.58.71.125 or port 80 or port 

8080 or port 8088ò ïw hls.pcapng
ÅOpen live stream with Microsoft Edge, Safari or VLC 

(Windows version of Chrome and Firefox may not )
http://pub-dss-hls.secu100.net:8080/hls/01e99576e1e009902e/6b6d2477d1abfdbe/1.m3u8

http://pub-dss-hls.secu100.net:8080/hls/01e99576e1e009902e/6b6d2477d1abfdbe/1.m3u8
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hls.pcapng

ÅOpen hls.pcapng and set display filter as http
ÅStatistics > Flow Graph (limit to display filter )


