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(.\Audio and Video with Wireshark ©

Now we dissect 5 typical audio and video protocols using
#1 Live / On demand streaming ( RTMP FLV )

#2 HTTP Live streaming (HLS TS)

#3 VoIP (SIP/RTP)

#4 Surveillance camera (assume port / motion JPEG )
#5 Unknown drive recorder

(assume port, protocol, codec / rtpdump / ffmpeg)
Trace files/tools www.ikeriri.ne.jp/sharkfest/

#sf19eu e Palacio Estoril Hotel, Estoril, Portugal « Nov 4 - 8



(.\ Live streaming and streaming video &
« There are many live or on-demand video services in
todays Internet, for example, YouTube, Facebook
Live, TikTok and many others.

* They use ( or used ) RTMP
Real-Time Messaging Protocol
for broadcasting.

« RTMP is derived from Adobe,
and Flash player use them.

« We can download protocol spec
https://www.adobe.com/jp/devnet/rtmp.html
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https://www.adobe.com/jp/devnet/rtmp.html

(.\ RTMP/RTMPT/RTMPS

« Plain RTMP uses TCP port 1935, but we use web
browser to watch the video, so RTMPT (RTMP
Tunneled) is used between web server and browser.

« RTMPS uses HTTPS to encrypt RTMP, is known as
RTMP over SSL/TLS, and is UDP version of RTMP

« Some web service uses different port number.

In those case, check “Try heuristic sub-dissectors
first” in TCP/UDP preference or manually set
“"Decode As”
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& check “Try heuristic sub-dissectors first”

« "Try heuristic sub-dissectors first” means Wireshark
try to assume which application protocol used in
application layer, and change the dissectors from data.

M wireshark - BE ? X
M Wireshark - % ? x

SoulSeek " Transmission Control Protocol
TPKT i
TPM20 User Datagram Protocol :g;;i’BmTCP Show TGP summary in pratocol tree
TPNCP GERIEE sl N == K= Spice [ alidate the TGP checksum if possible

he uristi Lol tors first

TRANSUM e e SPRT Allow subdisss ctor to reassemble TGP streams
TSDNS [ validate the UDP shecksum if possibe D R b ord

SRVLOC eassemble out-of-order segments
TSP [ Collect procass flow infarmation

o SsCop Analyze TCP seguence numkers
TTE Calculate conversation timestamps
TURNCHANNEL S5DP Relative ssquence numbers
TUXEDO 55H Scaling factor to use when not available from capture | Mot known =
TZ5P STANAG 5066 DTS
UASG STANAG 5066 SIS Track number of bytes in flight
UASIP StarTeam Calculate conversation timestamps
UAUDP Steam IHS Discovery E Try heuristic sub-disssctors first ||
UBDP sTP D Ignore TCP Timestamps in summary
UBERTOOTH STT
ucp STUN Do not call subdissectors for error packets
UDP SUA TGP Experimental Options with 3 Magic Number
UDP-Lite e sy [[] Display process information via IPFIX
£ 2 SYNC ¥ ToPuoP mr o |
woveh || AT g D
o | s

* Or set manually assign the port by “"Decode As...”
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Capture plain RTMP traffic

 First, start capturing using dumpcap below
dumpcap -i 3 -f “tcp port 1935" -w rtmp.pcapng

* Then, start streaming to open URL
rtmp://fms.105.net/live/rmcl by VLC player

 Stop capturing and open rtmp pcapng

e Note: we need RTMP = e
connection packet, so
please start capturing
first then play movie |~
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Open rtmp.pcapng

« Wireshark uses “rtmpt” display filter string, because
rtmp is already used for Routing Table Maintenance
Protocol of Apple Talk protocol family.

« Open rtmp.pcapng and set display filter as “rtmpt”

M rimp.pcapng - O
271UF W) Fomtve BENG FrTFwO SWAL EEHS) BRI ALTHE
AN :® RE QewEgesSEaqaar
[ rtrmet B -] B3+ MYMAC
Mo, Titne Source Destination Protocol Lengtl Info ~
50.068..172.16.4.83 37.247.49.157 RTMP 131 Handshake C@+C1l
90.123.. 37.247.49.157 172.16.4.83 RTMP 207 Handshake S@+S1+52
120.123..172.16.4.83 37.247.49.157 RTMP 13@ Handshake C2
14 9.190.. 172.16.4.83 37.247.49.157 RTMP 265 connect('live') —
15 @.245.. 37.247 .49 .157 172.16.4.83 RTMP 394 Window Acknowledgement Size 250000
189.348.. 172.16.4.83 37.247.49.157 RTMP 91 Window Acknowledgement Size 250000
200.424.. 37.247.49.157 172.16.4.83 RTMP 96 _result() —
230.528.. 172.16.4.83 37.247.49.157 RTMP 152 getStreamlength()|play( rmcl’)|Set
25©.599.. 37.247.49.157 172.16.4.83 RTMP 96 _result()
27 ©@.849.. 37.247.49.157 172.16.4.83 RTMP 564 Stream Begin 1|onStatus(‘NetStream
28 @.850.. 37.247. 172.16 RTMP 15..onMetaData()|Video Data|Video Data




(.\ Handshake of RTMP

« RTMP exchanges 3 packets for handshake after the
TCP connection is created.

o, Time Source

Destination Frotocol  Length  Info

50.068426 172.16.4.83 37.247.49.157 RTMP 131 Handshake C@+Cl
90.123162 37.247.49.157172.16.4.83 RTMP 207 Handshake S@+51+52
12©.123281 172.16.4.83 37.247.49.157 RTMP  13@ Handshake C2

« Client sends C0+C1, server responds with
S0+S1+S2, then Client sends C2 to exchange
version and timestamp and confirmation.
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Connection of RTMP

v Real Time Messaging Protocol (AMF® Command connect('live'))

Response to this call in frame: 15 Ethernet II, Src: IntelCor_a7:al:bé (@c:54:15:a7:al:b6), Dst: Rc
v RTMP Header Internet Protocol Version 4, Src: 172.16.4.83 (172.16.4.83), Dst
@@.. .... = Format: @ Transmission Control Protocol, Src Port: 28208, Dst Port: 1935,
--60 6011 = Chunk Stream ID: 3 v Real Time Messaging Protocol (AMF® Command connect('live'))

Timestamp: @

Body size: 198

Type ID: AMF@ Command (@x14)
Stream ID: @

e #14 packet
String Length: 7 Client sends AMF (Action

String: connect

e e o Message Format) message

Number: 1

R to connect server with tcURL
o e e 1EMPY//fms. 105.net:1935/live,
opersy “copeetiaier e 1 version, codecs etc.

Property 'audioCodecs' Number 4071

Property 'wvideoCodecs' Number 252
I End OF Obiect Marker | Hotel, Estoril, Portugal ¢ Nov 4 - 8

Response to this call in frame: 15




Real Time Messaging Protocol (Window Acknowledgement Size 2500000
RTMP Header
v RTMP Body
Window acknowledgement size: 2500000

Real Time Messaging Protocol (Set Peer Bandwidth 2500000,Dynamic)
RTMP Header

v RTMP Body
Window acknowledgement size: 2500000
Limit type: Dynamic (2)
Real Time Messaging Protocol (User Control Message Stream Begin @) .
RTMP Header
#15 Server responds with
Event type: Stream Begin (@)
Real Time Messaging Protocol (Set Chunk Size 4@96) - -
windows Ack Size
v RTMP Body 4

Chunk size: 4096

L}
Real Time Messaging Protocol (AMF@ Command _result(‘'NetConnection.Connect.Success')) ba n dWIdth Strea I’ l‘ l
Call for this response in frame: 14 ’

RTMP Header

information, chunk size,

AMFQ@ type: String (©x082)

<

String length: 7

and result as AMF format

AMFO type: Number (©x00)

L as " connection succeeded”

AMFQ@ type: Object (@x03)
Property ‘fmsVer' String 'FMS/3,5,7,7009°'
Property ‘capabilities’ Number 31
Property ‘mode’ Number 1
End Of Object Marker
v Object (6 items)
AMFQ@ type: Object (@x03)
Property 'level’ String ‘status’
Property ‘code’ String ‘NetConnection.Connect.Success’
Property ‘description’ String 'Connection succeeded.'
Property ‘data’ ECMA array
Property ‘clientid' Number 63753173@
Property ‘objectEncoding’ Number

End Of Object Marker I, EStOI‘I|, POI’tuga| ® NOV 4 B 8



Playing the stream

Window Acknowledgement Size 2500000|createStream()

_result()

getStreamLength()[play('rmcl')]Set Buffer Length 1,3000ms
_result()

Stream Begin 1|onStatus('NetStream.Play.Reset')|onStatus( 'NetStream.Play.Start')||Rtmg
onMetaData()|Video Data|Video Data

« #18 Client creates the stream

« #20 Server responds with result

« #23 Client sends play amf message to play ‘rmcl’
« #25 Server responds with result

« #27 Server starts playing the stream play(‘'rmc1’)
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Streaming Data
Check #363

v Real Time Messaging Protocol (Video Data)
v RTMP Header

el.. .... = ;
..0@ 9111 ='Chunk Stream ID: 7 I
Timestamp delta: 40

Timestamp: 25173458 (calculated)
Body size: 3163
Type ID: Video Data (@x@9)
v RTMP Body
v Control: @x27 (inter-frame H.264)
@01 .... = Type: inter-frame (2)
.. @111 = Format: H.264 (7)

Video data: 9100002800000c52419a66cc@5dbe@7d8cbbbbef715ddfc4..

Real Time Messaging Protocol (Audio Data)
v Real Time Messaging Protocol (Audio Data)
v RTMP Header
= Format: 1
..0e 9lle =jChunk Stream ID: &
Timestamp deltat 227
Timestamp: 8043 (calculated)
Body size: 334
Type ID: Audic Data (@x@8)
v RTMP Body
v Control: @xaf (HE-AAC 44 kHz 16 bit stereo)
lele .... Format: HE-AAC (1@)

11.. = Sample rate: 44 kHz (3)
..1. = Sample size: 16 bit (1)
....... 1 = Channels: stereo (1)
Audio data: 01210a@f77dffe95@57b2682b24601042221692491080814..

« Audio and Video data
is divided into small
size and sent by each
Chunk Stream ID

« RTMP Body contains
type and codec.

Flash Player receives
them and play the
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Save FLV using RTMDump

« RTMPDump is useful when you save video to flv
https://rtmpdump.mplayerhg.hu/
This time we use rtmpdump-2.3-windows.zip
« We got the stream information from packet
From #14 connect rtmp://fms.105.net/live/
From #23 play AMFO Command play(‘rmcl’)
 RTMPdump command is below
rtmpdump —r rtmp://fms.105.net/live/rmcl
—0 ../out.flv
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https://rtmpdump.mplayerhq.hu/

G ¥Users¥megumi¥Desktop¥rtmpdump—2. 3>rtmpdump —-r rtmp://fms. 105. net/live/rmc1 -o

RTMPDump v2.3

Playing FLV file

.. /out. Tlv

& outflv - VICAFA T TLA v- = ] X

(c) 2010 Andrej Stepanchuk, Howard Chu, The Flvstreamer Team; |icense: GPL AFTM BEQ ATA@ AW TRO v-bE ZRO ALTE

Connecting ..
INFO: Connected. .

Starting download at: 0.000 kB

INFO: Metadata:

INFO: author

INFO:  copyright
INFO: description
INFO:  keywords
INFO: rating

INFO: title

INFO:  presetname
INFO: creationdate
INFO: videodevice
INFO: framerate
INFO:  width

INFO:  height

INFO: videocodecid
INFO:  videodatarate
INFO: avclevel
INFO:  avcprofile

Custom

Sun Nov 03 08:05:30 2019
DML1 OutputVideo

2500 0002 E—

768. 00 | [wmm] 3] SSZ]
432.00
avcl

jor, 0 Collecting location and name of

66. 00

[NFOE videokeyframe_frequencﬁd(i)gmoks MultiGraph Audio Contents from WireSha rk trace,

INFO audiodevice
INFO:  audiosamplerate
INFO: audiochannels
INFO:  audioinputvolume
INFO: audiocodecid
INFO: audiodatarate
1610.139 kB / 16.06 seca

48000. 00

2% you can save live or on-demand

mp4a

streamings to your PC
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(Q  HLS ( HTTP Live Streaming )

« The Flash age has been finished, off course there are
still many FLV, but now we live in HTML5 generation.

* Apple may not like Adobe, so iPhone/iPad uses HLS.
https://developer.apple.com/streaming/

« HLS, a.k.a. HTTP Live Streaming is an HTTP-based
streaming protocol by Apple. Not only Safari and
QuickTime, but Firefox, Microsoft Edge support HLS.

« HLS divides a stream into small HTTP file downloads,
m3u8 extension is used for sending stream and
bitrate list. And HLS also supports HTTPS too.
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https://developer.apple.com/streaming/

M3US8 playlist

HLS is so simple mechanism to stream

Distributor creates multiple TS files using stream
segmenter (if live) or file segmenter (if on-demand)
M3U8 playlist contains links to multiple TS file
Server provides (multiple) m3u8 playlists

Clients choose a M3U8 and play chunked TS file via
HTTP/HTTPS with adequate cache.

m3u8 playlist
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« Some Network Camera supports HLS, we try Unifore’s
« dumpcap -i 3 -f *host 52.58.71.125 or port 80 or port
8080 or port 8088" —w hls.pcapng
« Open live stream with Microsoft Edge, Safari or VLC
(Windows version of Chrome and Firefox may not )
http://pub-dss-hls.secul00.net:8080/hls/01e99576e1e009902e/6b6d2477d1labfdbe/1.m3u8

Eéﬁ’51.m3u8 x‘-}- v = m| X

& =7 O ) ® | pub-dss-hls.secu100.net:8080/hls/01e99576e1e009902e/6b6d2477d 1abfdbe/1.m3u8 DAe = Z\_ =4 e



http://pub-dss-hls.secu100.net:8080/hls/01e99576e1e009902e/6b6d2477d1abfdbe/1.m3u8

hls.pcapng

« Open hls.pcapng and set display filter as http
« Statistics > Flow Graph (limit to display filter )

P - o x

4..15.739466 172.16.4.83 ecs-119-3-5. HTTP 547 GET /hls/@1e99576e1e@09902e/6b6d2477d1abfdbe/1-10.ts HTTP/1.1 10673 35 able 1D x03[Malformed Packet] Prosram Map Table (PMT) video-stream [MP2T--
5..16.599441 ecs-119-3-5. 172.16.4.83 MPEG. 492Table ID @x@6[Malformed Packet] Program Map Table (PMT) video-stream [MP2T fragment of
5.16.614427 172.16.4.83 ecs-119-3-5. HTTP 547 GET /hls/@1e95576e1e809902e/6b6d2477d1abfdbe/1-11. ts HTTP/1.1

MPEG TS: Table ID ix03[Malformed Packet)-

TAMD MME BTW EBE FURD ARG SHE REY SEw 9D AT M Wireshark - 70~ - hispcapng - m} X
LY RE QeSS EaQal
mm,; — — — —_— ] . W_M"; bR 17216483 ecs—119-3-50-168 cnmputﬁﬁgglnuds*dns com ~
|- 60.686767 172.16.4.83 ec2-52-58-7. HITP 480GET /hls/@1e99576e1e009902e/6b6d2477d1abfdbe/1. n3u8 HTTP/1.1 8027527587711 25 eucentral-t campute amszanaws.com
- 121.456887 ec2-52-58-7. 172.16.4.83 HTTP 39BHTTP/1.1 200 OK (application/x-mpegurl) \GET /hls/0 1090576 [0 009003/ BbBd 28+«
| 141.730486 172,16.4,83 ec2-52-58-7. HTTP S98GET /hls/01e99576e1eB09902e/6b6d2477d1abfdbe/1. n3u8 HITP/1,1 0086787 B9 b o ] GRED TP GET fhis/012996702 12009902e/80
16 3.668261 ec2-52-58-7. 172.16.4.83 HTTP 39BHTTP/1.1 200 OK (application/x-mpegurl) 1 456887 34443 PWP/” 200 OK_{application/x-mpegurll gyqy HTTP: HTTP/1.1 200 OK (application/s-mpe
214.144899 172.16.4.83 ecs-119-3-5. HITP 546 GET /h1s/01e99576¢12009902¢/6b6d2477d1abfdbe/1.n3u8 HTTP/1.1 1 730408 ssag (OET /hls/0 1093576 1o 0099000 B2 o000 HTTP: GET /his/016085768 180088026 /5b6ck++
245.568968 ecs-119-3-5. 172.16.4.83 HTTP 636 HTTP/1.1 206 Partial Content (application/vnd.apple.mpegurl) AL AT fe gl
265.580799 172.16.4.83 ecs-119-3-5. HTTP 546 GET /hls/@1e99576e128@9902e/6b6d2477d1abfdbe/1-0.ts HTTP/1.1 3658261 34443 ROEU gngn HTTP: HTT/1.1 200 OK (applicationc-mpr-+
366.009735 ecs-119-3-5. 172.16.4.83 MPEG.. 116HTTP/1.1 206 Partial Content Program Association Table (PAT) [MP2T fragment of a reass 4144839 34845 GET /hls/01209876e 12009902 /6 fd2477d | sbfdbe/ 1m3ud HTTP/1.1 & HTTP: GET /his/ 012985762 120089028/ Bbbct -+
386.020985 172.16.4.83 ecs-119-3-5. HITP 546 GET /hls/@1e99576e1e8@9902e/6b6d2477d1abfdbe/1-0.ts HTTP/1.1 L{TTP/11 205 Partial Gontent (app! vnd apple mpegutl)
476.455411 ecs-119-3-5_ 172.16.4.83 MPEG.. 116 Table ID @x@3[Malformed Packet] Program Map Table (PMT) video-stream [MP2T fragment of 5566968 84445  HTTF: HTTP/1.1 206 Partis! Content (spplr
496.466544 172.16.4.83 ecs-119-3-5. HTTP 546 GET /hls/@1e99576e12009902/6b6d2477d1abfdbe/1-1.ts HTTP/1.1 5580789 34445 GET /hlz/129967fie 1e 009902z/6n fd24 77d 1apfdbe /1-0ts HTTPA1.1 g HTTP: GET /hls/012095762 120089028 /Ebbck-+
646.900856 ecs-119-3-5. 172.16.4.83 MPEG. 756 [MP2T fragment of a reassembled packet] Program Association Table (PAT) [MP2T fragment 5008735 24445 LTTP/11 206 Partial Gontent Preram As Table (PAT) [MPIT fragment ** | MPEG TS: HTTR/1 1 205 Partial Gontent Pr-
666.913420 172.16.4.83 ecs-119-3-5. HTTP 546 GET /hls/@1e99576e1e009902e/6b6d2477d1abFdbe/1-2.ts HTTP/1.1 S — | ——
89 7.346513 ecs-119-3-5_ 172.16.4.83 MPEG.. 1252 Table ID @x@3[Malformed Packet] Program Map Table (PMT) video-stream [MP2T fragment of 6020985 34445 AN el = S = g HTTP: GET /hls/012995762 12009902 /Bbbet-*
917.363923 172.16.4.83 ecs-119-3-5_ HTTP 546 GET /hls/@1e99576e1e@099082¢/6b6d2477d1abfdbe/1-3.t5 HTTP/1.1 6455411 94445 Jable ID 0x03[Malformed Packet] Program Map Table (PMT) video—stream [MP2T-- & MPEG TS: Table ID 003[Malformed Packetl
1..7.858879 ecs-119-3-5. 172.16.4.83 MPEG. 544 [MP2T fragment of a reassembled packet] Program Association Table (PAT) [MP2T fragment SET /bl /01938570 0099006/ B 04 77 abfdbes -1 te HTTRA 1
1.7.859056 172.16.4.83 ecs-119-3-5_ HTTP 546 GET /hls/@199576e12809902¢/6bsd2477d1abfdbe/1. m3u8 HTTP/1.1 8486544 34445 SR e = SEREEE  HTTP: GET /s /012895702 12009502/6060
1..8.291365 ecs-119-3-5. 172.16.4.83 HTTP 7@2HTTP/1.1 206 Partial Content (application/vnd.apple.mpegurl) & 900856 34445 WMPAT fragment of a reassembled packet] Program Assaciation Table (PAT) [MP2| o MPEG TS: [MP2T fragment of a reassembler
1.8.303738 172.16.4.83 ecs-119-3-5. HITP 546 GET /hls/01e99576¢12009902¢/6b6d2477d1abfdbe/1-4. ts HTTP/1.1 6913420 quss GET /hls/01839576s 180088028/ 624 7T Iabidhe /-2 2 HTTP/ 11 o HTTR: GET /bl /016085760 160008028 /5b5ch-
1..8.739710 ecs-119-3-5. 172.16.4.83 MPEG.. 1844 Table ID @x@3[Malformed Packet] Program Map Table (PMT) video-stream [MP2T fragment of DR e B P —— P—
1.8.750790 172.16.4.83 ecs-119-3-5. HTTP 546 GET /hls/@1e99576e1e@@9902e/6b6d2477d1abfdbe/1-5.ts HTTP/1.1 73546513 34445 a0 1D Dx03[Maliormed Packet] Frogram Map Table =S Ea ¢ MPEG TS: Table ID 0x08[Malformed Packet}--
1..10.225824 ecs-119-3-5. 172.16.4.83 MPEG.. 1384 [MP2T fragment of a reassembled packet] Program Association Table (PAT) [MP2T fragment 7363023 se14 GET /hls/1)12995752 12008902z 6a5d2477d abfdbe/1-345 HTTP/1.1 & HTTP: GET /hls/0169957601e0098020/5b6ct-
1.10.242415 172.16.4.83 ecs-119-3-5. HTTP 546 GET /hls/@1e99576e1e809902e/6b6d2477d1abfdbe/1-6.ts HTTP/1.1 ;
{[MP2T f tof bled packet]. P Assaciation Table (PAT) [MP2:-
1.10.300808 172.16.4.83 ecs-119-3-5_ HTTP 546 GET /hls/01e99576e1e0099026,/6b6d2477d1abfdbe/1. n3u8 HTTP/1.1 7858879 gag45 {QMP2T frasment of 5 reassembled packet] Program Association Table (PAT) | & MPEG T: [MP2T fragment of a reassenble
2..10.673135 ecs-119-3-5_ 172.16.4.83 MPEG. 468 Table ID @x@3[Malformed Packet] Program Map Table (PMT) video-stream [MP2T fragment of 7 550056 34445 GET /hls/01e996 76 12009902/ 6h 6d24 77d labfdhe/ 1 m3us HTTR/1.1 @ HTTP: GET /hls/012995762 120099028/ Bbfick--
2.10.725879 ecs-119-3-5. 172.16.4.83 HITP 747 HTTP/1.1 206 Partial Content (application/vnd.apple.mpegurl) 5261365 setss HTTP/1.1 206 Partial Gontent_{application/vnd apple mpegur) & HTTP: HTTP/1.1 206 Partial Gontent (appli--
2.10.738267 172.16.4.83 ecs-119-3-5. HTTP 546 GET /hls/@1e99576e1e009962¢/6b6d2477d1abfdbes1-7 . t5 HTTP/1.1
2.11.591326 ecs-119-3-5. 172.16.4.83 MPEG.. 1844 HTTP/1.1 206 Partial Content Program Association Table (PAT) Table ID @x@3[Malformed F 5303738 34445 GET /his/01e39676e 1e009902e/506d2477d labfdbe/ 1-4ts HTTE/1.1 & HTTP: GET /hls/01299576e 12009902¢/Bbfct--
2.11.602829172,16.4.83  ees-119-3-5. HITP 546 GET /hls/@1e99576e1e009902¢/6b6d2477d1abfdbe/1-8 ts HTTP/1.1 able ID 0x03[Malformed Packet] Frogram Map Table (PMT) video=stream [MP2T| 4 MPEG TS: Table ID 0x03[Malformed Packetl~
8738710 34445 [ [ T
2..12.454011 ecs-119-3-5. 172.16.4.83 MPEG. 7@BHTTP/1.1 206 Partial Content Program Association Table (PAT) [MP2T fragment of a reass
GET /hls/01689576 160083028/ 60524 77d abidbe /-5 ts HTTP/1.1
2.12.740784172,16.4.83  ecs-119-3-5. HITP 546 GET /hls/@1e9957621e009902¢/6b6d2477d1abfdbe/1. n3u8 HTTP/1.1 8750780 34448 sl an g e 8 HTTP: GET fhis/01699576e 12009902/ bt
2..13.166645 ecs-119-3-5. 172.16.4.83 HTTP 769 HTTP/1.1 206 Partial Content (application/vnd.apple.mpegurl) 10225824 34445 WMPAT fragment of a reassembled packet] Program Assaciation Table (PAT) [MP2| o MPEG TS: [MP2T fragment of a reassembler
2.13.179920172.16.4.83 ecs-119-3-5. HTTP 546 GET /hls/@1e99576212009902¢/6b6d2477d1abfdbe/1-9.ts HTTP/1.1 GET /hle/ 110395760 10 0089028/6 5424 77 labidbe/ 1~ te HTTP/11
4..15.176699 172.16.4.83 ecs-119-3-5_ HTTP 546 GET /hls/@1e99576e1e009902e/6b6d2477d1abfdbe/1. m3u8 HTTP/1.1 10242418 B0 8 HTTRGET /il /012895762 120008020 /Bb b
4..15.726879 ecs-119-3-5. 172.16.4.83 HITP 771HTTP/1.1 206 Partial Content (application/vnd.apple.mpegurl) 10300808 GET /hls /11294576 16001840 %e,/60 6d24 77d | abfche./ | mu HTTP/1.1 @ HTTP: GET /hls/012085 762 1e0098026//Bbbck-
g




(& HLS Flows(#6/#12)

GET /hls/01e99576e1e009902e/6b6d2477d1abfdbe/1.m3u8 HTTP/1.1

Host pub-dss-hls.secu100.net:8080
Connection: Keep-Alive

HTTP/1.1 200 OK

Server: openresty/1.9.3.1
Date: Mon, 04 Nov 2019 11:26:22 GMT
Content-Type: application/x-mpegURL
Connection: keep-alive Server responds bandwidth and alternative

KeyCheck: 200000 : : .
content-length: 129 m3u8 Playlist ( there are multiple m3u8 playlist

Access-Control-Allow-Origin: * for different bitrate settings )

Client requests m3u8 Playlist

#EXTM3U
#EXT-X-STREAM-INF:PROGRAM-ID=1,BANDWIDTH=512000
http://119.3.50.168:8088/hls/01e99576e1e009902¢/6b6d2477d1abfdbe/1.m3u8
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D HLS Flows (#14 / #16 )

GET /hls/01€99576e1e009902¢e/6b6d2477d1abfdbe/1.m3u8 HTTP/1.1
Referer: http://pub-dss-hls.secu100.net:8080/&ls/01€99576e1e009902¢e/6b6d2477d1abfdbe/1.m3u8

Host: pub-dss-hls.secu100.net:8080
Connection: Keep-Alive
Cache-Control: no-cache

HTTP/1.1 200 OK Client requests alternative m3u8 Playlist
Server: openresty/1.9.3.1
Date: Mon, 04 Nov 2019 11:26:24 GMT
Content-Type: application/x-mpegURL
Connection: keep-alive

KeyCheck: 200000

content-length: 129
Access-Control-Allow-Origin: *

Server responds bandwidth and m3u8

playlist including links to TS files

#EXTM3U
#EXT-X-STREAM-INF:PROGRAM-ID=1,BANDWIDTH=512000
http://119.3.50.168:8088/hls/01e99576e1e009902¢e/6b6d2477d1abfdbe/1.m3u8
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D HLS Flows (#22 / #24 )

GET /hls/01€99576e1e009902¢e/6b6d2477d1abfdbe/1.m3u8 HTTP/1.1

Referer: http://pub-dss-hls.secu100.net IR/ hls/01e99576e1e009902¢e/6b6d2477d1abfdbe/1.m3u8

Range: bytes=0- m3u8 Playlist including  [ASSIEN
Accept-Encoding: qzip, deflate [EANRRS I' i“S aylistincluding s ST IR NeT=s
Host: 119.3.50.168:8088 Nk to TS files AR R
nnection: Keep-Aliv - A - :
Egchg-céc?ntrolt:e?\%-cacﬁe HTTP/1.1 206 Partial Content H#EXT-X-TARGETDURATION:?2
Server: openresty/1.9.3.1 #EXTINF:1.990
Date: Mon, 04 Nov 2019 11:26:26 GMT 1-0.ts '
Content-Type: application/vnd.apple.mpegurl #EXTINF:1.990
Content-Length: 183 1-1.ts '
Last-Modified: Mon, 04 Nov 2019 11:26:26 GMT #EXTINF:1.990
Connection: keep-alive 1-2 ts '
ETag: "5dc00ae2-b7" #EXTINF:1.990,

Cache-Control: no-cache, no-store, must-revalidate 1.3 ts
Pragma: no-cache

Expires: 0 - : - :
Apee Control-Allow-Origin: * Streaming setting information and
Content-Range: bytes 0-182/183 actual link to TS files
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QD HLS Flows (#26 / #36 )

GET /hls/01e99576e1e009902¢e/6b6d2477d1abfdbe/1-0.ts HTTP/1.1

HOSt 119.3.50.168:8088 Request to chunked TS file (1-0.ts)
Connection: Keep-Alive

Cache-Control: no-cache

Response to actual chunked TS file (1-0.ts)

HTTP/1.1 206 Partial Content
Server: openresty/1.9.3.1
Date: Mon, 04 Nov 2019 11:26:27 GMT
Content-Type: video/mp2t
Content-Length: 11468
Last-Modified: Mon, 04 Nov 2019 11:26:23 GMT
Connection: keep-alive

ETag: "5dc00adf-2ccc”

Content-Range: bytes 0-11467/11468

HTTP body contains MPEG2
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e

/ ‘ 024> cEs 1L || TR
WIS 1 9 mpeg dump.lua

FrontPage | RecentChanges FindPage HelpContents mpeg_dump.lual
WAl =2 Bk BHIFAIL zomoFoa v

Wireshark extension to dump MPEG2 transport stream packets to file, removing the network
headers and leaving just an MPEG2 transport stream.

To use this script:

1. Download the attachment mpeg_packets_dump.lua

2. Save it in the Wireshark home directory e.g. c:\Program Files\Wireshark -- as
"mpeg_packets_dump.lua”

3. Edit init.lua in the Wireshark home directory and add the following line:
dofile("mpeg_packets_dump.lua")

4. Restart Wireshark to add the extension

5. Capture some traffic which includes some MPEG transport packets, for example, it has beer
tested with MPEG transmitted via UDP multicast.

6. Stop the capture, and select Tools -> Dump MPEG TS Packets

7. Enter the file where the mpeg stream should be saved.

8. In order to select only one of many streams, enter a wireshark filter -- expression, or you cai
leave the filter blank.

9. Press okay. Any MPEG packets in the current capture which were detected by the MPEG
dissector and that match your filter will be dumped to your cutput file,

Tested with Wireshark 1.4.3. 2011-04-01. ryan dot gorsuch - echostar com Modified and tested
with Wireshark 1.11.3. 2014-02-17. hadrielk at yahoo dot com

mpeg_dump_lua Scripts

There are many useful
scripts, plugins and
dissectors to extend
Wireshark functions at
wiki.wireshark.org/Tools
mpeg_dump.lua by Ryan
is a useful lua script to
remove protocol headers
and output mpeg2 stream
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(.\ Set up mpeg_packets_dump.lua

« Download mpeg packets dump.lua from wiki

« Save it in the Wireshark home directory C:¥Program

Files¥Wireshark as "mpeg_packets_dump.lua”
 Edit init.lua in the Wireshark home directory and add

the following line: dofile("mpeg_packets_dump.lua")

‘hls.pcapng

1A EREE F|mVE BEBENGH FrUFF(C atR(Al EEHS) B|EG ERW Y-IUT ALTH)

Ami® Kl QeamnEF S _||EAQAQQFE 74 A - ACL L=

| [topstream eq 3 Cump MPEG TS Packets :
Lua yo

Mo, Time Source Destination Protocol

| 426.455409 ecs-119-3-5.. 172.16.4.83 TCP 1514 8088 —» 34445
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https://wiki.wireshark.org/mpeg_dump.lua?action=AttachFile&do=view&target=mpeg_packets_dump.lua

(Q  Export MPEG2(TS) from HLS

init.lua - TeraPad

JrAUF) BEE B8RS FRNV) MUEW) Y-Lm ALT(H) ¢ Put Scrl pts Into

DBII@I&..I”“ID?Q

M B T Wireshark global folder

i

BIE [ if not running_superuser or. run_user_scripts_when_superuser then! = = = I

6o | dof i 12DATA DIR. . "console. 10a) ° Ed|t |n|t. ua
B9 | - dof i le(DATA DIR. . "dtd_gen. lua™) L

700 [[EOF]

« Select Tool> Dump

‘rtmp.p[apng

JP1UF REE) Fom(VE BENG FyTFe(Ch SHR(AL BENSH BEG mRW V=T ALTH)

AR 2® R Qe EF S —_ = QQUAQTE 74793 =) ACL =)
(A ] rtrmpet Dump MPEG TS Packets

Output file |C ¥Users¥ me gumi¥ Deskiopkhis ts | ° Set OUtpLIt fi Ie path a nd
Packet filter (optional) packet -ﬁlter if needed

Evamples: | |

then click OK to export.

mpet.pid == Ox300
saz2IBBtori| Hotel, Estoril, Portugal ¢ Nov 4 - 8

o

‘ Wireshark - Dump MPEG TS Packets X




Open TS(MPEG?2) file using
Windows Media Player
You can check streaming
video qualities from the
trace file
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(.\ VoIP ( IP Phone )

Voice over IP is used

widely in todays internet
SIP server is a kind of PBX |
in VoIP network and media /.
gateway is used for
connecting former phone
system with IP network

RTP(Real-time Transport Protocol) and RTCP are used
for transmitting Audio and Video data.
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VoIp.pcapng

- We captured traffic at LAN (IP Phone ) side,
Sender 09065082538@61.196.187.6
Receiver 0000002115@192.168.0.7:506

 Open trace file voip.pcapng in Wireshark,
Telephony > VoIP calls to show call

M Wireshark - VoIP3&S - voip.peapng — O

X

PSS ELSE  HREE EETT I JORL EEE 0 JUTwlh RER JA
269939789 291.960572 voip3022.agile.nejp "0906508253...196.187.6>  <sip:0000002115@...ce57d83031d79¢2> SIP 0000:22 17 COMPLETED INVITE 200 200

» Choose call and click Flow sequence
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mailto:0000002115@192.168.0.7:506

Call Flow

e - » SIP call starts with INVITE

voip3022 agile ne jp . ~
B 192 1680740 .
269039780 5opp AMVITE SDP (710l oyp SIP INVITE From: *09055082638" <sip906- I I leth Od th e n rece |Ves res po n Se
2701858223 BOGD 100 Trying 50f SIP Status 100 Trying ,

270725743 5060 180 Ringing 50t SIP Status 180 Ringing H 1 1
271126366  gogg DNWITE SDP (e710t cor SIP INVITE From: “ 090650625367 <sip:0906- CO e rYI ng J I ng I n g J

271 152886 5060 180 Ringing 5f SIP Status 180 Ringing
971510026 oo MMWITE SDP (71 £ SIP INVITE From:  09055082636" <sip: 0906+~ 2 K

271523430 5060 IS0 Ringine | go¢ SIP Status 180 Ringing a n res po n Se to
275185635  5ogn SO0 OK SDP (g711 coy SIP Status 200 OK
275677902 sog0 SULOKSOP (Tl o TP Status 200 OK t
276076032 5060 (1 50f SIP Request INVITE ACK 200 GSegi102 CO n n eC -

276152881  1agon TP RTPType={==! 0 RTF 4 packets. Duration: 10349 SSRG: Do

- L}
276925111 5060 ACK §0f SIP AGK From: " 09065082538" <sip:1906508 ° VO I Ce d ata I S Se nt b R I P
277435776 1g500 - PIP TN i cof RTP, 567 packets. Duration: 13033 SSRC: -+ y

2080485711 5060 BYE 50f SIP Request BYE GSeq 103 .
200 O s

] ke  SIP call ends with BYE method,

251 257234 5060 200 0K 50f SIP Status 200 OK -

251 BE0253 5060 BYE 50t SIP Request BYE GSeq 103 and recelves 200 OK respOnse
2 n

< > -

S—F 19 B

v .+ Click INVITE and RTP packets

#sf19eu e Palacio Estoril Hotel, Estoril, Portugal « Nov 4 - 8



& SIP ( Session Initiation Protocol )

(LIES =]

M voip peapng - o x

T REE BRY) BBG R0 SR RO BEY @0 U-MOD AL

Am:® RE QeusEFETE QQ
/> BB

£33 -] &5+ MyMaC

Mo Time Source Destinatian Protacol Lengtl Info

936 269.9.. voip3@22.agile... 192.168... SIP.. 1@..Request: INVITE sip:0@00002115@192.168.0.7:506¢

Q27 774 A 147 189 A A 169 128 MEME @7 Mama aians KR TCHKIIMAT AN 30
< >

-

Frame 936: 1083 bytes on wire (8664 bits), 1083 bytes captured (8664 bits) on interface ©
Ethernet II, Src: NecPlatf 36:a2:78 (lc:bl:7f:36:a2:78), Dst: Toshiba_ef:fd:53 (eB:e@:b7:ef:fd:C
Internet Protocol Version 4, Src: voip3@22.agile.ne.jp (61.196.187.6), Dst: 192.168.0.7 (192.168
User Datagram Protocol, Src Port: 506@, Dst Port: 5@6@

v Session Initiation Protocol (INVITE)

v Request-Line: INVITE sip:00@00002115@192.168.0.7:5060;rinstance=fce57d83031d79¢c2 SIP/2.0
Method: INVITE
Request-URI: sip:0000002115@192.168.0.7:506@;,rinstance=fce57d83031d79¢c2
[Resent Packet: False]
Message Header
v Message Body
~ Session Description Protocol
Session Description Protocol Version (v): @
Owner/Creator, Session Id (o0): root 23847 23847 IN IP4 61.196.187.6
Session Name (s): session
Connection Information (c): IN IP4 61.196.187.6
Time Description, active time (t): @ @
Media Description, name and address (m): audio 18522 RTP/AVP © 11@ 3 101
Media Attribute (a): rtpmap:@ PCMU/800@
Media Attribute (a): rtpmap:110 speex/8000
Media Attribute (a): rtpmap:3 GSM/8@Q0
Media Attribute (a): rtpmap:101 telephone-event/8000
Media Attribute (a): fmtp:101 @-16

9316 32 39 32 @d @a Od 0a 76 3d 30 Od 0a 6F 3d 292 - -v =0 -o=gy
@320 20 32 33 38 34 37 20 32 33 38 34 37 2@ 49 23847 23847 I
0330 4e 20 49 50 34 20 36 31 2e 31 39 36 2e 31 38 37 N IP4 61 .196.187
2340 2e 36 ©d @a 73 3d 73 65 73 73 69 &6f 6e @d @a 63 .6 -s=se ssion ¢
3d 49 d4e 20 49 50 34 20 36 31 2e 31 39 36 2e 31 =IN IP4 61.196.1
O 7 798-801 /${t- Owner Username (sdpowner username) ¥ ub 8 1627 - T 1627 (1000%)

J00741 )l Default

v

Look at #936 INVITE
message sent by UDP
SIP message is similar to
HTTP, consists of header
and body

Each request and
response have Request-
Line and Response code,
and many headers.
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‘ voip.pcapng
JPAUE REE BTV BEG FOFRCO SWAL BRHS By SR U-Wm ALTH)

Am1® R Qew=gasEEHaaqfE
(NIEFD018 -~ <Cul-/> FEH
Mo Titne Source Destination Protocol Lengtl Info
955 277.4.. voip3@22.agile... 192.168... RTP 214 PT=ITU-T G.711 PCMU
QLS 277 A VAT R2A0T aadla 107 1489 DTD 1A DT=TTII_T A 711 DrMII

<

Frame 955: 214 bytes on wire (1712 bits), 214 bytes captured (1712
Ethernet II, Src: NecPlatf_36:a2:78 (1c:bl:7f:36:a2:78), Dst: Tosh
Internet Protocol Version 4, Src: voip3@22.agile.ne.jp (61.196.187
User Datagram Protocol, Src Port: 18522, Dst Port: 5062
v Real-Time Transport Protocol
[Stream setup by SDP (frame 949)]

19.. .... = Version: RFC 1889 Version (2)
..@. .... = Padding: False
..0 = Extension: False

. @009 = Contributing source identifiers count: @
@... .... = Marker: False
Payload type: ITU-T G.711 PCMU (@)
Sequence number: 48268
[Extended sequence number: 48268]
Timestamp: 2434837936
Synchronization Source identifier: @x2de8a9bé (779222518)
Payload: fe7dfefe7e7c7efd7d7efe7efdfe7dfdfe7dfefefe7efe’e..

Look at #955 RTP packet
sent by UDP

RTP packets contains
Payload type, Sequence
number, Timestamp and
SSRC (Synchronization
Source identifier ) and
Payload of actual media.
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RTP PIayer

Back to VoIP Calls, click
“Play Stream” to open
RTP Player

We can check RTP

payloads graph with

the symbol of lost jitter,

wrong timestamp and

= > L} $h7 2 | Default Output Devic
L}
insert silence Cen

v sz

We can also listen the quality of audio

Note: this time codec is G.711u
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& Telephony > RTP Streams

« Telephony > RTP Streams summarize RTP streams

M wWireshark - RTPZFJ-L. - voip.pcapng — O x
HEETTRLA EETLR-F BETFFLR FESCHR - SSRC MA0-F k. B BAREMms BATwS FBTed ki
voip3022.agilenejp 18522 192.168.0.7 062 O0x2deBalbt g711U blsTd 1{0%} 593.971 69,638 31.030
192.168.0.7 5062 voip3022.agilenejp 18522 0x1b9d47d1 RTFType-126 4 1(-2%} 10348.744 0.000 0.000 .
« Shift click t lect both stream dIkAI
ITC CIICK TO seilecCt botn streams anda ClIC Na Ze
M wireshark - RTPZ b -4 444 - voip pcapng x
G1 196187618522 = T = =
162 168 075062 8 EE U0
E Ty ke Y=y R RERE (msh ShwH (ms) Skew  FEE Y-h- AR ~
orward
SERO O eimEat b Q55 48268 0.00 0.00 000 180 ¥
b [=lats
Max Delta 55397 ms @ 1446 Q5a 48269 0.00 1.25 2000 320 ¥
Vo i BOG T 957 48270 491 211 3500 480 v
Mean Jitter 31 .03 ms Q58 48271 0.00 323 5509 640 v
Max Skew =2008 33 ms
Q59 A8272 0.00 4,28 7509  8.00 v
RTP PaGkEtSSGT nen AT nnn Fe I’ 0oL nn n&n .
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RTP Stream Analysis

* You can check both streams,
SSRC, Delta, Jitter, Skew,
Seq Errors and Drift info.

Its time to save audio data,
click Save as Synchronized
or Asynchronized stream

as au format.

M Wiresharic . RTPZ - 4047 - voip.peapng

G1186.187 618522 «
152.168.0.75062

Forward

SSRC Ox2cle@adba

Max Delta 58387 ms @ 1446
Max Jitter 6364 ms

Mean Jitter 31.03 ms

Max Skew  —2008.33 ms

RTP Packets567

Expected 567

Lost 0 (000 %)

Seq Errs 4]

Start at 277435776 s @ 855
Duration 1303 =

Clock Drift —-11788 ms

Freq Drift 758 Hz (3053 %)
Reverse

SSRC Ot b3 7t

Max Delta 1034574 ms @ 1409
Max Jitter 000 ms

Mean Jitter 000 ms

Max Skew 000 ms

RTP Packets4

Expected 2

Lost =2 (10000 %)
Seq Errs 2

Start at 276152881 5@ 951
Duration 1035 =

Clock Drift O ms

Freq Drift 1 Hz (000 %)

Forward to reverse
start diff —1.282895 s @ -4

2 ZFU—ABE IFELE

s w5
[ETeh Y-TVA T (ms UyFims) Skew W Y-f- RE
955 48268 0.00 0.00 000 180 v
956 48269 0.00 1.25 2000 320 v
057 48270 491 211 3509 480 y
958 48271 000 323 5509 640 y
950 48272 000 428 7509 80 y
%0 48273 000 526 9509 960 y
9a1 48274 0.00 618 11508 1120 v
962 48275 0.00 705 13508 1280 v
983 48276 0.26 783 15472 1440 v
984 48277 0.00 859 17472 1600 v
065 48278 000 021 10472 1760 y
966 48279 000 098 21472 1920 y
967 48200 388 1037 23104 2080 y
98 48201 000 1087 25103 2240 y
969 48282 35.54 11.26 23549 2400 v
970 48283 046 1178 25503 2540 v
972 48284 179.34 21.00 9569 27.20 v
973 48285 10.82 2026 10487 28.80 v
974 48286 0.00 2024 12486 2040 v
075 48207 000 2023 14486 3200 y
076 48208 000 2021 16486 3360 y
077 48209 000 2020 18486 3520 y
978 48200 000 2019 20486 3680 y
979 48291 0.00 2018 22486 3840 v
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(.\ Playing Saved RTP Audio.au

« VLC is a free and open EEr—
source cross-platform

multimedia player N
(https://www.videolan.org/vic)

« Open Saved RTP Audio.au
using VLC Player

e We can hear some B —Te
Japanese words...

e
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https://www.videolan.org/vlc

(.\ Surveillance camera

« There are tons of surveillance camera
in the world, we can access them via web
« Insecam.com( http://www.insecam.com)
is @ famous website introducing public
opened surveillance IP camera

* You can search cameras by Manufactures,
Country, Places, Cities and so on.
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http://www.insecam.com/

« We pick up a Canon surveillance camera at a
parking lot in Nagano, Japan.
» Access the camera and capture the packet, and

Save a
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.\ Find the camera port number

« Open canon-camera-nagano.pcapng and select
Statistics > Conversation > TCP and UDP tab
« Look for the port number that the camera use.

M canon-camera-nagano.pcapng O x
PR REE Fonive BENGH TSR SAr RS EEG EBwW Y-UTE ALTH

Am 1@ R QewEFsJEaaal

(M[ET78 - <Gt/ #@H -] E 4+ MYMAC
Mo, Time Source Destination Protocol Lengtl Info A

8 0.007.. 5243097 .dynamic.. xps15.1lo.. TCP 14..8081 -» 25308 [ACK] Seq=1 Ack=1 Win=6284 Len=14]
9 0.008.. 5243097 .dynamic.. xps15.lo.. TCP 14..8081 -» 25308 [ACK] Seq=1415 Ack=1 Win=6284 Len:
10 0.008.. 243097 .dynamic.. xps15.1lo.. TCP 14..8081 -» 25308 [ACK] Seq=2829 Ack=1 Win=6284 Len:
11 90.008.. 243097 .dynamic.. xps15.1o.. TCP 14..8081 -» 25308 [ACK] Seq=4243 Ack=1 Win=6284 Len:
12 90.008.. 243097 .dynamic.. xpsl5.1lo.. TCP 14..8081 - 25308 [ACK] Seq=5657 Ack=1 Win=6284 Len= v

£ >

Frame 8: 1468 bytes on wire (11744 bits), 1468 bytes captured (11744 bits) on interface ©
Ethernet II, Src: Yamaha _6c:82:28 (©0:a0:de:6c:82:28), Dst: IntelCor_a7:al:b6 (©c:54:15:a7:al:b6)
Internet Protocol Version 4, Src: s243097.dynamic.ppp.asahi-net.or.jp (220.157.243.97), Dst: xpsl
Transmission Control Protocol, Src Port: 8081, Dst Port: 25308, Seq: 1, Ack: 1, Len: 1414




‘ Wireshark - Conversations - canon-camera-nagano.pcapng — O X

Ethernet - 12 IPv4 - 37 PG -3 TCP - 36 LDP - 43

Addre;\sA Port A AddressB PortB Packets Bytes Packets & — B Bytes 4 — B PacketsB — & BytesBE — A Rel Start Duration Bits/s & — B Bits/sB — A ~
192.168.100.30 25308 220.157.243.97 8081 5084 5614 k 1,450 Ik 3,634 5303 k 0.0076328 31.0797 80k 1365k
192.168.100.30 24889 220.157.243.97 8081 10,348 11 M 2,604 144 | 7,744 11 M 0039839 31.0617 Ik 2871 k
192.168.100.30 25122 23.211.96.27 a0 2 121 1 55 1 66 1941729 (0.0083 53k 63 k

« We find TCP 8081 is the camera port, then assume
the protocol. This time the camera uses HTTPso try
tO deCOde TCP 8081 aS H-I_I-P M Wireshark - Decode As..

« Select packet and right click . & = o B
to choose "Decode As...” and  [roeort e s, H5i0 (rorne) - TP
set 8081 as HTTP
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\ Check HTTP response and media

» Wireshark decode TCP8081 segments as H
check #15 frame and open HTTP dissector and
select Media Type and right click to "Show Packet

,‘ CANON-CAMEra-Naganc.prapng - o .

JUE ERE BRY BRGE SN0 SHQ HHE REY =S 9-AD AL ‘ereshark Media type (media.type} - canon-camera-nagano.pcaphg a X
Am:® RE Qew=E=FiEaaal

LIE =/ &0 o] -+ mmAs |

Mo Tine Source Destinstion Protocol Lengt! [nfo T

| 150.010. 5243097 .dynamic.. xps15.1o.. HTTP 14.HTTP/1.1 266 OK (image/jpeg)

T ST ek SnanAnT wAnranrano L omen FARUA £os 1A mean s aam 4os s

~ Hypertext Transfer Protocol -

HTTP/1.1 200 OK\r\n

Pragma:

no-cache\rin

Cache-Control:
Accept-Ranges:

Content-Type:

no-cache\r\n
none\r\n
image/jpeg\rin

Livescope-Frame-Number :
Livescope-Status: @\r\n
Content-Length: 96@8\r\n
Date: Sun, @9 Dec 2018 @
Server: VB\rin

\rin

[HTTP response 1/52@]
[MNext request in frame:

161\r\n

1:10:36 GMT\r\n

17]

[Mext response in frame:

56]

[Request URI:

File Data: 9608 bytes

[Expert Info (Note/Malfol
~ Media Type

Media type:

image/jpeg (

43 61 63 68

http://220.

2 61 67 6d 61 3

157.243.97:8081/-wvhttp-01-/image.cgi?s=d55b-f6dead1&seq=0.756628088
rmed): HTTP body subdissector failed, trying heuristic subdissector]

9608 bytes)

31 2@ 32 3@ 30 20 4f 4b ed
20 6e 6F 2
2d 43 6f 6e 74 72 6f 6¢

HTTP/1.1 200 OK -
Pragma: no-cach|
SCache -Control

Frame (1406 bytes)

@ 7 Hyperiext Transfer Protocal (hitp), 8838 /i

Ressserblad TOP (9830 bytss)

Uy v 2 15684 - FT 15884 (100.08) || F0I74b: Default

TL—4 15 Media type (mediatype), 9608 /(1 f
eLTTI-R BL v ELTRT

Ef§

R

=

Save as™

Pt #®T

£3VE)

REETR
AT




(\ Export Objects as HTTP

 File>Export Objects
> H'I_I'P to eXport flleS M Wireshark - TZAR-F . HTIP #7910 F—B _ o x

vk AR JvFube47 B4R 714 ~

to Ca m e ra fo I d e r O n 15 220.157.243.97.8081 imaoge/jpeg 9608 bytes image.cgi?s=d55b-fadeald 1&seq=04165893778
24 1274 bytes

26 1414 bytes
Des kto 33 1414 bytes

p 34 844 bytes
kld) 220.157.243.97:8081 image/fijpeg 9622 bytes image.cgi?s=d55b-fadeal41&seq=04165803778

 There are file lists * s

grouped by host name, - i
content type, size, file - oy

85 1308 bytes

na me a0 1414 bytes

a8 220.157.243.97:8081 image/fijpeg 9604 bytes image.cgi?s=d55b-fadeald1&seq=04637254934 «

 Create a folder and — —
“Save All” to save them
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Change file extension to jpeg

« There are many image/jpeg files in the folder,
but all file name is image.cgi%3fs="***

« Create new folder movie and copy these files.

« Change file extension to jpeg but there are dot in
the filename, so use for command like this
for %s in (*.*) do rename "%s" "%s.jpg"

. 6220996907 jpe’ - . T
mi¥Desktop¥camera - m] X

©:¥lner “insge. ogiS3fardsse 0, S70BI0TIZA1ZI63"  Inae. cai%dFendiSh-Podeudd Rseq-0, 97064

_ 712641230 Jpe”

Lo - @ & ¥llger s¥eguni ¥oskLap¥mow | €>r enans * image “image. 90158
TBEIEB4ZT dpe

3 v O | camerad. P

:¥zer ¥ " image. cait; 5 916" " inage. cai%3a=d50-Fodeald 1hsea=0, 9235
06862031915, Jpe

1 & ET =] B HAR A Gl image. ci14fu=dSSe SB1GI3IMAISE" " Inage. e 1A0Fs=d550-fGdentd 1hsaa=0. 91416

D) image caitste—dSsb-fodealdifseqn,,  2018/1020 1405 PR ore et sh oo crame . o385 a0, SUSTOSBTZORBA™ o5 015 (esdlan0 5097 5
|1 image.cgitafs =dS5b-fodeald! &seq=..  2019/10/28 1407 53783666816213 10KB. it e i e i ’ b
| image.caite3ts =d55b-fodeal41 &se 2019/10/28 14:07 79151448358095 .. 10 KB Habyitzes, o " image GUIEBIBM 1436783~ image. ogi 437 u=d350-FOdeal1Bsuq=0. 90350 o]
[ image.caitats=dss-Todeals Sise 2019/10/28 1407 2102145695059 .. 10KE P RE——— © *inats, caiAOFa=d55b-Fodendd | Rsnq=) 99505 wann
[ ] image.cqit3ts =d55b-Todeald 1 &seq=... 2019/10/28 1407 93994571259262 10KE . . . .

: ¥l r s¥neguni ¥Desk opWmov | e>renane * imsge. o i%37s=d56b- [6deal |Rseq=0, 9BIA6TIAAI2048" “image. o I431s=855b-1BdealdIineq=0 96960 -
[ ] image.cgi%afs=d55b-f6deal41 &seq=.. 2019/10/28 1407 128845719581863 10KE Foadizodd. Jo ‘ ’
- cmemr aert e e mian i a1 PR . G ¥llsor s¥megumi Yook top¥movie>for 8o in [+ =) do renawe "N s jpra g
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(.\ Create multiple jpeg files to movie

- There are many tools to create movie from
multiple jpeg files ( ex. motion jpeg )

- Adobe Premier Elements read multiple
numbered JPEG files to create a video clip.

- Some open source tools like Virtual Dub,
CamStudio support to create a movie

- In this case, we use ffmpeg to create movie

#sf19eu e Palacio Estoril Hotel, Estoril, Portugal « Nov 4 - 8



(.\ Create sequential files of jpeg

« Open explorer and click one of jpeg files and rename
filename to create sequential files. (514 files )

ARl B sl B B H {2 L
| camera (1}jpg 2019/10/28 14:07 JPG 74l 10 KB ramera_1jpg 2019/10/28 1407 IPG 774 )l 10 KB
camera (2}4jpg 2019/10/28 14:07 PG Fpalle 10 KB camera 2pg 2019/10/28 14:07 PG T74 1L 10 KB
camera (S)jpg - 20T9/10/28 1407 G Al 10KE camera_S.jpg 2019/10/28 14:07 PG 771 10 KB
camera (4}jpg 2019710428 14:07 JPG 74l 10 KB . o

camera (519 2018/10/28 1407 PG 771, 0 KE camera_4,jpg 2019710728 14.07 JPG 27 10 KB
camera (6}pg 2019710428 1407 PG 774 ) 10 KB camera_>jpg 2019/10/28 14:07 PG 7l 10KB
camera (7hjpg  2019/10/28 1407 PG I 10 KB camera_6,pg 2018/10/28 1407 PG 74 10KB
= o~ e s s ! nn camera_7,pg 2019/10/28 14:07 PG 74 ) 10 KB

« for /l %iin (1, 1, 514) do ren “camera (%:i).jpg"
“camera

_%i.jpg"
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(.‘ ffmpeg (ffmpeg.org)

« ffmpeg is GPL tools for recording, converting and
playing video and audio streams. This time we use

ffmpeg-20181208-6b1cdce-win64-static
« There are tons of options (https://ffmpeg.org/ffmpeg.html)

* To set the video bitrate of the output file to 64 kbit/s:

ffmpeg Documentation ffmpeg -1 input.avi -b:v 64k -bufsize 64k output.avi
* To force the frame rate of the output file to 24 fps:
Table of Contents .. :
-1 1npdt.avl -r a
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https://ffmpeg.org/ffmpeg.html

o\ Create movie from sequential files &

« ffmpeg -f image2 -r 30 -i camera_%d.jpg -r 30 -an
-vcodec libx264 -pix_fmt yuv420p camera.mp4

-f image2 :format image2(jpeg) -r 30 30fps

-i source files —an no audio —vcodec libx264(H.264)
-pix_fmt yuv420p

& YR JoVT

G ¥Users¥megumi¥Desktop¥movie>. . ¥f fmpeg¥ffmpeg - image2 —r 30 -i camera_%d. jpg —an -vcodec |ibx264 —pix_fmt yuv420p camera.mpd4
ffmpeg version N-92639-g6blc4dce8cf Copyright (c) 2000-2018 the FFmpeg developers

built with gcc 8.2.1 (GCC) 20181201

configuration: --enable-gpl —-enable-version3 ——enable-sdl2 -—enable-fontconfig ——enable-gnutls ——enable-iconv ——enable-libass -
—enable—1ibbluray ——enable-libfreetype ——enable-|ibmp3lame --enable-1|ibopencore-amrnb ——enable-1|ibopencore-amrwb ——enable-1|ibopen;
peg ——enable-libopus ——enable-1ibshine ——enable-libsnappy ——enable—libsoxr ——enable-libtheora —enable-libtwolame ——enable-1ibvpx
——enhable-| ibwavpack —-enable—|ibwebp ——enable-1ibx264 --enable-1ibx265 ——enable-libxml2 --enable-|ibzimg -—enable-1zma --enable-zI
ib ——enable-gmp ——enable-libvidstab ——enable-1ibvorbis ——enable—-Ilibvo—amrwbenc ——enable-1ibmysofa ——enable-libspeex ——enable-1ibxv
id ——enable-libaom ——enable-libmfx ——enable-amf -—enable-ffnvcodec --enable-cuvid --enable-d3d11va ——enable-nvenc ——enable-nvdec -
—enable-dxva2 ——enable-avisvnth --enable-1ibopenmpt
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A

A cameramp4 - VLCAF (7T LA - - O X

* Open Camera.mp4 USing W BEQ 1AW LW FRO vhe

VLC Player
 Finally we can get the
movie from trace file !!

Il e m 3t} |5 ,_, i 0%
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(.\ #9 Unknown Drive Recorder

- Many Drive recorders are
made in China or Taiwan.

- They use WiFi to connect
smartphone App to check
the camera recordings.

. Let’s dissect with Wireshark

- Recorder IP :192.168.1.1
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(o\ Trace file information

- Unknown drive recorder
192.168.1.1

- Smartphone of viewer app
192.168.1.101 { vttt

- Open Smartphone App to
check the video, then I 'y B
collect packets using
AirPcap and Wireshark

192.168.1.1
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& unknowndriverecorder.pcap

M .nimowndriverecorderpcap — [m] X
JTME RE(E) FRM BENG FROFRQ WA HIHE By Emoy Y- ALTH
AmI® RO QesZF 8- = aaqQl
N[ETOA -~ <Ctr-/> #EF 0 -] #3 + MYMAC
Mo Time Source Destination Protocol Lengtl Info »
10.000..192.168.1.1 192.168... RDT 109 [Malformed Packet]
(' 20.000..192.168.1.1 192.168... RDT 502 [Malformed Packet]
I 30.004..192.168.1.1 192.168... UDP 1836972 » 1306 Len=100
49.041..192.168.1.1 192.168... RDT 135 [Malformed Packet]
50.041.. 192.168.1.1 192.168... RDT 99 [Malformed Packet]
60.041..192.168.1.1 192.168... RDT 114 [Malformed Packet]
70.041..192.168.1.1 192.168... RDT 1@9 [Malformed Packet] v
< >

Frame 1: 109 bytes on wire (872 bits), 109 bytes captured (872 bits)

Radiotap Header v@, Length 21

802.11 radio information

IEEE 882.11 QoS Data, Flags: ...... F.

Logical-Link Control

Internet Protocol Version 4, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.1@1 (192.168.1.1@1)
User Datagram Protocol, Src Port: 6970, Dst Port: 1306

Real Data Transport

0000 0@ @@ 15 @@ 2a 43 08 00 00 00 94 09 80 04 df ©1 - HH.. ... A
0010 @0 00 ©7 00 07 88 02 c4 3a be 16 f5 78 5a - - - Tl :oxz

2020 12 43 ¢6 9e 5a 5a 12 43 6 Ye 5a a0 11 @0 @0 aa  C--ZZ-C --Z-----

0030 aa ©3 00 00 00 03 00 45 ©0 00 36 09 67 40 00 40 - - - - - E--6-g0@ .
© 7 unknowndrivereoorder poap | s3rob g 6670 - Fow 6670 (1000%) || 30274l Defautt

The trace file
contains traffic
between unknown
drive recorder and
smartphone app in
Wi-Fi Channel 9, MCS
/, IEEE802.11n
(20MHz)
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Q\Nhat including tons of small packets

Open trace file unknowndriverecorder.pcapng

We can see many small packets

Sometimes we need to decrypt WPA2 or TLS.

Open small chunk with binary editor, it is lucky if the
chunk is one of graphic file format, we can use the
same way of surveillance camera, but No...

Port number is usually changed from original.

In this case, we think about RTP streams

Statistics > Conversation to check UDP stream

#sf19eu e Palacio Estoril Hotel, Estoril, Portugal « Nov 4 - 8



(o\ Conversation > UDP streams

« A multimedia traffic is sent by a few streams.
« Audio and video streams are divided by two in usual.
« Wireshark finds streams below,
192.168.1.1:6970 (RDT) —192.168.1.101:1306
192.168.1.1:6971(RTCP)—192.168.1.101:1307
192.168.1.1:6972 (DATA) —192.168.1.101:1306
192.168.1.1:6973(RTCP)—192.168.1.101:1307
« Note: port numbers are usually changed
its time to determine what protocol they truly use
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(.\ Think about the role of Port

‘ Wireshark - Conversations - unknowndriverecorder.pcap -

Ethernet IPvd -1 [P TCP UDP -5

Addre/gsA Port A Address E Port B Packets Bytes Packets A — B Bytes A — B PacketsB — A BytesB — A Rel 5tart Duration Bits/s A — B Bits/sBE — A
192.168.1.1 6970 1921681101 1306 4,339 2140 k 4,339 2140 k 0 0 0.000000 @9.6021 246 k

192.168.1.1 6972 1921681101 1306 2279 420k 2,279 420k 0 0 0.004733 69.5957 48 k

192.168.1.1 6971 192.168.1.101 1307 32 4129 32 4129 0 0 0.099017 @&5.6265 503

192.168.1.1 6973 192.168.1.101 1307 g 1048 8 1048 0 0 4080670 64.8931 129
192.168,1.101 53207 192.168.1.1 53 1 136 1 136 0 016059984 0.0000

* Which stream is sending audio / video ? StatIStICS >
Conversation > UDP to look for UDP socket.

« Port 6970 is used for video and 6972 is for audio

pecause the bytes of UDP6970 are bigger.

« Port 6971,6973 may be used for control streams
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(.\ Dissector of the port is correct ?

« UDP 6970 is well known port of RDT ( Real Data
Transport ), but packets are broken. Ex. Packet #28

> User Datagram Protocol, Src Port: 6970, Dst Port: 1306
v Real Data Transport
v RDT packet (Data)
> Length-included=1, need-reliable=0, stream-id=0, is-reliable=0
Sequence number: 24667
Packet length: 14199
v [Malformed Packet: ROT]
v [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error]
[Group: Malformed]

« Well known port is not always correct.

#sf19eu e Palacio Estoril Hotel, Estoril, Portugal « Nov 4 - 8



(.\ Assume protocol for decoding

« UDP stream from port 6972 is not decoded as Audio
protocol, Wireshark says just Data.

User Datagram Protocol, Src Port: 6972, Dst Port: 1306
v Data (103 bytes)
Data: 80el73bcf867eedbd18fedcf01002b8211794%9a388cabl2..
[Length: 183]

 Its time to assume protocol for decoding.
The cheap drive recorder tends to use general
protocols, like RTP ( Real-time Transport Protocol )
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(o\ Analyze > Decode As...

« Use “"Analyze > Decode As...” to change UDP 6970
and 6972 as RTP ( Real-time transport protocol )

* Port 6971 and 6973 is used for RTCP ( Real-time
Transport Control Protocol ) as default

User Datagram Protocol, Src Port: 6971, Dst Poﬁt: 1307
] Real-time Transport Control Protocol (Sender Report)
M ‘Wireshark - Decode As... Real-time Transport Control Protocol (Source description)

-k (& =R FIAI+ B User Datagram Protocol, Sr*c_Por*t: 6973, Dst Por;t: 1307
Real-time Transport Control Protocol (Sender Report)

UDP port 6970 &3, E410 RDT RTP Real-time Transport Control Protocol (Source description)
UDP port 6972 &8 BE&10 (none} ETF
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\Decode as Dynami

c RTP Type 96/97

* This time we succeed to decode udp streams

as RTP (DynamicRTP-Ty

De-96/97)

M wdostreamprapng

Frame 372: 135 bytes on wire (1888 bits), 135 bytes cap

Radiotap Header v, Length 21

FPAME ARE RBTN BBGE Feife0 SEA e BEy  m@w U-UD ALTH)

anm RE Q &= s aaa

=

o Time Source Destiration Protocol  Length  Info
6663 69.454025655 192.168. 192.168.1. 101 RTP 1531 PT=DynamicRTP-Type-96, SSRC=0xFA6BIFBE, Seq=29531, Time=2012234.
6664 69.456583858  192. 1 192.168.1.101 RTP 1531 PT=DynamicRTP-Type-96, SSRC=0xFA6BIFBE, Seq=29532, Time=2012234
6665 69.456744487  192.. 1 192.168.1.101 RTP 1531 PT=DynamicRTP-Type-96, SSI FAGBOFBE, Time=2012234;
6666 69.456960783  192.168. 192.168.1. 101 RTP 1531 PT=DynamicRTP-Type-96, SSRC=0xFAGBOFBE, Seq=29534, Time=2012234.
6667 69.457091254  192.168. 192.168.1.101 RTP 1274 PT=DynamicRTP-Type-96, SSRC=0XFA6BIFBE, Seq=29535, Time=2012234
6668 69.457105578  192.168.1.1 192.168.1.101 unp. 188 6972 + 1306 Len=105
6669 69.457111851  192.168.1.1 192.168.1. 101 uop 178 6972 -+ 1306 Len=95
6670 69.471538696  192.168.1.1 192.168.1.101 RTP 109 PT=DynamicRTP-Type-96, SSRC=0xXF46BIFBE, Seq=29536, Time=2012237
6671 69.471869663 192.168.1.1 192.168.1.101 RTP 495 PT=DynamicRTP-Type-96, SSRC=OXFAGBIFBE, Seq=29537, Time=2012237
6672 69.474139191  192.168.1.1 192.168.1. 101 uoe 184 6972 + 1306 Len=1081
6673 69.502131561 192.168.1.1 192.168.1.101 une 183 6972 + 1306 Len=100
6674 69.534443178 192.168.1.101 RTP 109 PT=DynamicRTP-Type-96, SSRC=0xFAGBIFBE, Seq=29540, Time=2012243
6675 69.536252595 192.168.1.1 192.168.1.101 RTP 664 PT=DynamicRTP-Type-96, SSRC=0xFA6BIFBE, Seq=29541, Time=2012243
6676 69.537848002 192.168.1.1 192.168.1.101 uvop 183 6972 » 1306 Len=100
6677 69.568595399  192.168.1.1 192.168.1.101 ubp 186 6972 + 1306 Len=103
6678 69.600412144  192.168.1.1 192.168.1. 101 uoP. 183 6972 + 1306 Len=100
6679 69.602142466  192.168.1.1 192.168.1.101 RTP 109 PT=DynamicRTP-Type-96, SSRC=0xF46BIFBE, Seq=29544, Time=2012249

<

Frame 372: 135 bytes on wire (1082 bits), 135 bytes captured (1080 bits) on interface o

Radictap Header w@, Length 21

802.11 radio information

TEEE 802.11 QoS Data, Flags: ......F.

Logical-Link Control

Internet Protocol Version 4, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.101 (192.168.1.101)

user Datagram Protocol, Src Port: 6970, Dst Port: 1306
Source Port: 6978
pestination Port:
Length: 60
Checksum: @xpdco [unverified]
[Checksum Status: Unverified]
[stream index: 0]

Real-Time Transport protocol

1306

802.11 radio information

TEEE 802.11 QoS Data, Flags: ....

Logical-Link Control

Internet Protocol Version 4, Src:

~ User Datagram Protocol, Src Port:

Source Port: 6970
Destination Port:
Length: 60
Checksum: @x@dc@ [unverified]
[Checksum Status: Unverified]
[stream index: @]

Real-Time Transport Protocol

nolFo

192.168.1.1 (192.168.
6970, Dst Port: 1306

1306
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(.\ Recognized as RTPType-96/97

* RTP Type-96 means dynamic assignment RFC3551
by IANA https://www.iana.org/assignments/rtp-

parameters/rtp-parameters.xhtml

RTP Payload Types (PT) for standard audio and video encodings - Closed

7

Registration Procedure(s) .
Rezistry closed;: see [REC3551], Section 3 96—12? dyﬂamlc

Reference
[REC32551]

« Unfortunately there are few information to determine
the codec.
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« Use “Telephony>RTP streams” to check SSRC

M wireshark  RTPA R £, - unknowndriverecorder.pcap

AETFRLR A{EFTM-+ FEFFLA  B4M-k SSRC ARA0-F vk B BAERMS) BAVYS TiRoyd K

192,168,1.1 16972 192.168.1.101 1304 Oxd18fedct RTFType-97 2279 1(984%}) 0.000 0.000 0.000

192.168.1.1 6970 192.168.1.101 1306 Onf4abSfbe RTFType-96 4339 1 (1,867%} 223434 0.000 0.000

SSRC means 32 bit id of RTP source and the receiver

for playing.

« Select video stream (UDP 6970 SSRC 0x1f46b9fbe)
and click analyze button.

« We can check payload type, number of packets, lost,
max delta, max jitter, average jitter and so on.
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M wireshark - RTPZ F - £.494F - unknowndriverecorderpeap

192168116870 «
1921681101 1306

Forward

SS5RC Oxf4Ghafhe

Max Delta 22343 ms @ 3684
Max Jitter 000 ms

Mean Jitter 000 mg

Max Skew 000 ms

RTP Packets43309
Expected G206

Lost 1867 (30.08 %)
Seq Errs 505

Start at 0000000 5 @ 1
Duration 6360 =

GClock Drift 0 ms

Freq Drift 1 Hz (0.00 %)
Reverse

SSRC Ox 00000000
Max Delta 000ms @0
Max Jitter 000 ms

Mean Jitter 000 ms

Max Skew 000 mg

RTP PacketsO
Expected 1

Lost 1 (10000 %)
Seq Errs Q

Start at 0000000 s @0
Duration 000 s

Clock Drift 0 ms

Freq Drift 1 Hz (000 %)

7 3 M= A BT DRI L

RTek Y-V RS (msh UwS (msh Skew G T-h- K

sy R O30

1 23339 0.00
2 23340 005
4 231 4110
5 23342 om
6 23342 0.00
7 23344 0o
8 23345 oo
9 23346 13.54
0 23347 035
11 23348 019
12 23348 019
13 23350 020
14 23351 044
15 23352 113
17 23353 10.08
18 23354 023
20 23355 31.50
21 23356 00
22 23357 4198
23 22258 001
23362 259

EEL Y-

nina

000 000 042
000 000 401 .
000 000 465
000 000 500
000 000 547
000 000 580
000 000 626
000 000 1807
000 000 2988
000 000 47169
000 000 5350
000 000 65320
000 000 77
000 000 8164 .
000 000 8207
000 000 8397 .
000 000 8440
000 000 8822 .
000 000 8465
000 000 8878

000 000 9217 .

AAn__nnn naen

<

T L e

We can check Skew value,
error and so on.

If the codec is the
common such as G.711,
we just press “Play
Stream” button to play
audio, or “Save” as au file
format, but in this case,

we don’t know the codec
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(.\Export streams as RTPDump format

« Go back to RTP Stream, select video stream
(UDP6970) then press “Export..."” to export in
RTPDump format.

« Note: Exporting rtpdump may fail in Windows10
with the newest ereshark3 X (2.x works well)

ler.pcap

File Edit View Go Capt nalyze wEessjooLs Help L unknownd”\fere[orderp[ap 2019}(02};05 3 38 w|rEShark [apture 2J614 KB
M . @u .@Q“JI‘NJ%QQ\H
At ek fei 5 poresson._+ |1 unknowndriverecorder.ripdump 2019/10/28 B:57 RTPDUMP J74 I 1,772 KB
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(.\ RTP TOOIS (http://www.cs.columbia.edu/irt/software/rtptools/)

« RTPDump is one of RTP Tools for processing RTP
data by Columbia university
(http://www.cs.columbia.edu/irt/software/rtptools/)

* rtpdump parses and prints RTP packets and
generating output files suitable for rtpplay and
rtpsend.

 rtpplay plays back RTP sessions by rtpdump

 rtpsend generates RTP packets by rtpdump or text.

 rtptrans translates between VAT and RTP format
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Send a video RTP Stream

« Download RTP Tools windows rtptools-1.18 binary
http://www.cs.columbia.edu/irt/software/rtptools/

« rtpplay [-T] [-Vv] [-f file] [-p profile] [-s sourceport]
[-b begin] [-e end] destination/port[/ttl]
rtpplay -T -f unknowndriverecorder.rtpdump 127.0.0.1/6970

rtpplay -T -f ../ unknowndr iverecorder.rtpdump 1727.0.0.1/6970

« We can send the RTP video streams from trace file.
« Then we need to determine which codec RTP use
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« Send the RTP Stream using rtpplay
rtpplay -T -f unknowndriverecorder.rtpdump 127.0.0.1/6970

[
. Set ( a tl I re fl I te r a S £ Adapter for loopback traffic capture (udp port 6970} BT Ffeh - 0 X
JrME REE) BTV BESNG FrOFRO SWAD B BEy s V-0 AT

mae RN QesEFes o Eaqal
“ ” N[FT 2108 - <Gt/ EiEH 2 -] &+ MYMAG
u 3 pO r Mo Time Source Destination Protocol  Lengtl Info e
’ 19..30. 26.. localhost localhost RTP 782 PT=DynamicRTP-Type-96, SSRC=@xF46B9FBE, Seq=26065

20.. 30.30.. localhost localhost RTP 58 PT=DynamicRTP-Type-96, SSRC=0xF46B9FBE, Seq=26066

-
Sta rt Ca tu rI n at 20..30.30.. localhost localhost RTP 920 PT=DynamicRTP-Type-96, SSRC=@xFA46B9FBE, Seq=26067
20..30.33.. localhost localhost RTP 58 PT=DynamicRTP-Type-96, SSRC=0xF46BYFBE, Seq=26068
-
>
Ioop DaCk Interface. Frame 1: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface @ ~

Null/Loopback

- Internet Protocol Version 4, Src: 127.0.0.1 (127.0.@.1), Dst: 127.0.0.1 (127.9.0.1)
® OO e ra Ce I e User Datagram Protocol, Src Port: 52371, Dst Port: 6970

v Real-Time Transport Protocol

" 1@.. .... = Version: RFC 1889 Version (2)
to check video RTP | ™ = iz =
N - = Extension: False

. 0e@e = Contributing source identifiers count: @

stream Is sent :
. 0000 00 45 0@ 0@ 36 7a 92 00 00 80 11 00 0O ~

oele el 7f @@ @@ @1 «cc 93 1b 3a @0 22 @5 13
2020 2b 77 9@ e7 8e f4 6b 9f be 06 01 @9 09 o
|| Jwrob g 2000 - ®iF 2002 loooR) | IO Defauk

A~

O 7 Frame (frame), 58 J{-Th
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Assume codec

We need to determine codec, so we try most
common and BSD license codec, VP8 by Google.

A RTP video distribution needs the SDP file (Session
Description Protocol ) including codec information
Smartphone app knows the codec, but we don't.

so let’s start assume codec manually.

Then we create a SDP file including assumed codec.
If there are rtsp (Real Time Streaming Protocol -
RFC 2326) packets, we can use this.
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(.\Create a sample SDP file (RFC4566)

v=0

c=INIP4 127.0.0.1
m=video 6970 RTP/AVP 96
a=rtpmap:96 VP8/90000

v: Version
c: Connection Data

m: Media Descriptions
a:. Attributes

* There are example SDP description in RFC4566
https://tools.ietf.org/html/rfc4566

« Create text file, input these information as vp8.sdp
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https://tools.ietf.org/html/rfc4566

(.\ ffmpeg (ffmpeg.org)

« ffmpeg can listen streams and create movie too.

« Read settings from unknowndriverecorder.sdp,
capture RTP stream, then create mkv file.
(mkyv is intermediate file of the video)

« ffmpeg -v warning -protocol_whitelist file,udp,rtp -f
sdp -i vp8.sdp —copyts —c copy -y
../unknowndriverecorder.mkv

-v loglevel -protocol_whitelist allowed protocols
-f format -i input file -copyts Do not process input timestamps

-C COpy copy codec -y overwrite output files
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(.\ Using ffmpeg to record RTP stream

ffmpeg -v warning -protocol_whitelist
file,udp,rtp -f sdp -i vp8.sdp —copyts —C
copy —V ../unknowndriverecorder.mkv

C:¥Users¥megumi¥Desktop¥ffmpeg>Tfmpeg —v warning —-protocol_whitelist file, udp, rtp - sdp —-i vp8.sdp —¢
opyts —-¢ copy -y unknowndr iverecorder. mky

#sf19eu e Palacio Estoril Hotel, Estoril, Portugal « Nov 4 - 8



(o\ Streaming and recording video

« We can simulate unknown drive recorder and
smartphone app by sending / receiving packets.
 Start recording and then streaming video

_ Streaming RTP video from trace file using rtpplay
rtpplay -T -f unknowndriverecorder.rtpdump 127.0.0.1/6970

¥

Recording RTP video from streaming

h ffmpeg -v warning -protocol_whitelist file,udp,rtp -f sdp -i
unknowndriverecorder.sdp —copyts —c copy -y

.Junknowndriverecorder. mkv
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(o\ Codec mismatch !!

« There are mismatch of codec if ffmpeg outputs

errors, so try another.

[sdp @ 000002687e5ea380] Could not find codec parameters for stream 0
(Video: vp8, yuv420p): unspecified size

Consider increasing the value for the 'analyzeduration' and 'probesize’
options

Output file #0 does not contain any stream

rtpplay -T —-f unknowndriverecorder. rtpdump 127.0.0.1/6970

Lsdp @ 000002687ebealddl]

Jutput file #0 does not contain any stream
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Change codec as H.264

v=0

c=IN IP4 127.0.0.1
m=video 6970 RTP/AVP 96
a=rtpmap:96 H264/90000

« create text file as h264.sdp
« H.264 aka MPEG-4 AVC is not open source but
famous codec for many IOT devices.
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(.\ Use H264 encoding instead of VP8

° Sending rtpplay -T -f unknowndriverecorder.rtpdump 127.0.0.1/6970
rtpplay -T —-f unknowndriverecorder. rtpdump 127.0.0.1/6970

° Receiving ffmpeg -v warning -protocol_whitelist file,udp,rtp -f sdp -i
h264.sdp -copyts -c copy -y ../unknowndriverecorder.mkv

[sdp @ 000001def605a340]
missing picture in access unit with size 18
h264. sdp: Unknown error

* Qutput contains some error but we can get mkv data
2019/10/28 11:16 1,760, 295 unknowndr iverecorder. mkv
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& unknowndriverecordermky - VLICAFAT..  — O X Try again to Send and
g receive the RTP stream,
ffmpeg outputs mkyv file

ATA7 (M} BE (L A-T4A A EFA NV FEO

(unknowndriverecorder.mkv)
Let’s play mkv file
using VLC Player

0005 —

1 wmm 3] [5]2][Z]
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(QUse Wireshark for multimedia &

« We need to config sdp file with adequate timing and
fps and other value to make a better quality video.

« And there are no audio, we need to do the same
things for RTP stream in UDP6972 port

Wireshark is a nice multimedia analyzer too
Wireshark is not only the most used network analyzer

but also a useful audio and video capturing, decoding,
processing tool, USE WIRESHARK
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USE WIRESHARK

Thank you for attending !!

Please complete the SharkFest Europe app-based survey

Supplemental file
http://www.ikeriri.ne jp/sharkfest

% Ikeriri network service
8% http://www. ikeriri.ne. jp
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