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18 Dissecting WiFi6 using Wireshark (.‘

#sf21veu

It's time to capture WiFié and dissect IEEE802.11ax using
Wireshark!! new method to capture traffic and filter, profile
and so on. Wireless protocol

evolves year by year, now new HE ( High-Efficiency) ages
comes to us, the instructor will show you IEEE802.11ax
protocols and the difference with

former Wi-Fi, And she will demonstrate the way to capture
WiFi6 with new software/hardware. The session will also
include a Wi-Fi6 specified profile

including display filter/ filter button, coloring rule and so ons



Wi-Fi specification of IEEE802.11 (

\

® Wi-Fi alliance named as Wi-Fi X &
® WiFi4 IEEE802.11n 2.4GHz/5GHz ~1.2Gbps/64QAM
@® WiFi5 IEEE802.11ac works only 5GHz ~3.5Gbps/256QAM
® WiFi6 IEEE802.11ax 2.4GHz/5GHz ~9.6Gbps/1024QAM

® WiFi6E IEEE802.11ax and 6GHz ~9.6Gbps/1024QAM
Unfortunately Japanese Ministry of Internal Affairs and
Communications may not allow 6GHz until 2022..

® Wi-Fi7 IEEE802.11be and 2.4/5/6GHz ~46Gbps/4096QAM
WiFi6 is common specification of wireless standard




Big change of Wi-Fi 6

#sf21veu

® Wg is a kind of repeater of 10BASE2/5 until WiFi5

@ All Clients connected with AP never send a packet at a time,
clients share a frequency and one uses the channel, the
others have to wait for the end of sending.
(a.k.a Wired CSMA/CD, Wireless CSMA/CA)

® WiFié6 uses OFDMA as well as OFDM
OFDMA (Orthogonal Frequency Division
Multiple Access) is used by LTE too.




\

From OFDM to OFDMA (

&»
@ OFDMA d]V]de #sf21veu

Frequency(20MHz-160MHz) RU(Resource Unit) 2MHz
G ) 74userin 160MHz channel by RU to
a551gn users

Resource Unit
/Bandwidth 20N e
26-Tone RU 9 18 37 74
o 52-Tone RU 4 8 16 32
£ 106-Tone RU 2 4 8 16
= 242-Tone RU 1 2 4 8
484-Tone RU N/A 1 2 4
996-Tone RU N/A N/A 1 2

@® WiFi6 also uses MU-
MIMO with multiple
Frequency(20MHz-160MHz) antennas/streamss




MCS Modulation and Coding Scheme (.‘
‘ #sf21veu

Wi-Fi physical spec has different sets of Spatial streams,
Modulation type: Way to send bit by 1 wave ( signal),

Coding Rate: Percentage of data stream used to transmit data,
Guard interval: time between each frame and bandwidth
MCS determines logical speed of wireless network

® WiFi4 HT High Throughput ~64QAM / 40MHz BW

® Wi-Fi5 VHT Very High Throughput ~256QAM / 160MHz BW

® WiFi6/WiFi6E HE High Efficiency ~1024QAM / 160MHz BW

® Wi-Fi7 EHT Extremely High Throughput ~4096QAM / 320MHz



mscindex.com(MU-OFDMA 802.11ax)

WIL-OF DO

BPSK 112

0 1 B.G 8.1 7.3 17.2 16.3 14.6 36 34 30.6
1 1 QPSK 112 17.2 16.3 14.8 344 32.5 248.3 721 68.1 61.3
2 1 QPSK 3/4 26 25 23 53 B 45 1.3 10.8 9.8 258 244 219 516 438 438 1081 102.1 819
8 1 16-QAM 112 3.5 33 8 71 6.7 B 15 14.2 128 344 325 29.3 6.8 65 58.5 1441 136.1 1225 #Sf21veu
4 1 16-QAM 374 53 5 45 10.6 1 gl 225 21.3 19.1 516 488 438 103.2 87.5 87.8 216.2 204.2 183.8
& 1 B4-CAM 23 71 B.7 B 141 183 12 30 28.3 2558 G6.8 it} 58.8 137 B 130 17 2882 2722 245
B 1 G4-QAM 34 7.4 758 6.8 15.4 15 135 33.8 31.8 287 774 731 65.8 154.9 146.3 131.8 3243 306.3 2756
7 1 G-QAM 5/ 8.8 8.3 74 17.6 16.7 15 37.5 354 318 86 81.3 731 172.1 1625 146.3 360.3 340.3 306.3
g 1 256-0AM 34 10.8 10 9 21.2 20 18 48 425 383 103.2 97.5 87.8 208.5 195 175.8 4324 408.3 367.5
9 1 256-0AM 56 1.8 1.1 10 235 222 20 50 472 425 147 108.3 97.5 2294 216.7 195 4304 45837 408.3
] 1 1024-0AM 374 13.2 1258 1.3 26.5 25 2248 96.3 53.1 478 129 1218 109.7 258.1 2438 2184 5404 4104 459.4
" 1 1024-04AM 576 14.7 138 125 294 278 25 BZ.5 59 53.1 1434 135.4 121.8 2B6.8 2708 2438 BO0.5 5671 5104
i 2 BFSK 112 18 17 15 348 @3 3 78 71 6.4 172 16.3 14.8 344 32.8 253 721 68.1 B1.3
1 2 QPSK 112 3.8 3.3 3 71 6.7 B 18 14.2 128 344 32.5 24.3 6.8 65 58.5 1441 136.1 1225
2 2 QPSK 3/4 5.3 ] 45 10.6 10 ] 228 21.3 18.1 516 488 43.8 103.2 B7.4 87.8 216.2 2042 1838
3 2 16-QAM 112 7.1 6.7 B 14.1 8.9 12 30 283 255 68.8 65 58.5 1376 130 17 2882 2722 245
4 2 16-QAM 374 10.8 10 ] 21.2 20 8 45 425 383 103.2 97.45 87.8 208.48 195 175.5 4324 408.3 367.5
& 2 B4-CAM 23 14.1 133 12 28.2 26.7 24 60 56.7 &l 137 B 130 17 2753 260 234 5765 544 4 490
B 2 B4-CAM 374 (58 18 138 318 30 27 B7.5 B3.8 574 1848 146.3 131.6 308.7 2825 263.3 B48.5 B12.5 B61.3
7 2 G-QAM 5/ 17.8 18.7 18 35.3 33.3 30 75 70.8 63.8 172.1 162.5 146.3 3441 328 2825 7206 680.6 6125
g 2 256-0AM 34 21.2 20 8 424 40 36 a0 BS 6.8 206.48 185 175.8 4128 380 341 864.7 816.7 738
5 2 256-0AM 56 238 222 20 471 444 40 100 94 4 85 2294 216.7 195 4588 4333 3490 960.8 9074 B16.7
] 2 1024-0AM 374 26.5 25 224 529 a0 45 125 106.3 956 2881 2438 2184 416.2 487.5 438.8 1080.9 10208 8188
1 2 1024-0AM 576 294 278 25 58.8 55.8 a0 125 18.1 108.3 286.8 270.8 2438 573.58 2417 487.5 1201 11343 10208
i & BFSK 112 26 258 23 53 5 45 1.3 10.8 9.8 258 24 4 218 516 488 438 1081 1021 814
1 3 QPSK 112 5.3 7] 45 10.6 10 ] 225 21.3 181 516 438 438 103.2 87.4 87.8 216.2 204.2 1838
2 3 QPSK 3/4 7.4 758 6.8 15.49 14 135 33.8 31.8 287 774 731 65.8 1549 146.3 131.8 3243 306.3 2756
& 3 16-Q4M 112 10.8 10 5 21.2 20 18 48 425 383 103.2 97.5 87.8 208.5 195 175.8 4324 408.3 367.5
4 3 16-QAM 374 15.9 14 135 31.8 30 27 B7.45 63.8 a7 4 1549 146.3 131.6 308.7 2925 263.3 B48.5 B12.8 5513
5 & B4-QAM 23 21.2 20 8 424 40 36 90 B5 6.5 206.5 195 175.5 4124 390 351 BE4.7 B16.7 735
B & B4-CAM 374 238 225 20.3 476 45 408 1013 8956 B6.1 2323 2184 197.4 464 6 4388 3584 .8 g728 5188 B269
7 3 G4-QAM 5/ 26.5 25 225 528 a0 45 125 106.3 956 2881 2438 2184 516.2 487.5 438.8 1080.9 10208 8188
g 3 256-0AM 34 31.8 30 27 63.5 G0 54 135 127.8 1148 309.7 2825 263.3 6194 585 526.5 12971 1225 1025
5 3 256-0AM 56 353 333 30 70.6 BE.7 B0 150 141.7 1275 3441 325 2925 6E88.2 650 585 14412 13811 1225
10 3 1024-04M 374 39.7 375 33.8 794 75 B7.5 168.8 159.4 1434 3871 365.6 3281 7743 7313 B58.1 16213 15313 13781 8
1 & 1024-0AM 576 44.1 4.7 374 Be.2 83.3 75 187.5 177.1 159.4 430.1 406.3 365.6 BE60.3 B125 731.3 18015 17014 15313



Capturing WiFi6 in Windows10 (.\

There are many new features such as OFDMA, MU-MIMO, beam
forming, higher order of modulation, power consumption, new
interval/symbols/FFT(Fast Fourier Transform size), etc.

https://standards.ieee.org/project/802 11ax.html

OK, its time to capture WiFi6, We wants to capture WiFi6 in
Windows10 environment, so we choose TamoSoft CommView
for Wi-Fi and Intel AX200 M.2 Wireless card.

Note: there are another way to capture WiFié such as using
extcap interface of Wireshark to connect access point worked
as sniffer mode, Linux way, or MacOS way. 9



https://standards.ieee.org/project/802_11ax.html

ASUS RT-AX89X Wi-Fi 6, 1024QAM| ==

Manuf/OEM/ODM Askey
MU-

IMO, HE160 and HE80+80 e
htt

/deviwiki.com/wiki/ASUS RT-AX89X e

This time we test RT-AC89X | .o e

FLA1: 256 MiB (Macronix MXZ0UF2G18AC-XKI)

and 'iPad Pro 11(2nd gen), RAM1: 1 GiB (Micron MT41K256M16TW-107 % 2)

Expansion IFs: USE 3.0, SFP+
(‘ﬂ)(ﬂ!)(ﬁI*)a P

&
ERWiFi) s ° USB ports: 2
4804 56‘Hz-x.¢,,‘q ! ] o y SFP ports: 1

Serial: yes, 4-pin header, 1901

+ m,,w" - S . .
"48 o' B 802.11ax Wi-Fi 6 2x2 MIMO | oz gmemess

WI1 chip2: Qualcomm QCN5054
WI1 802dotll protocols: ant+actax

5GHz max PHY 1200Mbps T

WI2 chipl: Qualcomm QCN5024

¥ ‘Ih (JF.KIII.AN('I iFD N —9—

RT-A)

WI2 802dotll protocols: bgn+ax

| LETSUE 59 I-FISNE | mun -
WI2 MIMO config: 4x4:4
f Bandwidth 80MHz
Wi-Fienm ABEETMEICT 3 | BmE - WI2 antenna connector: MHF4

ETH chipl: Atheros ARBO35-A

Max MCS11(HE) i o A 2RI

ETH chip3: Atheros AR8033

https://support.apple.com/ja-jp/guide/deployment- switch: Q”ﬁ“;;:j':‘jg’s QEABEE7
reference-ios/apd9f0a6151e/web LAN ports: &

WAN speed: 10G

(Qualcomm Snapdragon X55 5G Modem) WAN ports: 2

abgn+act+ax



https://deviwiki.com/wiki/ASUS_RT-AX89X
https://support.apple.com/ja-jp/guide/deployment-reference-ios/apd9f0a6151e/web
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® Windows10 Pro 64bit

@® Intel AX200 NGW

® TamoSoft CommView

for Wi-Fi

2 amm

Are. S

AT

Mode AXNONGW
Anaiel 041241808471

TEN GESCO00IU410 A
$PS L3108 OC

WEM ACFCERFIFIIA 43

BOW: SCECERFIFTE :

W SE59T <
SRR OYA: K300

— : ERU PN 02x705  g33wiom?ad07
GJ:O.-«"( f‘f'.""" SOMAETERl g 2epsels TISADATLS YN

Made i Chra

Qaeer=e-r
Bz

https://wikidevi.wi-cat.ru/Intel_Wi-Fi_6_AX200_(AX200NGW)

You can capture WIiFi6
frames with 160MHz
bandwidth, 1024QAM by
Intel AX200 NGW and
CommView for Wi-Fi

Interface: NGFF

Connector: M.2
Form factor tags: 2230 (Key A/E)

ID: BOBG:I2723& (1 addl. devicesd)
Windows: PCI¥VEN_8086&DEY_2723

WI1 chipl: Intel WCSAXZ00

Probable Linux driver
ivurhvifi &
Full support Jt iz availabie in 5.5.0-rc kerngl
{see also passysd)

windows driver
Winlio (a<4-bit aniy]

Antenna connector: MHF4

Flags: Wi-Fi 5, 10240AM, HE160, WHT160, DFS
(slave), Bluetooth 5.0

OUI: 9C:FC:EB®@ (-, 1 W)




DEMO1 Ping to wired PC (cleartext) ( ‘

@ SSID:wifi6

@® Security: cleartext

@ BSSID:FO2F74C4F5C0

@ STA iPad:060F5BDD20FA
® Channel 64ch
(1)Connect iPad to AP
(2)Ping to a wired PC
3)

(3)Click Forget Network to
disconnect AP

12



Use CommView to capture packets

1% Commbiew for WiFi - Intel{R) Wi-Fi 6 AX200 160MHz

A1l fi 1= £ y=Jb SHIE 27 %
> EWEB-B-OoORSRBREAL yYI AP

U J-F i Few)l Lol Bifoe e 8ty B od & oy L T4

AFE-F I MAC FFLT, ~ Foll fBE  SED I9uE-F B E=mE Exl-+  AF-L EEL-F(To  EEb-k(. | $5Tr
\|, E]l_ﬁlﬂ;u capture ® - Fawlb-E-F
OB:0F 58: D020 A P -517-48-1 : 5 GHz - B4
802.1g SSID wifié CH 64
80211 Oa%wd—-E-F
802 Mac Max Rate W/E..
v soz._nax Foll BIIDRHIS):
% HuaweiDegE0:3F 0mDYBDEZ03C-5G  BOZ1Tax (few¥la] -87/-86/-85 2 B/6/6 hiLT ]
2 ASUSTekC:C4F5:C4 B4 (60-54@40, 52-64@E AP wifi 802.11ax 3073530 48030 8 B/202.3/1201 /265120
Z ASUSTekC:CAF5:C0 AP wifiza BI2llax  WPAZPSKI(CCMP)  -28/-27/-26 572.5 4 17171 171/ | LJ40MHz E-FizBiiatn:
;»fw £ B e mEmAC v AT 113w MDA FOCE FErRADT _TRf_TRS_TE AT O A FORIR nene FOTATI=F-F120C0-
2 A :
it | | use CommView with AX200 to

ASUSTICCAFS.

capture packets at CH64, save trace
file as ncfx TamoSoft format, then
export it as pcapng. ( some filtered)

461 Beacon framo, SK-2435, N-0, Flage-..
Fla

S

30.500CP 9 OHCP Discaver - Tramsaction 1D GxshNCET
BAONP 304 (NP Dffer - Tramaction 10 Gesbiae)
W.5OHNCP  0BONP Prmuest - Tramsaction 10 Gesh3ae?
BSDHD 304 DGR K Teavsan tien 10 fush 37
ABTC0 150 Ko (ping) request  Li-Ba7b6, sqea/d, T11-64 {
1360.222299 -3 g 1.1.1.1 oo Data 45100 158 Ecne (ping) reply  d-Ba7bG, soq-a/m, ttlese (
1470, 111200 50 d 16,0.0.295 s pata 30.50HCP 39 0MCP Release - Transaction 1D Gush3mccs



Origina

| ncfx file:beacon frame

from A

@ 07 Fa-T [cleartent-wifio-26-5- 2021 @16-41-52-500.ncf]
IrdlbiF) 8IS JILEFIR)

> -Wireless Packet Info
5 -BO211

e

»
>
»
>
>
>
»
»
>
>
v

<

<

<

[VRVRVIVIRVIY

- Gapability Information: 00601 {1281

~WHT Tx Power Envelope (IEEE Std 802.11ac/D8.0)
-Ext tag: HE Gapabilities ({IEEE Std 802.11ax/D3.0)

-Ext tag: HE Operation (IEEE Std 802.11ax/D3.0)

-Ext tag: Spatial Reuse Parameter Set

Isduly]
Timestamp: 82329654 zec
Beacon Interval: 0x0064 (100) - 102400 msec

531D parameter get

Tae: 5510 parameter set {0x0)
Tae leneth: §

SEID: wifif

Supported rates

Gurrent Channel: 116 - B580 MHz
Tratfic indication map (TIM): 0200 Mo frames butfered)
Country Information

- Power Congstraint

- TPG Report element
~HT Capabilities element
~HT Information element
-Extended Capabilities

WHT Capabilities
WHT Operation

Ext tag length: 46

~HE MAC Capabilities Information
HE Phy Capabilities Information

-+ T Ra HE-MCS NS5 Support

> -PPE Thresholds

:
?
2

Ext tag length: 6

5 -HE Operation Parameters: (x3FF4
3 -B33 Color Information: 0x26
> -Basic HE-MCS and NS5 Set: 0xFFFC

Ext tag length: |
Ext tag number: Spatial Reuse Parameter Set (30)
> -8R Gontrok 0x3

Ext tag: MU EDGA Parameter Set
Ext tag leneth: 13

Ext tag number: MU EDG# Parameter Set (38)
QoS Information (AP 0x0

~-MUAC_BE Parameter Record

~-MUAC_BK Parameter Record

~MUAC NI Parameter Record

MUAC WO Parameter Record

>
>
>

~

Mendor specific: MIGROSOFT CORP, WME

-Wendor specific: Atheros Gommunications, Inc.

~Mendor specific: (221), Qualcomm Ine, Tag not interpreted
-Mendor spec
-Mendor spec

(221), Qualcomm Inc, Tag not interpreted
(221), Qualcomm Inc. Tae nat interpreted
Wendor specific: MICROSOFT CORP. WPS

Ext tag number: HE Capabilities (IEEE Std $02.11ax/D3.0) (35) wur

Ext tag number: HE Operation (IEEE Std 802.11ax/D3.0) (36) FAMGT/BEAL,  ASLISTek i 4: Broacicast ASLISTEKT 7,

Joral EETMAC HEERMAC BSEID - . EERP E. X B
FANGT/BEAC..  ASLISTekCL4d Brosccast  ASUSTeRC., P M. P MA

SSID W|f|6

690 MNGT."ACTI . ApplendEBID ASUSTEI(C:O
691 MMGT/BEAL.,  ASLSTekC:Cd: Broacicast
(92 MAMGT/BEAT..  ASUSTeERI:CH: Broaccast
693 MMNGTACTION AppleddERID ASUSTekC.
ApplerERID

Broadcast

EMCR.DATA Apple"l(]'EB:GD

FAMGT/BEAC..  ASLSTekI 4, Broadcast L7 M

T0R MMGT/BEAC..  ASUSTekC:C4FS:.,  Broadcast : 7N
ENCR.DATA  Fortinet:B: EA'BA App\E 1ER. ? N.-’A
bt oo

MfA
NfA

-3 B

713 EMCR.DATA ApplenERID Fortinet:B2:6..

ASLISTekT FTIM? N N MR

697 EMCR.DATA  Appled®:EBID Fortinet:Bd:6. 216.2 [HE ..
698 EMCR.DATA  Appledd:EBAD 216.2 [HE ..
B399 ENCR.DATA Applen1EBOD 2162 [HE ..

2162 [HE .

=71 3403 [HE ..

EMCR. DATA Apple1ERID Fartinet:Bih... ASLISTek: TOM. TR b -38 2162 [HE .
-39 2182 [HE ..

EMCR.DATA  ASUSTekI:d9:7 IM 2 4383 [HE .
724 EMCR.DATA  Appled®:EBID TN 7 41 2162 HE ..
725 EMCR.DATA Apple1ERID UM TN MM MR =47 2162 [HE ..
TR MMGT/BEAC..  ASLSTekIC: UM TN NSRS NS -38 kB
727 MMGT/BEAC.  ASUSTekCA: FOMO? N N MAA <36 6
728 EMCR.DATA  ApplenEBID FOM7 N M MAA 43 2162 HE ..
728 EMCR.DATA  AppledEBID TOM 7N N MAA A4 2162 HE ..
730 MNGT/ACTIO.  Appled:EBID ABLISTekI.. FTUOMO7 N MM N A4 12
731 MMGT/BEAC..  ASUSTekCCAFS:. Brosdcast TUM PN MM MNP 235 6
732 EMCR.DATA Apple1ERID Fartinet:B: UM TN MM MR =43 2162 [HE .
733 MNGTAACTIOW  AppleldEBID ASUSTeRCH. FTIM? N N MR 43 12
734 MMNGT/BEAC.  ASUSTekC:I4FS. Broadcast FOMO? N N MAA -34 6
735 MMGTFACTIOW ApplendEBID ASUSTERCH.. FTOMO? N N MFA 43 12
736 WAMATARAS  ACHETalé v AFE.  RArcadeact ACIIETale T OM P RHA MM R ECI]

#Et
5510 =wifif, [Infra), Ch#116, Seq=9,
cie Crypt, Keyi# ]
(Infra), Ch#116, Seg=1
E, Action=HE Compres:
W, (Infra.,, Ch#116, Seq=1
Categury HE, Action=HE Compres:
551D =wifif, (Infra, Ch#116, Seq=1
551D =wifif, [Infra), Ch#116, Seq=1
Category=HE, Adtion=HE Compres:
WEP: Can't decrypt, Key#1

551D =wifif, [Infra,, Ch#116, Seg=1
WEP: Zan't decrypt, Key#1
WEP: Can't decrypt, Key#l
WEP: Can't decrypt, Key#1
WEP: Can't decryut, Key#1

S5ID=wifih, [Infra), Ch#116, Seg=1
WPA Can't decrypt

WEP: Can't decrypt, Key#1
WEP: Can't decrypt, Key#1
5510 =wifif [Infra. Chi# 116, Seg

WP Zan't decrypt
WEP: Can't decrypt, Key#l
WEP: Can't decrypt, Key#1
551D =wifih, [Infra,), Ch#116, Seg=2
551D =wifif, (Infra,), Ch#116, Seg=2
WEP:Can't decrypt, Key#1
WEP: Can't decrypt, Key#1
Category=HE, Action=HE Compres:
551D =wifif, (Infra, Ch#116, Seq=2-
WEP: Can't decrypt, Key#1
Category=HE, Adtion=HE Compres:
551D =wifif, (Infra,), h#116, Seg=2
Category=HE, Action=HE Comprest

ECIN—wifif finfra% ©h #1916 Can-

#sf21veu

14



Sample trace file: cleartext.pcapng

(N

Mo

Time Signal [dBm)  Source Destination Type/Subtype Data rate (Mb/s) Protacal Length  Info

'50.000000 -33 dBm ASUSTekC c4:f5:c4 Broadcast Beacon frame 6 802.11 461 Beacon frame, SH=2435, FN=@, Flags=........ , BI=1
2 40.470368 -48 dBm le:67:17:b3:57:dc Broadcast Probe Request 6 802.11 150 Probe Request, SHN=479, FN=@, Flags=........ , SSID
340.47169@ -34 dBm ASUSTekC_c4:15:c4 le:67:17:b3:57:dc Probe Response 6 802.11 583 Probe Response, SN=135, FN=0, Flags=........ , BI=
4 44.,603499 -43 dBm 96:0f:5b:dd:20:fa ASUSTekC c4:f5:c4 Authentication 6802.11 97 Authentication, SN=2, FN=@, Flags=........
544.605019 -33 dBm ASUSTekC c4:f5:c4 @6:@f:5b:dd:20:fa Authentication 6802.11 62 Authentication, SN=0, FN=0@, Flags=........

6 44.606089 -45 dBm 06:8f:5b:dd:20:1a ASUSTek(_c4:15:c4 Association Request 6 802,11 212 Association Request, SN=3, FN=0, Flags=........ >
7 44.623086 -33 dBm ASUSTekC cd:15:c4 ©6:81:5b:dd:28:fa Association Response 6 802.11 318 Association Response, SN=1, FN=0, Flags=........
845.061886 -42 dBm 0.0.0.0 255,255,255.255 (oS Data 30.5 DHCP 398 DHCP Discover - Transaction ID @x5b3@8cc7
946.141916 -38 dBm 19.9.d@.1 255,255,255.255 (oS Data 3.5 DHCP 394 DHCP Offer - Transaction ID @x5b3@8cc?
10 47.145180 -44 dBm ©.9.0.0 255,255,255.255 (oS Data 30.5 DHCP 398 DHCP Request - Transaction ID @x5b388cc7
11 47.154569 -37 dBm 10.0.0.1 255,255,255.255 (oS Data 3.5 DHCP 394 DHCP ACK - Transaction ID @x5b3@8cc?
12 60.196152 -46 dBm 10.9.9.206 1.1.1.1 QoS Data 49 ICMP 154 Echo (ping) request id=@x27b6, seq=0/@, ttl=64 (
13 60.222299 -36 dBm 1.1.1.1 10.0.0.206 QoS Data 49 ICMP 150 Echo (ping) reply id=0x27b6, seq=0/@, ttl=56 (
14 70.111280 -50 dBm 10.9.6.206 190.9.0.1 QoS Data 3@.5 DHCP 3928 DHCP Release - Transaction ID @x5h388ccg

cleartext.pcapng is a kind of typical communication between
STA(06:0f:5b:dd:20:fa) and AP(ASUSTekC_c4:f5:c4)

Note: iPad pro uses private mac address so Probe Request and
Probe Response frame’s mac address is not match correctly.

There are tons of fields, so we focus main fields and functionss



aaaaaaaaa

0000000 (Beazan frame, SHEZ435, FNZ0, Flas.

Prabe Respanzs, §4=135, FNZ0, Flags"...... BE100, S50=wiie

Asadsismion Request SNS3, NS0, Flagss......, SEDEifia

DHCP Relzase — Trenzsstion D OuSba0dcsd

® #1 STA(iPad Pro) receive ASUS(SSID is wifi6) Beacon
® #2 #3 Probe Request <> Probe Response

® #4 #5 Authentication (Open System)

@® #6 #7 Association Request <> Association Response
® #8-#14 Plaintext Data such as DHCP, ICMP

@® #15 Disassociate from STA



#1 Beacon from AP

Frame 1: 461 bytes on wire (3688 bits), 461 bytes captured {3688 bits) on interface unknown, id 8 -
Radiotap Header w8, Length 32

892.11 radio information

IEEE 802.11 Beacon frame, Flags: ........ #sf21veu

IEEE 802.11 Wireless Management

> Fixed parameters (12 bytes)

v Tagged parameters (393 bytes)
> Tag: SSID parameter sol e
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
> Tag: DS Parameter set: Current Channel: 64
> Tag: Traffic Indication Map (TIM): DTIM 1 of 1 bitmap
> Tag: Country Information: Country Code P, Environment Any
> Tag: Power Constraint: 3
> Tag: TPC Report Transmit Power: 20, Link Margin: @
> Tag: HT Capabilities (882.11n D1.18)
> Tag: HT Information {892.11n D1.1@)
Siilaliiaiennilinlals Ext. tag HE Capabilities (IEEE Std 802.11ax/D3.0)
> Tag: WHT Capabilities
> Tag: WHT Operation
> Tag: WHT Tx Power Envelope

. Ext Tag: HE Copabilities (TEEE Std 502,110 Ext. tag HE Operation (IEEE Std 802.11ax/D3.0)
> Ext Tag: HE Operation (IEEE Std 802.1l1ax/D3.0 -
» Ext Tag: Spatial Reuse Paramefer Set Ext. tag Spatial Reuse Parameter Set)

» Ext Tag: MU EDCA Parameter Set
> Tag: Wendor Specific: Microsoft Corp.: WMM/WME: Par

> Tag: Wendor Specific: Atheros Communications, Inc.: EXt tag MU EDCA Parameter Set
> Tag: Wendor Specific: Qualcomm Inc.

> Tag: Wendor Specific: Qualcomm Inc.

> Tag: Wendor Specific: Qualcomm Inc.
> Tag: Wendor Specific: Microsoft Corp.: WPS ]:7




HE Capabilities show ax specification of AP

v~ Ext Tag: HE Capabilities (IEEE Std 882.11ax/D3.8)
Tag Mumber: Element ID Extension (255)
Ext Tag length: 46
Ext Tag Wumber: HE Capabilities (IEEE Std 882.11ax/D3.8) (35)
HE MAC Capabilities Information: 8x0a421a88210d
~ HE Phy Capabilities Information #Sf21veu
....... @ = Reserved: 0x8
0008 810, = Channel Width Set: @xB2
Bits 8 to 23: @xBcol
Bits 24 to 39: @x7d38 ol st
T HE Capabilities are parts o
Bits 56 to 71: @u@llc
Bits 72 to 87: DxPBeg

bt IEEEB02.11 Wireless Management

v Rx HE-MCS Map <= 88 MHz: Oxaaaa

.............. 18 = Max HE-MCS for 1 SS: Support for HE-MCS 8-11 (2x2) h d f B f d
........ vees 100, = Max HE-MCS for 2 S5: Support for HE-MCS 9-11 (9x2) ea er O eaSOn rame’ an
........ ..1@ (... = Max HE-MCS for 3 S55: Support for HE-MCS @-11 (@x2)
........ 1@.. .... = Max HE-MCS for 4 S5: Support for HE-MCS 9-11 (&x2) o ) o o o
______ o T T e v for 5 St gt for HEES 011 (0w they include AP’s Spec]f]cat]on of
P = Max HE-MCS for & S5: Support for HE-MCS ©0-11 (@x2)
R = Max HE-MCS for 7 55: Support for HE-MCS @-11 (@x2)
8

L NS for 585 S or AENGS 221 (0 IEEE802.11ax, there are a lot of

.............. 10 = Max HE-MCS for 1 S5: Support for HE-MCS 2-11 (9x2)
........ ... 1B, = Max HE-MCS for 2 S5: Support for HE-MCS @-11 (@x2) hd
........ .18 _o.. = Max HE-MCS for 3 55: Support for HE-MCS 6-11 (&x2) .Ie S Or exam p e Su ppo rte
........ 18.. .... = Max HE-MCS for 4 SS: Support for HE-MCS 8-11 (@x2) , ,
...... 19 ... .... = Max HE-MCS for 5 S5: Support for HE-MCS 9-11 (@x2) .
AU [ T = Max HE-MCS for 6 S5: Support for HE-MCS 0-11 (9x2) H E_MCS and NSS Set W'I th RX/TX
LAl il Ll = Max HE-MCS for 7 SS: Support for HE-MCS @8-11 (@x2)
I = Max HE-MCS for 8 SS: Support for HE-MCS B8-11 (@x2 . R
~ PPE Threshcolds
MCS number with Spatial Streams
o e = wl T A Rytma sl Ohef

o oot 22 and RU allocation.

RU allocation: 484
RU allocation: 996 18
RU allocation: 2x996




#2 Probe Request from STA

> Frame 2: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits) on ii -
> Radiotap Header v®, Length 32

> 862.11 radio information

> IEEE 802.11 Probe Request, Flags: ........ #sf21veu

~ IEEE 862.11 Wireless Management
v Tagged parameters (94 bytes) R R R
gt SSID parmeter sets: Wildcard SIS Wildcard SSID ( for the first time from STA)
> Tag: Supported Rates &(B), 9, 12(B), 12, 24(B), 36, 48, 54, [Mbit/sec]
> Tag: HT Capabilities (802.11n D1.1@)
> Tag: Extended Capabilities (8 octets)
> Tag: ¥HT Capabilities
v Ext Tag: HE Capabilities (IEEE Std 8202.11ax/D3.0)
Tag Humber: Element ID Extension (255)
Ext Tag length: 27
Ext Tag Mumber: HE Capabilities (IEEE Std £02.1lax/D
> HE MAC Capabilities Information: @xS80000008030
v~ HE Phy Capabilities Information HE PHY Capabllltles
> waes «..@ = Reserved: @x@
> 0100 010. = Channel Width Set: @x22
> Bits 8 to 23: 0x923@
> Bits 24 to 39: ox1dée
> Bits 4@ to 55: @x9{é0
> Bits 56 to 71: @x@0p8
> Bits 72 to 87: @x@oec
v Supported HE-MCS and NSS Set
v Rx and Tx MCS Maps <= 8@ MHz
> Rx HE-MCS Map <= 80 MHz: @xtffa
> Tx HE-MCS Map <= 8@ MHz: @xfffa
> PPE Thresholds

Ext. tag HE Capabilities (IEEE Std 802.11ax/D3.0)

HE MAC Capabilities

Supported HE-MCS and NSS Set

PPE Thresholds 19



STA sends ax specification of AP

v Ext Tag: HE Capabilities (IEEE Std 862.1lax/D3.0)

Tag Mumber: Element ID Extension (255)
Ext Tag length: 27

Ext Tag Number: HE Capabilities (IEEE Std 202.1lax/D3.8) (35)
HE MAC Capabilities Information: @x800000820801

v~ HE Phy Capabilities Information

....... 0 = Reserved: 9x@

9100 010. = Channel Width Set: @x22
Bits 8 to 23: @x0230

Bits 24 to 39: ox1des

Bits 4@ to 55: 0x9fod

Bits 56 to 71: 0x@pas

Bits 72 to 87: Ox@pac

Supported HE-MCS and MSS Set
~ Rx and Tx MCS Maps <= 88 MHz
~ Rx HE-MCS Map <= 8@ MHz: @xfffa
.............. 18 = Max HE-MCS
............ 18.. = Max HE-MCS
.......... 11 .... = Max HE-MCS
........ 11.. .... = Max HE-MCS
...... 11 .... .... = Max HE-MCS
[ N = Max HE-MCS
R T = Max HE-MCS
N = Max HE-MCS
Tx HE-MCS Map <= 8@ MHz: @xfffa
~ PPE Thresholds
ees ABB1 = NSS: 1
.811 1... = RU Index Bitmask: &x7
~ NSS @
RU allocation: 242
RU allocation: 434
RU allocation: 996
HSS 1

for
for
for
for
for
for
for
for

0~ R W N

5S¢t
S5:
S5:
S5:
55:
SS:
SS:
SS:

Support for HE-MCS 8-11 (0x2)
Support for HE-MCS @-11 (@x2)

Not
Not
Not
Not
Not
Not

supported
supported
supported
supported
supported
supported

for
for
for
for
for
for

HE
HE
HE
HE
HE
HE

PPDUs (@x3)
PPDUs (@x3)
PPDUs (@x3)
PPDUs (@x3)
PPDUs (@x3)
PPDUs (@x3)

&»

#sf21veu

STA sends |IEEE802.11ax
specification in Probe Request
frame. There are a lot of fields,

For example, STA sends
supported MCS, bandwidth, RU
allocation in HE-MCS and NSS
Set and PPE Thresholds fields.

20



#3 Probe Response from AP

Frame 3: 583 bytes on wire (4664 bits), 583 bytes captured (4664 bits) on 1 -
Radiotap Header v@, Length 32

802.11 radio information
TEEE 802.11 Probe Response, Flags: ........ #sf21veu
IEEE 802.11 Wireless Management
> Fixed parameters (12 bytes)
v Tagged parameters (515 bytes)
> Tag: SSID parameter set: wifi6
> Tag: Supported Rates &(B), 9, 12(B), 18, 24(B), 36, 42, 54, [Mbit/sec]
> Tag: DS Parameter set: Current Channel: 64
> Tag: Country Information: Country Code JP, Environment Any
> Tag: Power Constraint: 3
> Tag: TPC Report Transmit Power: 2@, Link Margin: @
> Tag: HT Capabilities (802.11n D1.10)
> Tag: HT Information (262.11n D1.18)
> Tag: Extended Capabilities (10 octets)
> Tag: YHT Capabilities —
» Tag: VHT Operation Ext. tag HE Capabilities (IEEE Std 802.11ax/D3.0)
> Tag: YHT Tx Power Envelope
> Ext Tag: HE Capabilities (IEEE Std £02.11ax/D3.0)
» Ext Tag: HE Operation (IFEF Std 802.11ax/D3.0) Ext. tag HE Operation (IEEE Std 802.11ax/D3.0)
> Ext Tag: Spatial Reuse Parameter Set
> Ext Tag: MU EDCA Parameter Set .
> Tag: Yendor Specific: Microsoft Corp.= jibe Daramete EXt. tag Spatlal Reuse Parameter Set
> Tag: Yendor Specific: Atheros Communications, abai li
> Tag: Yendor Specific: Qualcomm Inc.
> Tag: Yendor Specific: Microsoft Corp.: WPS Ext Tag: MU EDCA Parameter Set
> Tag: Vendor Specific: Qualcomm Inc. 21
> Tag: Yendor Specific: Qualcomm Inc.




AP sends IEEE802.11ax specification

~ Ext Tag: HE Capabilities (IEEE Std 882.1lax/D3.@)
Tag Number: Element ID Extension (255)
Ext Tag length: 46
Ext Tag Number: HE Capabilities (IEEE $td 862.1lax/D3.0) (35)
HE MAC Capabilities Information: @x@@4@laegeled
v HE Phy Capabilities Information
...y .[.JB = Reserved: Ox@ #Sf21veu
0000 @10. = Channel Width Set: oxe2
Bits & to 23: @x0c60
Bits 24 to 39: @x7ds8g
Bits 40 to 55: @x83c7 ol 24
e s HE Capabilities are parts o

B

IEEE802.11 Wireless Management

........ ..18 = Max HE-MCS for 1 $S: Support for HE-MCS ©-11 (©x2;

........ 10.. = Max HE-MCS for 2 S5: Support for HE-MCS €-11 (@x2.

...... 10 .... = Max HE-MCS for 3 SS5: Support for HE-MCS @©-11 (@x2) ea er O rO e eSpOnse ral I le
vees 100, .... = Max HE-MCS for 4 S5: Support for HE-MCS ©-11 (0x2' )

.o 210 ... ... = Max HE-MCS for 5 SS: Support for HE-MCS @-11 (@x2) ° ) .
AT T vvv. = Max HE-MCS for 6 55: Support for HE-MCS @-11 (@x2' and the 'InClUde AP S 1 1 aX Sett'ln
R [ R .ve. = Max HE-MCS for 7 SS: Support for HE-MCS 6-11 (@x2; L4
L Max HE-MCS for 8 55: Support for HE-MCS ©-11 (8x2)

oo BT o 0 0 to STA. There are a lot of fields,

GO for example, supported HE-MCS

B and NSS Set with RX/TX MCS
number with Spatial Streams and
RU allocation.

NSS

NSS
NSS

Ext Tag: HE Operation (IEEE Std 882.11ax/D3.@) 22

Ext Tag: Spatial Reuse Parameter Set

Ext Tag: MU EDCA Parameter Set

~SIC R W N =



#4 #5 Authentication (Open System) A

Frame 4: 97 bytes on wire (776 bits), 97 bytes: Frame 5: 62 bytes on wire (496 bits), 62 bytes

Radiotap Header @, Length 32 Radiotap Header v@, Length 32
802 .11 radio information 802 .11 radio information
TEEE 802.11 Authentication, Flags: ........ TEEE 802.11 Authentication, Flags: ........
TEEE 802.11 Wireless Management v TEEE 882.11 Wireless Management
v Fixed parameters (6 bytes) v Fixed parameters {6 bytes)
Authentication Algorithm: Open System (@) Authentication Algorithm: Open System (@)

Authentication SEQ: &x0001 Authentication SEQ: @x0082
Status code: Successful (0x0000) code: Successful (0x0000)

v Tagged parameters (35 bytes) Authentication Algorithm: Open System
Tag: Extended Capabilities (8 octets)
Tag: Yendor Specific: Apple, Inc.
Tag: Yendor Specific: Broadcom

Status code: Successful

Tag: Extend Capabilities

Tag: Vendor Specific: Apple and Broadcom

Authentication process of 11ax is the same as other legacy
Wi-Fi, just check SSID name using Open System algorithm

23



#6 Association Request from STA

Frame 6: 212 bytes on wire (1696 bits), 212 bytes captured (1696 bits) on inter -
Radiotap Header v@, Length 32

862.11 radio information
TEEE 802.11 Association Request, Flags: ........ #sf21veu
IEEE 802.11 Wireless Management
> Fixed parameters (4 bytes)
> Tag: S5ID parameter set: wifie
> Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
> Tag: Power Capability Min: -7, Max: 2@
> Tag: Supported Channels
> Tag: HT Capabilities (802.11n D1.18)
> Tag: Extended Capabilities (8 octets)
> Tag: WHT Capabilities
v Ext Tag: HE Capabilities (IEEE Std 802.1lax/D3.0)
Tag HMumber: Element ID Extension (255)
Ext Tag length: 27
Ext Tag Mumber: HE Capabilities (IEEE Std 802.1lax/R
> HE MAC Capabilities Information: 9x300000030801 — -
- HE Phy Capabilities Informatio HE PHY Capabilities Information

> Supported HE-MCS and HSS Set

Ext. tag HE Capabilities (IEEE Std 802.11ax/D3.0)

HE MAC Capabilities Information

- PPE Thresholds Supported HE-MCS and NSS Set
> Tag: VYendor Specific: Apple, Inc.
> Tag: VYendor Specific: Epigram, Inc. PPE Thresholds

> Tag: VYendor Specific: Broadcom
> Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Information Element

24



STA sends actual connection settings

v Ext Tag: HE Capabilities (IEEE Std 202.1lax/D3.0)
Tag Humber: Element ID Extension (255)

Ext Tag length: 27

Ext Tag Number: HE Capabilities (IEEE Std 802.11ax/D3.0) (35)

HE MAC Capabilities Information: @x802020820301

HE Phy Capabilities Information

HE PPDUs (@x3)
HE PPDUs (@x3)
HE PPDUs (@x3)
HE PPDUs (@x3)
HE PPDUs (@x3)
HE PPDUs (@x3)

HE PPDUs (@x3)
HE PPDUs (@x3)
HE PPDUs (@x3)
HE PPDUs (@x3)
HE PPDUs (@x3)
HE PPDUs (@x3)

v orted HE-MCS and NS5 Set
~ Rx and Tx MC5 Maps <= 8@ MHz
~ Rx HE-MCS5 Map <= 80 MHz: @xftfa
.. ..10 = Max HE-MCS for 1 SS: Support for HE-MCS ©-11 (0x2)
... 18.. = Max HE-MCS for 2 $S: Support for HE-MCS ©-11 (@x2)
v w211 ... = Max HE-MCS for 3 55: Not supported for
ceew 11.. = Max HE-MCS5 for 4 55: Not supported for
PR N R = Max HE-MCS for 5 $5: Not supported for
PR N = Max HE-MCS5 for & 55: Not supported for
I B R = Max HE-MCS for 7 55: Not supported for
11.. ... ...+ «u.. = Max HE-MCS for 8 55: Hot supported for
v Tx HE-MCS Map <= 80 MHz: @xfffa
..10 = Max HE-MCS for 1 SS: Support for HE-MCS ©-11 (@x2)
vew 18.. = Max HE-MCS for 2 $S: Support for HE-MCS 8-11 (@x2)
o w11 ... = Max HE-MCS for 3 55: Not supported for
P N = Max HE-MCS for 4 S5: Not supported for
R N = Max HE-MCS for 5 55: Not supported for
PR i = Max HE-MCS5 for & 55: Not supported for
L1 = Max HE-MC5 for 7 55: Not supported tfor
11.. ... Max HE-MCS for 8 $S: Not supported for
v PPE Thresholds
L0901 = NSS: 1
.@11 1... = RU Index Bitmask: @x7
v HSS @

RU allocation: 242
RU allocation: 484
RU allocation: 996
v H5S 1
RU allocation: 242
RU allocation: 484
RU allocation: 996

STA sends actual connection
settings to AP.

® Bandwidth <=80MHz
® MCS 0-11
@® Spatial Streams 1-2

® RU 242,484,996

There are other many setting
information in HE MAC
Capabilities and HE PHY
Capabilities, Supported
Channels, SSID and soon. 25



3.2us Guard Interval Supported/7 N\

~ HE Phy Capabilities Information
vies 20.@ = Reserved: 9x@
v 0100 010. = Channel Width Set: @x22
..0. = 40MHz in 2.4GHz band: Mot supported

1] 1 BPSK
.. .1.. = 40 & 80MHz in the 5GHz band: Supported 1 1 QaPSK
..« ®... = 160MHz in the 5GHz band: Not supported 5 1 apsK
...@ ... = 168/804808MHz in the 5GHz band: Mot supported g 1 1AM
0. ..., = 242 tone RUs in the 2.4GHz band: Mot supported P i 1B CAM
1., .... = 242 tone RUs in the 5GHz band: Supported : : 84-QAM
@... -... = Reserved: 0x@ .
v Bits 2 to 23: Bx8230 £ 1| B
. 0000 = Punctured Preamble RX: Ox@ U g BHEAY
+o:l s... = Device Class: Class B Device (@x1) 8 1 256-Gam
e el ... = LDPC Coding In Payload: Supported d 1 258-0AM
wee. @.. .... = HE SU PPDU With 1x HE-LTF and ©.8us GI: Mot supported 10 1 1024-04M
T T : = 1 1 1024-QAM
[ vevs ool. ..., .... = NDP With 4x HELTF and 3.2us GL: Supported ] 1 2 BPSK
e ST T ST T ot sapporten 1 ? QPSK
vee B0 wuu. wu.. = STBC Rx <= 8@ MHz: Hot supported 2 2 QPSK
...@ ... ... ... = Doppler Tx: Mot supported 3 2 16-CAM
8. ...v v w... = Doppler Rx: Mot supported 4 2 16-CAM
B.. ... .... .... = Full Bandwidth UL MU-MIMO: Not supported 5 2 G- Cuh
n Mol Mo zasi ew A AL MICe e oioa B 7 B CAM
7 2 B4-0AM
a 2 25B6-01AM
q 2 25B6-01AM
10 2 1024-QAM
1 2 1024-QAM

STA support 1.6ps/3.2us Guard Interval, so logical rate is
determined by MCS index from 7.3Mbps to1134.3Mbps

(if STA uses Wi-Fi6 mode)

142
142
314
142
34
23
34
5/6
34
4/
34
4/
142
142
34
142
314
23
34
5/
34
5/6
34
4/

8.6
17.2
258
344
51.6
68.8
74

86

103.2
147
129
143.4
17.2
344
516
68.8
103.2
137.6
154.9
1721
206.5
2284
2581
286.8

731
813
7.5
108.3
1218
1354
183
325
488
65
a7.5
130
148.3
162.5
195
218.7
2438
270.8

7.3
14.6
2149
293
438
98.48
B5.8
731
87.8
897.5
109.7
1218
14.6
293
438
58.5
87.8
17
1316
146.3
175.5
195
2184
2438

17.2
344
51.8
68.8
103.2
1376
154 8
1721
206.5
2284
2881
286.8
344
6B.8
1032
1376
206.5
2753
3087
3441
4128
458 8
516.2
573.5

18.3
32.5
488
65
874
130
146.3
1625
195
216.7
2438
270.8
325
B5
8758
130
195
260
2825
325
380
4333
487.5
541.7

14 .6
29.3
438
58.5
87.8
M7
131.8
146.3
175.8
185
2184
2438
29.3
58.5
87.8
"7
175.8
234
263.3
2925
351
380
438.8
487.5

36
721
108.1
1441
2162
288.2
3243
360.3
4324
4304
5404
6005
721
1441
2182
2882
4324
57648
648.5
7206
BB4.7
560.8
1080.9
1201

30.6
61.3
g1.8
122.8
183.8
245
2758
306.3
367.5
408.3
459.4
4104
B1.3
122.8
183.8
245
367.5
490
8513
B12.5
735
B16.7
818.8
1020.8
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#8 Association Res

v TEEE 862.
Type/S

> Frame

. 000 @
Receiw
Destin
Transm
Source

BSS Id:

Qo8 &

v IEEE 802.

v Fixed
> Capa
Stat

onse from AP

11 Association Response, Flags: ........ e e e e e e e e e e e e e e e e e et m e e mmmm e mmmmmm e e
ubtype: Association Response (@x0001)
Control Field: &x1@0@
009 0011 1100 = Duration: 6@ microseconds
er address: 06:0f:5b:dd:20:fa (06:0f:5b:dd:20:fa)
ation address: 06:0f:5b:dd:20:fa (06:0f:5b:dd:20:fa)
itter address: ASUSTekC c4:f5:c4 (f0:2f:74:c4:f5:c4)
address: ASUSTekC c4:f5:c4 (f0:2f:74:c4:f5:c4)
ASUSTekC c4:15:c4 (f0:21:74:c4:f5:c4)

. 9008 = Fragment number: @

000 0901 .... = Sequence number: 1
11 Wireless Management
parameters (6 bytes)

bilities Information: @x8581 Status Code SUCCGSSfUI
us code: Successful (@x0000)

- HEZO

. .00 0000 PO VBBl = Association ID: @x@@0l ASSOClatlon |D OXOOOO].
v Tagged parameters (256 bytes)

> Tag:
> Tag:
> Tag:
> Tag:
> Tag:
> Tag:
> Ext
> Ext
> Ext
> Ext
> Tag:
> Tag:
> Tag:
> Tag:

Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
HT Capabilities (802.11n D1.1@)
HT Information (862.11n D1.10)
Extended Capabilities (10 octets)
YHT Capabilities

YHT Operation

Tag: HE Capabilities (IEEE Std 802.11ax/D3.0) -
Tag: HE Operation (TEEE Std 802.11ax/D3.0) Ext. tag HE Operation (IEEE Std 802.11ax/D3.0)

Ext. tag HE Capabilities (IEEE Std 802.11ax/D3.0)

Tag: Spatial Reuse Parameter Set
: Vendor Specific: Microsoft Corp.: WM ameter Ext. tag Spatlal Reuse Parameter Set

Vendor Specific: Qualcomm Inc.
Yendor Specific: Qualcomm Inc.
Vendor Specific: Microsoft Corp.: WPS

Ext Tag: MU EDCA Parameter Set
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AP also logged association (HE Bandwidth

Mode

AP linked up layer2 connection to STA

/7N

Association Response means AP
determined setting configuration,
confirmed connection from STA,
and linked up and start actual data
communication with STA.

80MHz TX Max 720Mbps RX Max 286Mbps)

“ HE MAC C.

AHTC HE Support: Supported
TUT Fequester Support: Hot supported
Supported
Support for dynamic frageents in MPDUs or S-MPDUS (1)

agnented HSDUs: 1
Minimm Fragnent S mm payload size of 128 hykes (1)
Trigger Frame MAC Padding Duration: ©
Fulki-TID Aggregation Support: @
HE Link Adaptation Support: Wo feedback if the STA does not provide WE HFB (8)
A11 Ack Support: Mot supported
TS Support: Kot supported
BSR Support: Supported
Broadeast TWT Sugport: Wot supported
32-hit BA Bitmap Support: Wot supported
My cascading Support: Mot supported
#ck-Enabled Agpregation Support: Mot supported
Reserved: o
o Control Support: Supported
OFDRA FA Support: Mot supported
Raxinm A-FPOU Length Exponent Extension: 3
+ Not supported
+ Wot. supported
Hot. supported
Hot supported

QP Support:
BOR Support: Kot sipported

P Responder Role: Mot supported

NP Feedback Report Support: Wot supparted

005 Support: Kot supported

A-KSDU in A-FPEU Support: Supported

Fulti-TID Aggregation TX Suppart: 0

HE Subchanne] Selective Transwission Support: Not supported
UL 2x99%-tene A Support: ot supported

o Control UL M Data Disable RX Support: Not supported

HE Dynamic SM Power Save: Not supported

Punctured Sounding Support: Not supported

WT And T Trigger Frane fX Support: Niot supported

~ HE Phy Capabilities Tnformation

¥ weer .a.B = Reserved: x@
Reserved: @xf
Channel Width Set: @x@2
404z in 2.4GH7 band: Hot supported
40 & 88MHz in the SGHz band: Supported
166MHz in the SGHz band: Not supported
166/80+80M1z in the SGHz band: Mot supported
242 tone s in the 2.4GHz band: Not supported
242 tone RUs in the 5GHz band: Mot supported
Reserved: @xd
: BxBCE0

= Punctured Preanble RX: Bx®

. = Device Class: Class A Device (BxB)

e Coding In Payload: Supported

HE SU PPDU With 1x HE-LTF and ©.8us GI: Supported
Midamble Rx Max NSTS: 1 Space-Time Stream (@x)
HOP With 4x HE-LTF and 3.2us GI: ot supported
STBC Tx <= 89 MHz: Supported

STBC Rx <= 89 MHz: Supported

Doppler Tx: Mot supported

Doppler Rx: Mot supported

Full Bandwidth UL MU-MIMO: Hot supported
Partial Bandwidth UL MU-MIMO: Not supported

[ .
v Bits 24 to 39: ex7des

DCM Max NSS Tx: 1 Space-Time Stream (8x0)
DCM Max Constellation Rx: BPSK (Bx1)

DCM Max NSS Rx: 1 Space-Time Stream (@x8)
Re HE MU PPOU from Hon-AP STA: Not supported
SU Beamformer: Supported

. SU Beanformee: Supported

wres = MU Beamformer: Not supported

. Beanformee STS <= 8@ Miz: @x7

Beamformee STS > 80 MHz: Bx3

..80 = DCH Max Constellation Tx: DCH is not supported (@xd)

~ Bits 40 to 55: @xf3c?

Number 0f Sounding Dimensions <= 89 MHz: 7
Humber 0f Sounding Dimensions > 88 MHz: @

Ng = 16 5U Feedback: Supported

Ng = 16 MU Feedback: Supported

Codebook Size SU Feedback: Supported

Codebook Size MU Feedback: Supported

Triggered SU Beamforming Feedback: Mot supported
Triggered MU Beanforming Feedback: Not supported
Triggered CQL Feedback: Mot supported

Partial Bandwidth Extended Range: Mot supported
Partial Bandwidth DL MU-MIMO: Net supported

PPE Threshold Present: True

1
~ Bits 56 to 71: @x@19¢
SRP-based SR Support: Not supported
Posier Boost Factor ar Support: Not supported
HE 5U PPDU & HE MU PPDU w 4x HE-LTF & .8us GI: Supported
Max Ne: Supported
STBC Tx > 2@ MHz: Not supported
STBC Rx > 28 PHz: Supported
HE ER SU PPDU W 4x HE-LTF & 0.8us GI: Supported
28 MHz In 48 MHz HE PPDU In 2.4GHz Band: Not qlppar‘th
20 MHz In 160/80+80 MHz HE PPDU: Not supported
20 MHz In 160/80488 Miz HE PPDU: Not supported
HE ER SU PPDU W 1x HE-LTF & 9.8us GI: Mot supported
ddanble Re 2x & 1x HE-LTF: Not supported
B0.. ...v seer see. = DOM Max BW: @x@
~ Bits 72 to 27: 6x8008
. ® = Longer Than 16 HE SIG-B OFDM Symbols Support: Mot supported
Non-Triggered CQI Feedback: Not supported
Tx 1824-QAM Support ¢ 242-tene RU: Not supported
RBx 1824-0AM Support < 242-tone RU: Suﬁ)ﬂl‘(éd
Rx Full Bi SU Using HE MU PPDU With Compressed SIGB: Mot supported
Rx Full B SU Using HE MU PPDU With Non-Compressed STGB: Mot supported
Nominal Packet Padding: @ ps for all Constellations (8)
Reserved: @xéd
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AP sends actual connection settings rd

Srted HE-MCS and NSS Set
Rx and Tx MCS Maps <= 80 MHz

v o e ap < 881§Hi:Mgia:2?MCS for 1 $8: Support for HE-MCS @-11 (9x2) AP Sends aCtual ConneCtion

.............. 1

............ 1@.. = Max HE-MCS for 2 $S: Support for HE-MCS @-11 (@x2) R

.......... 10 .... = Max HE-MCS for 3 SS: Support for HE-MCS 0-11 (@x2) tt t S I A

........ 18.. .... = Max HE-MCS for 4 $5: Support for HE-MCS @-11 (@x2) Se ]n S O b

...... 10 .... .... = Max HE-MCS for 5 $S: Support for HE-MCS @-11 (@x2)

vees 100 Lol e = Max HE-MCS for 6 5$5: Support for HE-MCS @-11 (9x2) hd

P L = Max HE-MCS for 7 $5: Support for HE-MCS @-11 (@x2) @ an W] t < - Z
1 = Max HE-MCS for 8 5$S5: Support for HE-MCS @-11 (@x2)

v Tx HE-MCS Map <= 8@ MHz: Oxaaaa

.............. 18 = Max HE-MCS for 1 $5: Support for HE-MCS @-11 (@x2) @ MCS O_ 1 1

............ 1@.. = Max HE-MCS for 2 S$S: Support for HE-MCS @-11 (@x2)

.......... 1@ .... = Max HE-MCS for 3 S$S: Support for HE-MCS @-11 (9x2)

........ 1@.. .... = Max HE-MCS for 4 $S: Support for HE-MCS @-11 (@x2) 4

...... 10 .... .... = Max HE-MCS for 5 $5: Support for HE-MCS @-11 (@x2) @ Spat]al Streams 1 -2

vees 1000 cii waas = Max HE-MCS for & $5: Support for HE-MCS @-11 (@x2)

P L = Max HE-MCS for 7 S$S: Support for HE-MCS @-11 (@x2)

1 = Max HE-MCS for 8 S$S: Support for HE-MCS @-11 (9x2) @ RU 242 484 996 2X996
v PPE Thresholds ) ) )

veas W111 = NSS: 7

111 1... = RU Index Bitmask: &xT

There are other many setting

o information in HE MAC
Capabilities and HE PHY
Capabilities, Supported

Channels, SSID and soon. 20

NSS
NSS
NSS
NSS
NSS

NN R W N




new function: BSS coloring, modified CSMA/CA(“

v BSS Color Information: @xl14

" o1 0100 — BSS Color: @xla In Carrier Sense process, AP/STAs
O,., ... = Partial BSS Color: False wait for a while (timer + random),
B... ... = BSS Color Disabled: False then send frames when they receive
There are many other wireless frames in the same color over RSSI
access point in todays Wi-Fi, you signal threshold.
may see tons of SSID if you are in AP changes Carrier Sense threshold
downtown. WiFi6 uses BS5(Basic dynamically if the color is not same.

Service Set) Coloring, a group of
AP and STAs connected with AP set
“Color” to identify communication.

It means “Oh, other system use the
same Wi-Fi Channel, but not me, so |
loose interferer threshold”

BSS Coloring utilize RF band more efficiently and get better performance

( especially in outdoor, downtown and other congestion wireless network)



new function: Triger frame for TWT /7N

v HE MAC Capabilities Information:
vvas +a@. = TWT Requester Support: Hot supported

« «eea o1.. = TWT Responder Support: Supported
e waas = Trigger Frame MAC Padding Duration: @

v Ext Tag: HE Operation (IEEE Std £@2.11ax/D3.@)
Tag Humber: Element ID Extension (255)
Ext Tag length: &
Ext Tag Number: HE Operation (IEEE Std 802.1l1ax/D3.0) (36)
v HE Operation Parameters: @x083ft4
.................... .18 = Default PE Duration: 4
.................... @... = TWT Required: Mot required

v HE Phy Capabilities Information

v Bits 40 to 55: Ox83c7
............ .111 = Mumber Of Sounding Dimensions <= 8@ MHz: 7
.......... 80 0... = Number Of Sounding Dimensions > 80 MHz: @
vees wesne oles wow. = Ng = 16 SU Feedback: Supported
........ l1... .... = Ng = 16 MU Feedback: Supported
....... 1.... .... = Codebook Size SU Feedback: Supported
+ wvle vuew wu.. = Codebook Size MU Feedback: Supported
ceee WBL. ... .... = Triggered SU Beamforming Feedback: Mot supported
nooo @Weoo osoo oooo = Triggered MU Beamforming Feedback: Hot supported
P = Triggered CQI Feedback: Not supported

oxeednlanzated 1N legacy Wi-Fi we have to use power

management flag to sleep or wake up all

STAs in BSS R
...... 08 = DS status: Not leaving DS
. .@.. = More Fragments: This is th
... B... = Retry: Frame is not being
@ .... = PWR MGT: STA will stay up

TWT (Target Wake T1me) is the new Wi-Fi6
mechanism that set individual sleep time
between AP and STAs

STA set individual wake time in association.
AP sends trigger packet to wake up the STA
and STA sends back if needed.

WiFié also use CSI(Channel State
Information) from chipset for beamforming.

TWT (Target Wake Time) is the best solution for IoT devices




AP specification

~ HE Phy Capabilities Information
....... 0 = Reserved: @x@
~ 9109 810, = Channel Width Set: @x22
..9. = 48MHz in 2.4GHz band: Not supported

. .1.. = 40 & 80MHz in the 5GHz band: Supported
v... B... = 168MHz in the 5GHz band: Mot supported
. @ ... = 160/80+80MHz in the 5GHz band: Not supported
..0. .... = 242 tone RUs in the 2.4GHz band: Not supported
.1.. .... = 242 tone RUs in the 5GHz band: Supported

Reserved:
v Bits 8 to 23: @x@23@

=
I

............ Q0ad =

Oxe

Punctured Preamble RX: @x@

Device Llass: Class B Device (ox1) ]

LODC Codimg T Do) ood. Suppont vl
=3 -

HE SU PPDU With 1x HE-LTF and @.8us GI: Hot supportej

HNDP With 4x HE-LTF and 3.2us GI: Supported
STBC Tx <= 80 MHz: Not supported

= STBC Rx <= 8@ MHz: Not supported

Doppler Tx: Not supported
Doppler Rx: Not supported
Full Bandwidth UL MU-MIMO: Not supported

L P T T T T Tt PN SR |

v Supported HE-MCS and HSS Set

~ Rx and Tx MCS Maps <= 8@ MHz
@xaaaa

v Rx HE-MCS Map <= 8@ MHz:

veo.a10 =
ceae 10, =
P L
cees 100, L. =
P 1
P L
P L I
L
~ Tx HE-MCS Map <= 8@ MHz:
.10 =
e 1000 =
P 1 e
P 1 P
PR L e
e 180 Ll ol =
P L R
100s cvnn anns waes =
v PPE Thresholds
vew. 111 = NSS: 7
.111 1... = RU Index Bitma

~ NSS @
RU allocation: 242
RU allocation: 484
RU allocation: 996
RU allocation: 2x996

Max
Max
Max
Max
Max
Max
Max
Max

HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS

@xaaaa

Max
Max
Max
Max
Max
Max
Max
Max

sk:

HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS

oxf

for
for
tor
for
for
for
for
for

for
for
for
for
for
for
for
for

00~ 3w B W N

0~ G R W N

55:
55:
55:
55:
55:
S5:
S5:
S5:

55:
55:
55:
55:
55:
55:
55:
55:

Support
Support
Support
Support
Support
Support
Support
Support

Support
Support
Support
Support
Support
Support
Support
Support

for
for
tor
for
for
for
for
for

for
for
for
for
for
for
for
for

HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS

HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS
HE-MCS

2-11
2-11
2-11
8-11
8-11
B-11
B-11
B-11

e-11
e-11
e-11
e-11
e-11
2-11
2-11
2-11

(@x2)

(0x2)
(@x2) '
{(0x2)
{(0x2)
(0x2) u

(@0x2)
(@0x2)

(0x2)
(0x2)
(0x2)
(0x2)
(0x2)
(0x2)
(0x2)
(0x2)

AP support 0.8us/1.6pus Guard Interval, 8 Spatial Streams, HE
MCS 0-11 and RU tone 242,484,996.
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#8-#14 Plaintext Data such as DHCP, ICMP

> Frame 8: 398 bytes on wire (3184 bits), 398 bytes captured (3184 bits) o
> Radiotap Header v@, Length 32
> 8@2.11 radic information

v IEEE 892.11 QoS Data, Flags: o...... T -

Type/Subtype: QoS Data (@x0028)

e o~ Gerein 6 Frame type_subtype: Data Subtype 8 #sF21veu
. 10.. = Type: Data frame (2)

1600 .... = Subtype: 8
v Flags: @x81

..0? = DS status: Frame from STA to DS via an AP (To DS: 1 Fr Data frames uses Common IEEE802. 1 1 mac

More Fragments: This is the last fragment

o -
=
o

Retry: Frame is not being retransmitted

16 L - PRKGT: STA il sty up frame format including HT Control information

More Data: Mo data buffered

N . Protected flag: Data is not protected o
Lol L AT flag: Strietly ovdered header that have HE (IEEE802.11ax) flag is True
.000 9000 0010 1100 = Duration: 44 microseconds

Receiver address: ASUSTekC_c4:f5:c4 (f@:2f:74:c4:f5:c4)

Transmitter address: 06:0f:5b:dd:28:fa (06:0f:5b:dd:26:fa)

Destination address: Broadcast {(ff:ff:ff:ff:ff:ff)

Source address: 86:0f:5b:dd:20:fa (06:0f:5b:dd:20:fa)

BSS Id: ASUSTekC_c4:f5:c4 (f@:2f:74:c4:f5:c4)

STA address: 86:8f:5b:dd:20:fa (86:0f:5b:dd:28:fa)

............ 9009 = Fragment number: @

0000 000@ BO81 .... = Sequence number: 1

Qos Control: @x2116

HT Control (+HTC): @x00@eb2ot

............................... 1 = VHT: True
 ppregte comtros moem HT Control (+HTC) header

© .
®
[

<

.......................... 00 .... Deltd

........................ 11.. .... = ACI High: © .

...................... 10 ... ... = Scalirz:g Factor: HE True (IEEE80211aX)
.............. 00 00e0 @0.. .... .... = Queue Size High: 0x@®

...... 00 000D 00.. .... tuar sars 2ea. = Queue Size All: Ox00

Logical-Link Control
Internet Protocol Version 4, Src: 8.0.0.0, Dst: 255.255.255.255

User Datagram Protocol, Src Port: 68, Dst Port: 67 Aggregate Control Header 33

Dynamic Host Configuration Protocol (Discover)



Unfortunately some Radiotap Header and RF
information do not export correctlv (for now)

FoR3L o EETIMAC Z{SHMAC  BSSID EE. EERP X E.
1 IRJCMP Fortinet:BiGAEL  OGAFSEDD.L. ASUSTERT.. @‘I FoA0uw. MAA MAA
v Radiotap Header v@, Length 32 G ASUSTERC:., BB 1. 7 10, MJA A

Header revision: @
Header pad: @
Header length:
Present flags
MAC timestamp:
Flags: ox0@

32

162202@459156883

Data Rate: 49.8 Mb/s )

Channel
Channel
Antenna
Antenna
Channel
Channel
Channel

frequency: 5320 [A 64]
flags: @x814@, Orthogona:
signal: -46 dBm

noise: -92 dBm

number: &4

frequency: 5320

tlags: 9x00000149, Orthor

v 802.11 radio information

¢

PAY type: 902.11a (OFDM) (5)

)

Turbo type: Mon-turbo (@)

Data rate: 49.8 Mb/s

Channel: &4

Frequency: 532@MHz

Signal strength (dBm): -46 dBm

Noise level (dBm): -92 dBm

Signal/noise ratio (dB): 46 dB

TSF timestamp: 1622028459456883
v [Duration: 44usl

@ 09P1-7- 11118 10.00.206 Ik

JrAILF &S J4ILFR)
w iifireless Packet Info
- Signal level: 98%
- Signal level in dBm: -36
- Noize level in dBm: 95
- Rate: 1201.0 Mbps
.. Rate type: 802.11ax (OFDM)
.. Bard: 5 GHz
- Channel: 64 - 5320 MHz
. Streams: 0x2 (2)
- Guard Interval 08 ps
- Channel width: 02 (2) - 80 MHz
-5 AH: 26-5-2021
- FEETOERET: 18:14:19.483030
TR0 0.000009
Pl LA 2 118 i
D= LT D
w8021
-Frame Gontrol: 0x0285 (548)
. Duration: 00020 (443
.. Destination Address: 06:0F:5B:D0:20:F 4
.. BSS I0: FO:2F:- 7G4 F R
.. Bource Addrezs: 00:0%:0F-BO:-6A:94
.. Fragtment Number: 00000 {0)
.. Sequence Number: Dx01B6 (438)
Qa3 Control: 0x0000 {0}
v .Logical-Link Control (LLG): Gommand: Unnumbere
- DSAP: SNAP (0xAA)
- IG Bit: Individual
.. DSAP: SHAP (DA a)
- GR. Bit: Command
w - Control field: GCommand: UL Unnumbered frame
L Command: UT {03
... Frame type: Unnumbered frame (3)

.. Oreanization CGode: Encapsulated Ethernet (0x)
- Type: TP {00200
» -Ipwd: Sre = 1111, Dest = 10.0.0.206, Next Protocol
-Iemp: Echo Reply Meszsaee, From 1.1.1.1 To 1000,

#H., E5. -k st
18:14.. =36 1201 [HE MC5 11,55 2, 0w 80) lcmip: Echo Reply Message, From1.1.1.1 To 10.0,0.2406
18:14.. =360 1207 [HE MCS 11, 55 2, OW 8073 lcmp: Echo Reply Message, From 1.1.1.1 To 100,0.208

CommView does not export all
fields in pcapng correctly, PHY
Type, MCS, number of Spatial
Streams, Channel bandwidth
and some fields are omitted,
PHY type, Data rate fields are
not dissected correctly ( for
now ) and Richard-san (Richard
Sharpe) and Guy-san (Guy
Harris) work for Wireshark-side,



#15 Disassociate from STA

Frame 15: 58 bytes on wire (464 bits), 58 bytes captured (464

Radiotap Header v@, Length 32 -
202 .11 radio information _ -
v IEEE 802.11 Disassociate, Flags: ........ Type/Subtype: Disassociate
#sf21veu

Type/Subtype: Disassociate (@x@00a)
Frame Control Field: @xa@0@
.000 0000 V911 1198 = Duration: 6@ microseconds
Receiver address: ASUSTekC c4:f5:c4 (f@:2f:74:c4:15:c4)
Destination address: ASUSTekC c4:f5:c4 (f0:2f:74:c4:f5:c4)
Transmitter address: 86:8f:5b:dd:20:fa (BG:@f:Sb:dd:zﬂ:fa
Source address: @6:0f:5b:dd:20:fa (06:0f:5b:dd:20:fa)
BSS Id: ASUSTekC c4:f5:c4 (f@:2f:74:c4:15:c4)
............ 0000 = Fragment number: @
poee 9101 PB11 .... = Sequence number: 83

v TEEE 862 .11 Wireless Management

v Fixed parameters (2 bytes)
Reason code: Disassociated because sending 5TA is leaving

\

Disassociate from STA

Last frame is common in Wi-Fi, STA says goodbye to AP
using disassociate frame. And AP delete association and

authentication state and disconnect datalink. Done. i



Appendlx ng/1perf3 to w1red PC w1th WPKZ\

® SSID:wifié wielss el

@ Passphrase: Wireshark e

@ BSSID:FO2F74C4F5CO

® STA iPad:060F5BDD20FA
® Channel 128MHz
(1)Connect iPad to AP
(2)Ping to a wired PC

(3)Use iperf3 to measure
throughput
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Appendix Ping/iperf3 to wired PC with WPFZ\

Tools

10.0.0.212
ARP | NDP

Bonjour Browser Interval Byt...

Dashboard ) woe)

1.25 MByte ( 235 Mbit/s)
0.0- 0.0 sec

Routing Table

eeeeeeeeee

Actual throughput is about 200Mbps
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Appendix Ping/iperf3 to wired PC with WPA2{

WER/WPA £ e dh 07 Fa-F- 1000206 TESana/lryk - ul
WER IPOMP BEE HLFR)
B gk gl [l Jora BETMAC  EEAMAC BSSID
Sienal level 1004
=1 - Signal level in dBm: 35
‘ ‘ Woise lovel in dBm: -11 1143 A6OFSBDD . 9182, Paylaacle
- Fater 1144 ASLISTERCCAFS:,  OBOFSBODL, ASLISTEKC:., oy STEPOIt=5201, DstPort=43152, Payloadle
-2 Rate: 12019 Mea 1145 ASLISTERCE ASLISTekE SrePort=5201, DstPort=49182, Payloadl
= Rate type: 802.11ax (OFDIM) X BK reror= . Lsthor= - Payloacle
‘ ‘ .-Band: %DGHZ 1146 ASLISTekCK ASLISTekC s SrcPort=5241, DstPort=43132, Paylaadle
=7 Channet 116 - EE&0 MH= 1147 ASLISTERCE ASLISTERC:. SrePort=5201, DstPort=43182, Payloadle
‘ E ‘ - treams: 02 (2) 1148 ASLISTEkCC ASLISTEkE s,
- Guard Interval 0828 1143 ASLISTERCE ASLISTERC:.
£y} . Charmel widthe 12 (2) - 80 MHz 1150 ASLISTERCC ASLISTERC:., SrePort=5201, DstPort=43142, Paylaacle
EAH: 26-5-2021 1151 ASLISTeRCCAFS: ASLISTERC:. SrcPart=5241, DstPort=49182, Payladlen=
‘ ‘ 53 105R% 17:10:20.060303 ugg EE?EE :;5?& -
T L8R 0000000 ks ki
WPA jb_hg)ﬂ.{f 20 )5k 1154 ASUSTEKCCAFS: ASUSTEKC:.,
. = g D= R 1142 1155 ASLISTERCC ASLISTERC:.
WRA-PSK /AL~ X W) . 80211 1156 ASLISTERCC ASLISTERC:., 170, 36 1201 HE
|w11:eshark | Frame Gontrol: 54288 (17033 1187 ASLISTekCK ASLISTekC s 170, 35 1201 [HE
Duration: 0x002G (44) 1158 ASLSTERCC ASLSTERC:., 1700, 35 1201 HE
== - Destination Address: 0G0F5ED020F A 1158 ASLISTekCC ASLSTekC.
AR, BE.. vl BSS 1D FUOF TEOAFEDA 1160 ASUSTEkCL AEUSTEkC SrcPort=5201, DetPart=43152, Peyloadle
- Source Bddress: FILIF- 740 4FEGE 1161 ASLISTekC K4 ASLISTEkC s, 1710, 35 1201 (HE .. Ten: Flas= . SrcPort=5201 DstPort=43182. Pavicadle
- Fragment Number: 0x0000 (0) 0x0000 00 06 OF SB DD-20 FA F@ 2F 74 (4 F5 (4
--Sequence Mumber: (x0D72 (3442) exaa1a C4 FS (4 20 D7-20 8@ 44 A4 @3 00 02 00
~G03 Controk 00000 (0} axeaza @0 92 28 95 30-49 0@ 80 @5 4C FE @4 00
-Logical-Link Gontrol (LLG): Gommand: Unhumb| | pxpaza 20 02 CE 14 51-C@ 1E 24 89 @8 FA 57 D8
<Ipvd: Sre = 1000212 Dest = 10.00.208, Next Pl| o, ppagp 18 DO B2 AS BF-00 B2 00 00 00 OO 00 90
- Tep: Flags=..A.., SrcPort=5201, DstPort=49182, .
< >
=
TEE

CommView can decrypt WPA2-PSK, so we can see plain iperf
frame if we capture complete 4 set of EAPOL handshake and
enter WPA-PSK passphrase in WEP/WPA key settings.

Export pcapng file is plain text IEEE802.11 trace file.
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Its just an entrance of dissecting WiFiélr‘

We dissected a simple Wi-Fi 6 connection setup process, &»

You may think packet dissection is not changed a lot
from legacy trace, yes we use the same |[EEE802.11
standards, and you may find there are many new

headers and fields specified for IEEE802.11ax.

WiFi6/6E is new protocols so capture tools and software
is now developing and off course Wireshark dissector
will be updated. This is just an entrance of dissecting.
USE WIRESHARK to troubleshoot and debug Wi-Fi 6!!
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USE WIRESHARK (N \

#sf21v

Thank you for watching !l

Please complete the SharkFest Europe app-based survey

Supplemental file
http://www.ikeriri.ne jp/sharkfest

Ny Ikeriri network service
\*_) http://www. ikeriri.ne. jp
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