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(.\ #1 Flow Graph with Conversation Filter (#)

 If you want to grab sequence, retransmission, and
fragmentation between hosts, Flow Graph is a good
idea to visualize packets.

« Open trace file “sf19-1.pcapng” and choose Statistics
> Flow Graph to create Flow Graph

M Wireshark - J0- - 5f19-1.pcapng - O >
YFORG MTFOPG Tozhiba_fibes:67 - &)
B | 202232 75.151 Eroadcast ] oAb
nooonon - 4esE !‘9533 - 50 [5YN] Seq™0 Win=65333 '-! a0 : ! ! TOR: 49538 — 80 [S¥N] S=qe0 Win=5553- -
0209544 49533 G0 = 48638 [STH, ACH] Seqs0 Aakst i 4 i TOP: 80 — 48538 [5YN, ATH] Beam0 Acks
0209989 4953 {9958 — 80 TACH] S Ackel Win=-) 4 i i TCR: 49538 — 80 [ATH] Seam1 Acks1 Win--
1azes I e | ot e Many hosts may be displayed | e s
0298467  4gsss 150 — 49538 [AGH] St Aoke203 Wi | o ' ' E TOP: 80 — 49534 [ATH] Beam1 Ack=253
0304647  4os3s 150 = 49538 [ACH] Secml Ack=283 W | o | | | ToR: 80 — 49533 [ATH] Sem1 Ack283 -
0308622 4ssds £0 ~ 45533 [AK] Seoe 1351 Acke253 | o i i E TCP: 80 — 40534 [ATH] Beam 13581 Acks2-
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( N #1 Flow Graph with Conversation Filter (&

« Wireshark shows Flow Graph of all packets, there may
be tons of hosts in a Flow Graph, so use conversation
filter to focus between 2 hosts you want to.

» Choose a packet that you want to visualize
conversation, right click to choose “Conversatlon Filter

144

> "IPv4” to set display filter. Ao e ,
: Then click B
Statistics > FlowGraph Tre T |

Internet P Copy D 5.
Internet C
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0375100 e IEEI — 49533 [A0K] Beqm 2721 Ack=253--

0379867 o Iksu — 49538 [ACH] Seard 051 Ack=255-

0.379935 T— 5

0334002 v :‘-su — 49538 [ATH] Bear5dd 1 Ack=253-

0445265 e You can visualize
NA4546RD o Iksa ~ 4353 [ACK] Seqr5301 Acke253 | .
0455637 40533 ?” —+ 48538 [ATH] Seqm8151 Ack=253- Between one Conversat|0n
0 4R56EE Ln533 :#9533 — 30 [A0K] Beqm253 Acks9521-

0459840 o Iksu —+ 49533 [ADH] Beam8521 Acks255-

NEN4625 49538 iau —~ 43535 [PEH, ACK] Seam 10851 A

0504681 10533 :ptessa — 30 [AGH] Seqm253 Ack=1224 -

0505671 e :‘-su — 49538 [ATH] Bear12241 Aake25-

Pagivas 18 TOR: L0838 — 30 PACKT Sag=248 Acie=12241 Wh=2d2 148 Lan=
FT A IRICHIER J0—4&R! | All Flows v

TSR
TCR:
TCR:
ToR:
ToR:
TCF:
TCF:
TSR
TSR
TSR
TCR:
TCR:

Save fge

30— 49533 [ATH] S=qm2721 Ack=2--
a0 — 49533 [ACH] Seqed 31 k=2

49533 — 80 [ACHK] Sagm253 Ack=5d -

30 — 49538 [ACH] Segrddd1 Acks2- -

48533 — 80 [ACH] S=q=263 Acks53 -

80 == 49535 [ACH] S=q=5501 Ack=2:

80 = 49533 [ACK] 528151 Ack=2-
49538 — 50 [ATH] S=qm253 Acko95--
30— 49533 [ATH] Seqr8321 Ack=2--
G0 —~ 49533 [FEH, ATH] See-10831 -
49638 — 80 [ACH] Seqm283 Ack=12-

0 — 49538 [ACHK] Sagm 12241 Achks--

FELA | FAT

1tz b
AL

« Check “Limit to display filter” to limit conversation.
* You can visualize Flow Graph between 2 hosts.
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(.\ #1 Flow Graph with Conversation Filter (#)

 If you want to see flow of TCP level connection,

« Choose a packet and right click “"Conversation Filter”
> "TCP”, then select Statistics > Flow Graph, click
“Limit to display filter” and change flow type as TCP.

« Time 2.351631 shows TCP retransmission and you can
also check the same Seq / Ack numbers.

T FMPC .

Eith | 202.232.75.151 Same Seq / Ack says
1948178 yosas h A= Lo, TR0 {20 4= 81331 Ack = 3413 The sent segment is still
L94B4T asa L PSHAGK- Lem 343 a0 9= 53181 Ack = 3413 not ACKed and receive no
1848512 4asas i RSk a0 A% 3413 Ack = 83334

1949560 4@s3 : segment yet.

2301631 4333
2364128 4gsaa F




#2 New Map

« Wireshark 3.x revived Map function and we can
visualize traffic by Map using Endpoints plugin.

« Open “sf19-2.pcapng” and click Statistics > Endpoints
> UDP tab, then click Map > open in browser

M Wireshark . Endpoints - D3 FREEE PEFYY Y. pcapng — ] X
Ethernet « 4 IPwd - 14 1P« 7 TGP - 54 UDP - 25

Address Port  Packets Bytes Tu Packets Te Bytes Rx Packets Ru Bytes ~
8858 53 32 4118 16 2476 16 1643
192.168.11.5 62207 18 2127 ] it ] 1268
192.168.11.5 62208 2197 1 36 1 111
192.168.11.5 62200 4 656 2 264 2 362
192.168.11.5 65132 4 585 2 218 2 377
182.168.11.5 54456 4 Sdd 2 27 2 1T
LR FE I HHE 53 32 4333 16 2624 16 1505
2404 68004004 501 :: 200 443 To3@E2 4 1678 3 1603
240b:10:adc 36500 251 5: 39361 e 364 5TAIS ¢ 239 1 56 1 143
24001 0:adc 06500 231 518086 1 6e%:364 63132 2 264 1 ] 1 IPV6 addreSS range 188
240b:10:a0c0:6500:251 ;6566 15e0:364 52242 z 28 1 82 1 of Japan network 126
20b:10ac 6500 251 5: 39861 et 364 6307 2 254 1 92 1 162 ¥

] Name rezalution [ Limit to digplay filter enabler (‘] PN E) for Endpoint Types *

MAP-E ( tunneling) e v Helo




#2 New Map

eesesan

 Set “Cluster radius” slider to the right edge ( max )
then click blue dot to see UDP in entire Japan area.

« Set “Cluster radius” slider to the left edge (min),
so you can find each address grouped by AS number.

This is a good way

to understand traffic
by L4 protocols
geometrically, such as
country and AS.




#3 TCP Stream Graph

» Wireshark can list up all TCP/UDP connection using
Conversation table, so you can pick up slow connection,
create 5 types of TCP Stream Graph to visualize socket.

 Open “sf19-3.pcapng”, click Statistics >Conversation
> TCP tab to list all TCP sockets and check Duration
column grey bar. (you can also sort the column)

‘ Wireshark - Conwersations - sf19-2-1-slowTCRpcap - m] X
Ethernet - 14 IPvd - 27 IPvh TGP 21 UDP - 14

Address A Port A Address B PortE Packets Bytes Packets A —B Bytes A — B Packets B — A Bytes B — A Rel Start Duration Bits/s A — B Bits/sB— A &
192,168.1.100 1086 £1.113.95.25 & S0 383k 250 13k 250 366k 1880474 5408155 227 5451
192,168.1.101 1154 202224912 &0 17 8354 9 540 8 7514 0000000 117.3800 36 532
192,168.1.101 1193 202.224.5.12 & 3 1E 2 120 1 60 2632179 123527 7 25
192166.1.101 1189 61.113.95.35 80 703 sS4k 351 21k EL BE h ) 218 7601
1821681101 1185 1921681102 138 224810 17 2625 16 227532256652 0.0136 1552k 1241k
192,168,102 1244 £1,113.95.68 sl 406 280k 248 15k 248 265k 0380609 S47.0296 221 5345
1921681.102 1241 202.224.9.13 0 G 5046 E 30 4 4746 9209479 37210 273 4353
182,168,102 1245 202.224.9.13 &0 1 &0 1 &0 bl 028915215 00000 - -
1821681103 1197 £1.112.95.35 & 700 537k 50 21k Eu] 515k 4525043 544.3558 Eak} 7581
1821681103 1199 202.224.8.13 & 1 TEE 2 126 1 642 5765503 00006 - -
1821681103 1196 202.234.8.13 &0 ER)) 3 800 bl DpIATIEET 2309508 3 bl
1821681103 1200 202.234.8.13 & 21 2240 12 966 9 22T4123.20118¢ T1.7757 107 253 ¥

[ Mame resolution [ Limit 1o digplay filter [ Absolute start time

Gonversation Types™

Gopy 7| [Follow Stream=+| | Graph- Help



#3 TCP Stream Graph

« Pick up the conversation which took 546.0800 duration.
« Sort again with Rel Start and count the stream ID

(TCP stream starts with 0, and this connection is 4 )
« Confirm the direction ( from B to A : downstream )

M Wireshark . Conversations » sf19-3-1-slowTCPpeap - m} *
=
e T We look for this slow
Address & Port A Address B Part B Packets Bytes Packets A — B Bytes & — B Packets B — A Bytes B — AJ Rel Start Duration its/s 4 — B Bits/s B — A Q
1921681101 1194 302,324,813 ) 17 8354 ] 540 g TE14 0000000 1173800 36 532 -
192,168,192 1244 £1.113,95.88 o) 496 280k 248 15k 248 365k 0380609 S47.0356 221 5345 CO n n eC IO n
192,168.1.194 1103 61.113.85.35 o) 475 263k 238 14k 237 249k 1,130107 3673557 252 T2
1921681104 1101 202.224.9.13 & 1 i) 1 i3] 2 01550029 0.0000 — —
182.968.1.100 1096 61.113.85.35 &0 500 363k 250 15k 250 365 « S 227 54 r m 4
192.168.1.101 1153 202.224.8.13 &l 31 Z 120 1 60 2633179 123527 77 ] n
192.168.1.101 1189 61.112.85.35 a0 703 540k 351 21k 352 518k 3019858 5460800 Eal TEN
1921681103 1157 61.112.85.35 a0 5Tk 350 21k 350 515k 4,525043 5443559 Eaki 7581
1921681103 1199 202.224.8.13 a0 EX -1 2 126 1 642 5765503 0.0006 — — ress ra a e r O u
1921681102 1241 202.224.8.13 a0 8 5046 5 m 4 4746 9205479 87210 275 4352
1921681102 1245 202.224.8.13 ) 1 60 1 1] 2 028515215 0.0000 — — n =
152,168.1,105 3605 302,354,513 & 26 G224 14 1606 12 6615 52,055020 76,6007 167 658 ¥ fl n d St rea m I n d eX
[] Mame recalution [ Limit to dizplay filter [ Abeolute start time Conversation Twpes ™
Copy T |Follow Stream=- Graphe=* Help
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#3 TCP Stream Graph

» Press Graph button to visualize TCP steam

Time / Sequence (Stevens) : understand stagnation
Time / Sequence (tcptrace) : understand stagnation as well as window size
Throughput : understand theoretical performance and segment length

* You can drag/zoom, and refer each packet number
according to Wireshark main screen.

‘ Sequence Numbers (Stevens) for 61,113,95,35:80 — 192,166,1,100:1096 F) % ‘ Sequence Mumbers iteptrace) for 61.112.05.35:80 — 192.168.1.100:1086 ? ‘ Throughput for 61.113.55,35:80 — 152.168.1.100:1006 (MA4) ? X
Sequence Numbers (Stevens) for 61.113.9535:80 — 192168 1.100:1096 Sequence Numbers (tcptrace) for 61.113.95.35:80 — 192.168.1.100:1096 Throughput for 61.113.95.35:80 — 192.168.1.100:1096 (MA)
<4165 1-slon TCP poap 1193 1-slow TG Ppcap sH9-3-1-slowTCPpeap
- gl Time/Sequence i
1 q - 30000
il Time/Sequence oo |- o - .
o 4
s & soom | (tcptrace) S Jom 3
£ o} tevens 2 S wml , :
£ £ 240000 [ H g
=3 = 5 18000 2
= 180000 | - b [ e e i
8 5 1z0000 [ g 3
z L EH B _aouno [ oo 2
gl & om0 [ & :
b
B00n0 |- gooon [ 180000 [ qeooe =
OFY I n A h h A R | | n | | | 240000 by | | | | | | 10
0 50 1650 20 20 [ 180 0 ] 60 241 320 00 [ 0 ] 160 40 320 00 ]
Time (<) Time (s) Time (<)
Gllck to salact packet 2000 (513,95 lars 1420 saq 392087 ack | wiy §432) — 250 picts, I55KE — 250 picts, ( hytes Fovar ovar 658 graus for darals. — 250 pkts, I55 KO+ 250 pkts, 0 Bytas VAR GVaP 198 SrBpk o GaraRe. — DO pkes, 955 KD - 2E0 pkts, 0 hytas
Type Tite / Sequence (Stevens) Type Time / Sequence (tcpirace) [] Select SAGKs Stream Type Thioughput v WA tiindow (s) 1000000 (3 Stream
Mouse @ drags () zooms Reset Mouse ® drags () zooms Recet Mouse ® drags () zooms Segment Length Throughput  [] Goodput Recet

Save As Close Help Save fis Help Save fis: Close Help




(.\ #3 TCP Stream Graph
« Create Round Trip Time Graph and check RTT

Ave. RTT<1ms Fast Intranet ( may not think about TCP window mechanism
but you still need to think of Delayed ACK (40ms), Nagle and so on.
RTT<50ms Extranet or Domestic Internet (You may think of Retransmission
RTT>100ms International Internet or long range WAN links.

(You must think of TCP receive window control a. k a LFN) !

« Average round trip time is about
100ms in this time ( the plotof O | ./ 1 .-LJ l r“w l
ms just says there are no packet ) - .o I
so let’s create Window scaling Rz 2oom
Graph to determine TCP RWIN

#sflgus ° UC Berkeley o June 8_1 Mouse @ drsgs O zooms



(.\ #3 TCP Stream Graph

« TCP window control mechanism works in big RTT
environment ( it takes long time to ACK, so we need
buffer for efficient conversation. ).

* There are enough margins of TCP wmdow 5|ze

(Green RWIN vs Blue bytes out ) **
 This trace file was capture in

old phone WAN link ( 128kbps )

slow RTT and narrow bandwidth
* You may think about TCP RWIN

in LFN ( Large Fat Network

W

P
&
uuuuuuu

DDDDDDD

ﬂﬂﬂﬂﬂﬂ

DDDDDD

UUUUUU

Window Scaling for 61 113 853580

80 — 182.168.1.100:1096

? X
enough amount of
window that is not used
i ""220;;&'(;'22‘;
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#4 RTP Graph

« Wireshark has Telephony menu to analyze VolIP,
SIP/RTP/RTCP packets and you can also listen too.

« Open “sf19-4.pcapng” and click Telephony >
RTP Streams, and click a row of RTP stream and press
Find Reverse to select forward and reverse streams.
( or Shift + Click to select multiple rows )

« Press Analyze button to see both direction at a glance

M Wireshark . RTP Streams . &f19-4-1-sip.pcapng O

Source Address Source Port Destingtion Address Destination Port 55RC Payload Packets Lost Maw Delta (ms)  Mawx litker Mean Jitker  Status
102,005 Tod2 sip.agile.nejp 137236 Oufads3b3z g7l 353 Q005 40135 0,520 4050
sip.agilenejp 13736 10005 Tod2 Dufacyd842 M1l 352 104023 41,347 2221 1.157

2 etraame, 2 egfactad, FOE fotal packaie. Rglht—olok fow o oudioiss.

Cloze Prepare Filter Exporte=: Copy ™ Bnalvze




-CALIRS
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PR #4 RTP Graph

* Select Forward and Reverse tabs to investigate stream.
* Visualize RTP at a glance to press Graph tab.
Delta: <150ms OK <400ms Alert >400ms NG
Jitter: 20ns — 1 micro sec. ( as the case may be by Human)

M Wireshark . RTP Stream Analysis « sF19-4-1-sip.pcapng - o X M vireshark - RTP Stream Analysis - f19-4-1-sip.pcapng - a x M Wireshark . RTP Stream Analysis - sf19-4-1-sip.pcapng - o X
1 7 15735 Fornard [iEcvers o Gree i 193105088 207 15728 Forward | Reverse | Graph e Formard  Reverse  Graph
Fa— Packet Sequence Delta(ms) Jitterims) Skew Bancwidth Marker Status ~ Forward Packet Sequence Delta (ms) Jitter (s} Skew Bandwidth Marker Status
1w 200 am am 160 - v 37 160 200 200 000 160 v Forward
SSRG xfatfdbaz 100 s 14 ou s 220 v SSRC Uxfadbibiz 3 tE 194 004 056 320 v
[ 0o 0D e 8l W TRE B4s 06 003 480 v [ImOn  MBmOER @ 1ER03 2044 006 015 480 v S3RC Dx{2i82
Max Jitter 053 ms Max Jitter ms Max Delta  40.13 ms @ 252 -
Mean Jitter 409 ms 132 = 1460 086 543 640 v Mean Jitter 409 ms a3 16204 201 006 002 6an v Max Jitter 953 ms. C h
Max Skew 1499 ms 12 7528 1953 082 590 800 v M 1488 ms 15 6205 1o o1t a7 800 v Mean Jitter 400 ms eC e a an I er
RTP Packets 152 LT =C R ] am 530 080 v RTP Packets 153 w7 TE06 208 015 004 560 v Max Skew 1499 ms
Expected 353 128 7530 2032 087 507 .2 v Expected 353 4 18207 1956 217 040 a2 v RTP Packets 353
Lot S o orH 1 08 523 1280 v a3 femd 12 1608 1978 017 082 1280 v Expected 353
Seatet  GeSmise i | M2 I 1048 081 581 1440 v Sttt obss0s0em g | 153 180 1872 018 080 4 v o 0(000%)
Duration s 144 7533 050 a7 522 1600 v Duration 5 155 16210 2049 020 04z 16.00 v Seq Errs 0
GClock 5163 ms 146 7534 1049 07 574 1760 v Clock Drift -5163 ms 157 18 1961 221 o7 1760 v Start at 66.850730 s @ 129
Froa Drift 2129 H: (73398 | 14 7535 006 am 4m 182 v Frea Drift 2120 H: (7399 | 453 g2z a3 0z 04T 82 v g'l"a""“. e
ock Drift -5163 ms 2%
P 7w 1008 am 571 2080 v Reverse B 1613 1968 a2 07 e v Freq Drift 212 He (-1339%0 [ 2
BT 15 1@ oW 224 v 8 iER4 2037 023 043 24 v £ |
Oxfiac7842 154 7538 2440 121 567 2400 v SSRC UxBac7EE42 165 16215 19.87 023 055 2400 v Reverse k] M v
Max Delta  jlatme@ 20 56 70 as) 119 516 260 v ax Delta  Jiatme0 20 W 1EIe W03 0B 031 B v e it 2
B 1%es 8 0 1054 114 562 27 v B T 150 oo B 67 2041 025 0; 7AW v e
Max Skew  -30 ms oA W 110 510 2880 v Max Skew -85 ms W iEiE 190 0w 0w ;e v N
RTP Packets 155 w2 a2 1083 106 557 3040 v RTP Packets 153 7 e 2034 030 045 3040 v P AL
Exv:cled fﬁ(‘m o 164 7543 2051 10 507 200 v Exnecled 35(‘"28 9 175 18220 2050 031 -005 3200 v Max Skew  -8.06 ms 12
5‘; Em 166 7544 006 257 500 3260 v s:‘sns i 177 e 10,02 235 003 3260 v RTP Packets 353
Startat  Gszigse iy | 168 7S4S 1990 LERE] 320 v Startat  oeseniace iy | 1 @R 2027 A5 08 B v Expected  35¢
Duration 106 s o s 1055 088 546 368 v Duration 706 s B iR 2% 038 026 3EAD v Lost 10028 %)
Glock 5179 me 17 7547 049 08 497 3840 v Clock Drift -5178 ms 18 16 1894 042 080 3840 v Seq Errs 1 6§
Freq Drift 2138 He (7348 | 174 g jos4 0m 54 40 v Frea Drift 2133 He (-7334%) | g5 g zrae 085 -6as 4000 v Startat 669522105 @ 137
Forward to reverse 176 7549 1953 081 550 4160 v Formard to reverse 187 6 1231 128 1.2 41,60 v gllua:m;r i Zﬂm
start diff 0111439 s @ § ECHE - -V 07 51 4220 v start diff 0.111489 s @ 8 18 1627 2064 124 061 4220 v sl Bl —
1w ms 1051 077 585 ME0 v 191 1628 1049 w911z w80 v el ¢ % 0 S AW
TR 2060 0% 53 4840 v, 10 e 237 135 26T 4640 v . Forward ta Toverse 67 0 "
P T . aw o o C i aevneon s o Start diff 0111480 s @ § Arrival Time
P P W Forward Jitter [ Forward Difference [ Forward Delta
Olbss | [P Play Streams| | Help Close | [P Play Sueams| | Help [ Reverse ditter (7] [l Reverse Difterence (] [ll Reverse Delta
#sf19us e UC Berkiuuhs
u Close | | B> Play Streams| | Help




#5 10 Graph

« IO graph is common method to visualize traffic,
selecting adequate Y axis is very important.
1. Packet count graph : set Y axis by packets
2. Bandwidth graph : set Y axis by bits per seconds
3. Field value graph : choose math function to match.
4. Response time graph : set Y fields as http.time, etc.
« Open “sf19-5.pcapng” wireless trace file,
and change profile to “customized IO Graph”
 C(lick Statistics > I0 Graph

#sf19us e UC Berkeley e June 8-13



#5 10 Graph

« What style is good for IO Graph ?

 If you want show the movement of the value,
set Line is good idea, and if you want to show the
ratio of partition, use Stacked Bar and Bar.

Wireshark 10 Graphs: £f19-5-1-iograph.pcapng Llne |S gOOd for Wireshark I0 Graphs: sf19-5-1-iograph.pcapng StaCked bar a.t
v AL A A understanding the latter
R AR W A WV the movement ( backward)

¥ |‘| [ ‘l \ | ‘I"‘. [ L/ "\I‘ ‘.‘-‘" ".‘I‘-‘I .‘I . s -
% - I‘ ‘I ‘I‘ ".K_I ‘I‘. ‘.‘ ’ ! ‘.‘ EZ ml
S0o I‘ ‘l ‘,‘I ‘I\ / I‘ ié 300

jiNL Bar is easy to Stacked bar at
E %_;',|,.||.n|.||...ng.ﬂlll...|..;...I|I|||!|.|II||II!|||||I|I W understanding the first

e ——— the value at the ( front)
) Al packets "] Line
=] TCP emors tepanalysishzgs [l Bar

pppppp

~~~~~~ moment
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#5 10 Graph

Set Y axis as packets to visualize counting frame by time.
For example Wireshark shows all packets vs TCP error
packets ( default ), Line is used by all packets, Bar is
S ... used for TCP error packets
ﬂ “set Y axis by packets” can
visualize counting frame by time

: o it is good for understanding

B 1 ¥ T || MR T . - -
e, the ration of error, retransmission
ot ot B | e tone a nd f r a me typ eS ]

#sf19us e UC Berkeley e June 8-13



do i 77 Left Gra ph shows the ratio of
11 wireless frame types, such as
management, control and data.

w m m n m uuumwﬂwm Um You can understand the status
gl n% W Hﬂﬂﬂﬂ _of Wi-Fi |- X

=

vvvvvvvvv
FFFFFF

= " counting
nght Graph shows the ratio of i
data frame and retransmitted j Q"m “
. twaRHGHHN]
data frame. ( wlan.fc.retry==1) BN

#sf19us ¢ UC Berkeley e




2.

Set Y axis by bits per seconds to visualize bandwidth

3

00000000
]

nnnnnnn

0000000

pppppppppppppppppppppppppppppp

" set Y axis by bits
« Read Y axis as 106 Mbps
e Compare CLIENT

(ip-addr==192.168.100.135)
MMJM Hl and Google traffic

HnnLnﬂgmnﬂJLLJWHHLMJ

< > (ip.src_host contains google)

EEEEEEE

||||||||||||||||||||

Graph Name Display Filter SMA Peris & “ n = ,,
management  wlanfctype==0  StackedBar  Packets Mane )

cccccc ipsre==182.168.100.131 Stacked Bar Bits Mone

gggggggg .src_hast cantsins gaogle [l Impulse Bits Hone

< > -
S EIBE e Ouws Omme ot [S08] Dwotr Dot IS AOO or t rou | |t
Save Azt Gopy Gopy from = Close Help
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e Add two items of TCP

UUUUUU

ﬂﬂﬂﬂﬂﬂ

000000

UUUUUU

000000

ﬂﬂﬂﬂﬂﬂ

1-iograph pcapng

RWIN and TCP segment.

e SetY Field as the
average of calculated
RWIN (tcp.window_size),
and maximum of

segment length (tcp.len)

e Check TCP is OK or not.

sl Berkeley ¢ June 8-13




#5 10 Graph

Wireshark IO Graphs: sf19-0-1-iograph_p .
HTTP response time ( http.time )
DNS response time ( dns.time )
ICMP response time ( icmp.resptime ) °
The RTT to ACK the segment
(tcp.analysis.ack_rtt)
o
o

Add two items of H'I'I'P
DNS response time.

Set Y fields as Maximum
of http.time and dns.time.
Compare response time.
Not HTTP but DNS is the
problem at the worst
case.

#511oUS ® UG berkeley e June 8-13



(.\ #6 Copy table values as CSV

« IO Graph is very useful to visualize traffic, but
it uses only Time as X axis... We want to visualize
traffic using various dimension except for Time.

« Wireshark has various plugin table for statistics.
You can copy table values as CSV, then utilize them
to Excel as Histograms and so on

« Open “sf19-6.pcapng” that contains 10 mins wireless
client traffic. And choose Statics > Endpoints,

#sf19us e UC Berkeley e June 8-13



M Wireshark - Endpoints . 10minB8 v F v pcapng — m] et
Ethernet IIM - 224 I IPv6 24  TGP-564  UDP- 676
Aiddress WRAeEs Bytes T Packets TeBytes R Packets R Bytes Country City ASMNumber AS Organization A
0000 z 7% 2 796 9 a— — — —
ane.one.one.. 4 464 2 32 H 232 Australia Research 13335 Cloudflare Inc
15-120-101 11456 bl bl 1 1456 Russis Nowosibirek 31200 MNowotelecom Ltd
google-publi... 913 120k 46 72k 503 65k United States  — 15169 Gaogle LLC
cinemacity.c.. 43 1507 k 1026 1440k 61T 66k United States  Seattle 16509 Amazon.com, Inc.
cdn breasure.. 42 16k 19 14k 24 3838 United States  Seattle 16500 Amazon.com, Inc.
ditenehregy.. 432 330k M5 305k 184 24k United States  Seattle 16509 Amazon.com, Inc.
atm.im-apps.. M 19k I 1k 3% 6644 United States  Seattle 16509 Amazon.com, Inc.
atm.im-apps.... M 12k ™ 4136 45 7871 United States  Seattle 16509 Amazon.com, Inc.
12.94,24.143 w16k 16 8678 20 7568 HongKong  HongKeng 8075 Microsoft Corporation
4-c-000%c-m 101840 5 137 5 603 United States  Redmand 8065 Microsoft Corporation
40 13k 19 10k 21 2938 United States  Redmand 8065 Microsoft Corporation “
U ocomy - ) v ~ Glose Help

o
5 Boscen frame,
# Bescn frane,

Fachs 1111 Bitared 11100 VOIS Pt o oot

« How about visualize host name as X axis ?

Check “"Name resolution” and press Copy “as CSV”

and paste them to “sf19-6-1.txt"

5f18-6-1-stats.tut - TeraPad
J7MB REE BEO EFW MUEOW YWD AL
== Blo~ PP

| 0 S I P I - P I - R I PR - P - P P i N

yrtain Yiew”, 15169, Google, LLL™1

gs‘[a‘[\cadssl I. goog\e com”,16527,12824977,9324, 11747858, 7203, 1077119, "Unite

ates”, Mountain View”, 15169, “Google LT

“static-doublecl jok- net. |, google. com” 109 30584, 46,15533,63, 15057, "United 5t
“Mountain View”, 15169, Google LLG™

e -goosg|e- ana|y‘[|c5 | goosle. con .122 85902,70,69232,52, 76670, "United Stat

"Mountain. Wiew”, 15168, "Goosle LLC" 1

“googleapis. | aoogle. con”, 148, 4?286 72,29594,76, 17692, “United STateS”."Mount. —13

View ,15169 Goog\e LLC

o urmr\:r\ T4An AARAT dA T4 A A AEd A L

T LT




.\ #6 Copy table values as CSV

<F19-f-1-stats but - TeraPad = & - SF19-6-1-rate.ga - Excel 2 & _ o *®

Jr(E REE #®|E EFW MEFW U-m AL

D[Bldsl B e |ng BA A-Tlrob Bt T @M EF 0 ¥4 L
....... | [ |!ﬁ \an T P I I R i

341 un‘[am View”, 15159 Googl A - f\ Address

342 gs‘tatlcadss\ [ google com” 18527’ 12824977 9324, 11747858, 7203, 1077119, "Unite

343 |ates”, Mountain View”, 15169, "Google LLC A g c o E F G H ! ] K L

344 Stat ic-doublec! Ick ret. | goozle. com 109 30584, 46,15533,63, 15051, "United St 1 |Address  |Packsts  Buytes Tx Packete Tx Bytes Rx PacketsRx Bytes Country  Gity AS Mumbel AS Organization

345 |7, "Mountain View 15169, TGoogle LLE1 z 0000 2 796 2 796 0 0

345 | "5l -eonzle- anglvtics.|. google com ,122 85902, 70,69232,52, 16670, "United Stat 3 loneoneon 4 464 2 232 2 232 Australia  Research 13335 Cloudflare Inc

847 Mountain View”, 15189, "Google LI ¢ [Br12s10° 1 1456 0 0 1 1456 Russia  Mowosibirsh 31200 Howotelecom Lt

348 |"zoogleapis. | eocele.con”> 143, 47286 72,29594,76,17692, "United States”, "Mount R Fp— 910 139505 446 73003 503 65512 United States 15169 Google LLC

348 |Yiew”, 15169, GOOEF'e L L metan atm tmamn T et oee " e s & |cinemacty 1643 1507240 1026 1440532 617 66708 United StalSeatte 16509 Amazoncom, Inc

« Change extentions from txt to csv, start visualization
using Microsoft Excel or other apps.

 In this case, using Excel to create a new sheet.

« Open sample visualization example table file
“sf19-6-1.xlsx”
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#6 Copy table values as CSV

B © 4 557 4=l £F10-6-1-ctats s - Excel
oI i-n A A-slgror g Fog £E  Fou  FHry  Ed
[ ] B 1 A [w] .
5574 - f
A B C ) E F =) H 1 J K L M N 0 P ,
1 |Address  Packets |Butes
2 0000 2 796
3 oneoneor] 4 464
4 |5-129-10 1 1455
5 | gnogle-put 919| 139505 ’
6 |cinemacity|  1643| 1507240
7 | cdn.treasu 43| 16846
8 (di tenehrod 432| 330349
i R OWS en aS e
10 |atm.im-apr] 74| 12007 [
1113842444 36| 16488 - - - R K ,
12 |4-6-0003 10 1840 ss838gs8
13 1310758 40| 13925 I I
soe 1§ s ' ' another 1a en
15 13107248 41| 12848 Fa88 ;%8
16 |labolajp 348| zaosTI ki | ]
17 |ppdZ-apps 103| 25719
18 14158101 1 96
19 |usermatch 38| 12184
20 fontawesol 263| 151204
21 |af 363.dscy] 25 6472 ’ AN
22 |g7808.gak] 57| 14883 l e
23 rhsn-dggp|  3267| 3906556
M Gsn-Ggoe  2277| 2611900 SURASSIC WO! =
25 [27851811  3198| 3956816 =
2 7sn-Gaoe  2566| 3142043| 0000000
27 [29.64215 1 144
2% scontent-|  1725| 1221522
29 |star—z=min| 630 4568140 15000000
30 |scontentx 16 6083
31 |31.185201 1 96 [ ]
32 (34.641001 1 119 | 10000000
33 awdwimpa 45| 10636
34 (36581974 1 96
35 |36.226186) 1 1456/ | So00000 []
36 41701401 1 102
37 |41.168.10C) 1 104 o . . | I 1 ) | l IraSSI‘ Or
38 49041814 ! 56 SE¥YFIEEEEIRD S foeESy N ¥ EERY YO YN EEEEYEESEIERERNEERERREYE
30 gohoo ! ED SSfxeacgigzgag pffifgasdinsifrs feni 0P ey o883 08zs3¢6¢59¢
41 jwwwjrsss 6271 5648891 53nB89z3igaddy s ffend g o geneienagr "R NEE8388 00
i s SR iz Ewesg & Hedgy 2R BgEEgog B ] $58 Hascssfosgégg

42 \www.iarass|  8674| 7835608 Py 283 EEL 2 3 g Eg 8go"gRg 23i84 : LG EHESSE g
43 |www jurass) 53 26839 c g R H I s £8 3 8" 5 K g 8¢ T - £
44 |onecollect| 63| 36313 5E £¥%% = H 5 ¢ 2% "8 * g 88 2 H u
45 |onecollects 20 0845 id eggy 2 g BT E & 3 B
46 anecollech) 43| 2z080 R §:Ld 3 iy 8 3
47 |hk2-eapse| 28 8382 - gro & g B
4% |intreasure 22 8843 3 g g

| 12man H 5 H b

original Cs¥

Histograms based on hosts | original SV (2) | Histegram based on hosts

®



B

Al
A B

1 |Cit\.,r _IF'ackets
2 |Antwerp 1
3 |Ashburn 38
4 |Ashburn 32
5 |Ashhburn 1
5 |Ashburn 1
7 |Bewverly Hil 1
& |Boardman 140
2 Boise 36
10 |Cairo 1
11 Cambridge 25
12 |Cambridge 57
12 [Cambridge 43
14 Cambridge 45
15 |Cambridge 24
16 Cambridge 1M
17 |Cambridge 43
18 [Cambridge 19
19 Chicagn 1
20 |Clacton—or 1

» Copy CSV to another

sheet, edit rows

following City, Packets
and Bytes. Then group
by City name, clicking

Data > subtotal

Set group by City,
count by Total of
Packets and Bytes
rows, then press OK

SETMERTE

AL~ TOEEA):
City

R OAE)!
=Hi

BS54 -ILF(D):

C]ci
Bytes

WS TATEERIS(C)
14— Pt - SR EATH(P)
Ol st T -0 T A T3(S)

FATHIRR(ED

)4

FreAzL
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#6 Copy table values as CSV

A B C
1 |City Packets Bytes » W A F'ackzts Elyte;:
G e wmies o Pregg left side S
i :nttwerp %5t 1 gg [+ 3 |Antwerp 5 1 96
MLwerp [+ 5 |Ashburn f£5 72 22205
D sttt 7 s roup button [2 S T
6 | Ashburn 33 12184 " [+] 12 |Boardman %5t 140 56522
7 |Ashburn 32 §520 = +| 14 |Boise %5t 36 12297
& | Ashburn 1 05 @ ‘ O ‘ I PaC ets 1+l 16 |Cairo #E& 1 610
5 | Ashburn p a6 J J +| 18 |Cambridge &t 362 55051
N = kd 27 |Chicago #5t 1 96
(-] ig BBevelrlyHmllls £5 1 gg and Bytes rOW [+| 29 |Clacton—on—-Sea 5t 1 96
BvErly Mills [+ =1 |clifton E5F 18 12283
[-] 12 Boardman %5t 140 5A522 +| 33 Copenhagen &t ; 102
13 |Boardman 140 56522 - +| 35 |Denver St 138 57580
[-] 14 |B|:|ise £t 36 12287 Su tota e I kd 39 |Dos Hermanas $&f 1 1456
15 Boise 3@ 12297 % 41 Eagle R:feréjrf 1 1432
- H = sl 43 uangzhou &5
Lo = and paste values | :ea i
. = 1+ 47 |Hefei &t 1 96
=] e Cambridge %5t 362 99081 . +| 49 |Higashiyamato %3t 17 1710
19 |Cambridze 25 6472 kd 51 |Hong Kong 5 169 71340
s e >« into another sheet. | i =
21 |Cambridgs 48 20165 +| 58 |Hsinchu %5t 1 1456
22 Cambridgs 95 18T o . 4 60 Irving S5t 1 96
23 |Cambridgs 24 9976 I SOI I Ie Ce S O & 62 |Jnan ﬁﬁ_rk%ir e
) Ed ndall Parl H
24 (Cambridgs 101 16549 . . [+| 66 |Komagatani %5t 2255 1792183
e 5 ee  limit top 100 data [ e B
ambridge
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=R i
DEBvowouswn

—

w

« Create another tab and copy City, Bytes and Packets.

City

Antwerp H5t
Ashburn S5t
Beverly Hills 851
Boardman %5t
Boise #5t

Cairo 55t
Cambridge 551
Chicago 551
Clacton-on-Sea %5t
Clifton %5t
Copenhagen 851
Denver %5t

Dos Hermanas %5t
Eagle River 5t
Guangzhou 351
Halifax 5851

Hefei $£5t
Higashivamato $£5t
Hong Kong %5t
Houston 5t
Hsinchu &8t
Irving 55T

Jinan #5t

Kendall Park %5t

6 Komagatani $£51

Kumamoto %51

Lanzhou %51

Lanzhou

Lehi %51

London %5t

Los Angeles 5t

Meadow Lake &5t

Menlo Park S5t

Mountain View $&t

Napa 55T

New York 55t
Novosibirsk $51

Packets

1
72

1
140
36

30

Bytes

96
22205
96
56522
12287
610
99081
96
96
12283
102
57580
1456
1456
96
218
96
1710
71340
118
1456
96
1434
133

1792183

11560
96

96
46482
9845

109564

96
7115

21117747

22572
35185
1456

QB YO

©)

A=ARSUT
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Insert Graph
> Bing Map
Press Filter
button to set
data region.
You can see
packets and
data in Map



(.\ #7/ Create statistics using tshark

« Tshark is a CLI version of Wireshark, so
tshark can use some statistic plugin with —gz option.
Check online help with “tshark —gz help”

C:¥Users¥megumi¥Desktop>tshark —qgz help

tshark: The available statistics for the “-z” option are:
afp, srt
ancp, tree

« The option of protocol hierarchy statistics chart is
“io,phs” so open “sf19-7.pcapng” with “-qgz io,phs”

t:EUzerSEmegumi¥D§Sktqpﬁt5hark -r st19-7.pcapng -9z io,phs
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Filter:

eth
ipvh
i cpvE

top. segments
tls

P
data-text-lines
tcp. seements
media
top. segments
xm|
top. segments
image-ifif
top. seement s
e
tcp. seament s
data
ip
udp
dns
nbns
mdns
I'Tmnr
ssdp
rbclzm
smb
mailslot
browser
echo
tep
htte
data-text-lines
medlia
top. seaments
data
tls
tcp, seament s
tls
tep. segments

data
icrip
arp

rotocol Hierarchy Statistics

frames: 16 bytes: 10982
frames:4 bytes:300
frames: 14871 bytes: 20398601
frames: 3495 bytes: 3539953
frames: 74 bytes: 10262
frames:63 bytes:5796
frames: 105 bytes: 7750
frames: 62 bytes:9h64

of all protocols in text format.

= ="+ For making pie chart we need to
=2 .+ Redirect output stream as phs.csv
=== tshark -r sf19-7.pcapng -qz io,phs | sed -e

f rames: 593 bytes: 150950
frames: 107 bytes:9490
frames: 80 bytes: 7036
frames: 93 byvtes: 118607
frames: 500 bytes: 360246
franes: 16 bytes 11362 t td t t t h V
Drocess text data to match CSV.
frames: 116 bytes: 102704
Trames: 28 bytes: 18292 “ ] ’, “ n ”
mnoes @ emove Trames. an yies
| | ]
= ' .I: '] '
- -—
using sed -e 's/frames: e
frames: 15 bytes:2833
frames:? bytes:bi0
frames: 15 bytes: 11118
frames:§ bytes:5H386
frames:3 bytes:3426
1 f 1 1 1
frames: b2 bytes: 32820 m " _e S teS' > S CS
frames:2 bytes:1604 S ra es n ] > [ V
frames: 1 bytes: 728
frames:? bytes: 2882

= \We got protocol hierarchy statistics
frames: 163 bytes: 19303
frames: 16 bytes: 11362
frames: 72 bytes:5481]
's/bytes://* using bash
frames:2 bytes:500
frames: 11039 bytes: 16713048



(.\ #7/ Create statistics using tshark

« tshark -r sf19-7.pcapng -gz io,phs | sed -e 's/frames://’
-e 's/bytes://' >> phs.csv
you also may use “tr -d ' ' to remove space character

« Open csv in Excel and create a new sheet and copy
from original data and remove unnecessary lines.

« Set Data>Delimiter as space and add header line

 Insert Graph > Donut Pie Chart and customize color,
size, index, title, etc

 Finally we can find UDP echo is the majority
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\ #7 Use tshark to create statistics

protocol  frames bytes
icmpuG 50 4878

mdns 10 3480 )
llmnr 50 FO36 B icmpvb
dns 163 19303 = mdns
gouic 248 1165121
sl 163 171734 llmnr .
Nice donut
data 4 300 dns y
dns 74 10262 . .
ks 63 5706 gquic 3 .
mdns 106 FIB0 u ss| I S n t It
llmnr 52 5564 »
ssdp 15 2833 u htip
nkdgm 2 500
echo 3154 3507248 m data
http 15 11118
data s 258 = dns
ssl 52 32820 2 nbns
icmp 30 17700
arp G 306 = mdns
u [Imnr
ssdp
3154 nbdgm
echo
http
u data
ssl
3507248 = icmp

u arp




(.\ #8 Collect fields for Visualization

« Tshark is a CLI version of Wireshark, as well as nice
data processing tool for visualization from trace files.

« Check —T option and you can pick up any fields of
dissector from trace file like —T fields —e ip.src

« This time we want to collect host information of http
open “'sf19-8.pcapng” using tshark
and collect http.host field information as below
tshark —r sf19-8.pcapng —Y http.request —T fields

—e http.host ( use —R read filter if huge trace file )
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(.\ #8 Collect fields for Visualization

¥llsers¥mezumi ¥lesktoprtshark -r st19-8.pcapng -Y http. request -T fields -e http.host
i, kantei . go. ip

« The output contains host header information in each
http request, start data processing for visualization
At first we need bash and the typical technics below
sort an output stream, then count the same line,

and sort again for descending for top list

tshark -r sf19-8.pcapng -Y http.request -T fields -e
http.host | sort | uniq -c | sort —rn

(sort alphabetically and count duplications )
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(.\ #8 Collect fields for Visualization

eerilps]h Annt SodUsersd/mezumi Desktopd tshark -r sf19-8.pcapnz -Y http. request -T fields -e http.host | sort |

unig -c | sort -rn
1%3 www.iur?sgicworld. ip Sort descending of
waw . kantei. go. ip
hE fuji-fo.fuji-scko.net Count / hostname
17 192.168.100, 253
4 eigacheck. in

» Redirecting the output stream as csv

tshark -r sf19-8.pcapng -Y http.request -T fields

-e http.host | sort | unig -c | sort -rn >> hostlist.csv
* Open CSV file and set delimiter using Excel

Elsg 7 2= I = [ HHAT-s0FT
f&g [y 5 B MpE= =« Yo, BB BEEX G B % e e
ccccccc b FEAR EOMD BEQ TAT Lozl esR 2o ELIMIE J5viz E80 »903 Rl What-If 7 U—2aziol SA-TFik Sl -l gt o
em 7 HTY PN TR Y-ZAC BE B o UVOIRE Vo stimsee 2 Lr Bl JU]xEﬁ
HETF—AOERAS B AR LTI~ F—i7 Y=l TS
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#8 Collect fields for Visualization

host count
W, jurassicworld jp 112

www kanteigo jp 84

fuji—fofuji-soko.net 56 TOP WEBSITE
192166100253 17

eigacheckin 4

t.co

static.ads—twitter.com
pp.d2-apps.net
htmlsshiv.googlecade.com
crlmicrosaft.com
codn.d?-apps. net
secure.gravatar.com
platform.twitter.com

miax ;o bootstrapcdn.com
fonts googleapis com

i1 nakanohito jp

www msftoonne cttest com
www kanteigo jp

staticxx facelookcom
pixeLwpcom

metageek com

fuji—fc fuji—s_po.net
fonts.gstatic.com
files.metageek.net
cdn.treasuredata.com
192168100254:48152

« Set delimiter as space and create a new sheet,
e copy and paste host and count rows into new sheet.
 Insert People graph and save as topwebsite.xIsx

EONEEREMT-F-2/ 3 T %
. e . - o o=
2= EE FRRR LT A [F-507LE 1] o RSN BT A5

EdnEF

v m Foh  mA ASLR #E Fs

Ot D RRLREDIRF 1| THEUTIE [ 7] M
Al

[mp 2o} ror: |-
XEHOT - - ¢
Bar-2(5) 4 f-‘

Dzt A B C o 3

o L% X R C Ry

s & & & & & & & 8 8
112 ddddddddddd
112 weww jurassicworld. jo VAW
84 www kanteigo.jo
56 fuji—fc.fuji—soko.net
17 182168100253
4 gigacheck.in
3too
3 static.ads—twitter.com
3 ppd2-apps.net
3 html5ghiv.google code.com

-
o

F-50N2-()

o
(S

12 v, Jursssicnor 16 Je L]

-
%}

-
=

N7 182188, 100,268
¥ pisscheckiin

-
w

O N R W N
=
o

—
)

oA <238 RTE

-
@

BIORI ORI R M
iR )

(ST
o

-y R R R M) L) DD DD D0

~
v
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(.\ #8 Collect fields for Visualization

v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol:

e How about TLS ? Cersion: 105 1.3 (ouon0a)

Length: 196

® Client He”O messages may v Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)

contain host name

Vversion: TLS 1.2 {9xB303)

as one Of eXtenS|OnS Random: 5b483ae22a999942887db7deoboboe

session ID Length: @
(tls.handshake.type== 1) Cipher sultes Lengths 3
e Server name fields locates in Coniression methods (1 pethod)

Extensions Length: 113

One Of eXtentionS In Client He”O v Extension: server_name (len=17)

Type: server name (@)

(ssl.handshake.extensions_ Length: 17

v Server Mame Indication extension

SerVer—name ) Server Name fields in TLS server Name list length: 15

server Hame Type: host name (@)
server MHame length: 12

#sf19us o UC Berkeley e Jung Server MName: www.bing.com




( \ #8 Collect fields for Visualization

Set display filter as “tls.handshake.type == 1" and

collect fields of “ssl.handshake.extensions_server name” in

trace. So use the command in bash to create csv
tshark -r sf19-8.pcapng -Y ssl.handshake.type ==

-T fields —e ssl.handshake.extensions_server name
| sort | uniq -c | sort -rn >> tlshostlist.csv
« Note: sometimes only old filter string is accepted, so
we use ssl display filter word instead of tls in tshark
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(.\ #8 Collect fields for Visualization

el At Ao/sers/megumi /Desktopd tshark -r sf19-8.pcapng -Y ssl.handshake. type==1 -T fields -e =ssl.handsh
ake.extensions_server_name | sort | unig - | sort -rn

Y static.xo fhodn.net

¥ =.vtimg. com

B -I:g . SOCdm L 120 ; Ztoaitic.xx.fbcdn.net saunt

B res.cinemacityv.co.ip 3 eytimgoom TLS WEBSITE
B |ho. zooegleusercontent . com O P s
o o 6 |IhS . googleusercontent.com static s ocdin.net
7 liyvtimg.com
- ¢ |connectfacebooknet 9 ‘6*6“6*‘
« If you got blank in server |z
11 facebook.
- 12 :Vd“[i)\’.\;vic:tsdoat:.sq?;msoft.com 7 ‘iﬁiiii
nal I le ere IS nO OS 12 |staticxxfacebook.com tg.socam.com
’ 14 heacon.kmd.net L N nno 0
15 ppdZ2-apps.net 6 """

18 |sync.im—apps.net

6 dbbbdd

* Create People Graph in 2 b | m==

the same way and save = 0 e

6 aeRRR®

6 bbbibi
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26 www . google—anahtics.com

L] -
27 |eyndicationtwitter.com
fl I e a S to ptl SS I te ] Xl SX 28 |stat-ssleiga.com
29 |stats.gdoubleclick net
30 |settings—windata.microsoft.com

]

7

f

f

f

f

f

f

f

5

5

5

5

L] L L} - 4
m 16 | platformtwittercom 4
I n O r a I O n I n I e n e O 17 |use fontawesome.com 3
3

3

3

3

3

2

2

2

2

2

2

2

2



(.\#9 Export Packet dissection to JSON

» I talked about Visualization using Elastic Search and
Kibana from json file from Wireshark at Sharkfest'17

50 2 15 fa 30 00 75 08 ez 52 a /1 o . .
o 1 @ ;:;glfg\;dee;);cdlzgt » WIRESHARK » T4 elastic+ E Kibana

Decode / dissection Big data analysis Visualize
Full-text search Real-time analysis

« Wireshark 3.x / tshark now support many options to
output json file from trace file and live capture.

« -T json / jsonraw / ek (Elastic search Kibana )
and we can also use —G elastic-mapping and
--elastic-mapping-filter <protocols> option
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&

(.\#9 Export Packet dissection to JSON(

5.4 elastic+ E Kibana 1.Check your machine supports Java

Big data analysis  Visualize C:¥Users¥megumi>set | find "JAVA'.'
Full-text search Real-time analysis ~JAVA HOME=C:¥Program Files¥Java¥jrel.8.0 212

: 2.Access https://www.elastic.co/jp/downloads
Setup Elastic and 3.Download Elastic search, Kibana

Kibana environments 4.extract zip and open each bin folder
5.Execute elasticsearch.bat

- A 6.Check “started” in command prompt
27—57»52:;;:;mﬁr/\:x. ?—gﬁﬂ;:r;as:jckﬁ&m 7Open http//localhOStgzoo
8.Execute kibana.bat

v 9.Check “Kibana index ready”in prompt
10.0pen http://localhost:5601
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http://localhost:9200/
http://localhost:5601/

http://localhost:9200

http://localhost:5601

« This time I used old set of Elastic + Kibana
elasticsearch-2.4.1 and kibana-4.6.1-windows-x86

B Elasticsearch 24.1 - o x
[ZU 9-06-05 23:20: %5 L3091CINFO 1lnode 1 [Paize Guthriel version[2.4.1], pid[15400], buildlc67dc32/20 A

1
6-09-27T18:57:557
[2019 06-05 23:20:08, 310][ HED Ilrode ] [Paige Guthrie] initializing ...
[2%19 ?8 05 2:[3]20 07, 09][ NFO 1lelugins 1 [Paige Guthrie] modules [reindex, lang-expression, lang-sroo
. plugins
[2019-06 05 23:20: 07 47][ NFO Ilerv 1 [Paige Guthrie] using [1] data paths, mounts [[0S (C:)]], ne
sab|e_space b], net to{al Space [462.8eb], spins? [unknownl, twpes
[ZU 9-06-05 23:20:07, 148 JLINFO Iler [Paige Guthriel heap size [989.8ub], compressed ordinary ohi
ct Dom‘[ers [‘[ rue]
2019-06-05 23:20: 11,7121 INFD 1lnode 1 [Paige Guthriel initialized
2019-06-05 23:20:11, 7131 INED 1lnode 1 [Paize Guthrie] starting
2019-08-00 23:20:17,328 JLINFO ][t ransport 1 [Paige Guthrie] publish addregs £127.0.0.1:93003, bound_addr
sses {127.0.0.1:9300}, {[::1]:930
2019-06-05 23:20:17,335 )L INED [discovery 1 [Paize Guthrie] elasticsearch/tB3d{sze55-Yr2ZF JHoodl)
2019-08-05 23:20:21,408 )LINFD J[cluster.zervice 1 [Paige Guthriel nen_master [Paize Guthriel {t83d¥szeSh-Yp22F)
0040} {127.0.0.1}{127.0.0.1:9300], reason: zen-disco-joinlelected as master, [0] joins received)
2019-06-05 23:20:21,539]LINFD ][ gat emay Paige Guthrie] recovered [0] indices into cluster state
2019-06- 05 23:20:28,/57]LINFO 1[htte 1 [Paize Guthrie] publish_address [127.0.0.1:9200), bound_addr
sses {127.0.0.1:9200}, {[::1]:9200}
2075-06-05 23:20:38, 7] INED Jlnode 1 [Paige Guthriel started
2019-06-05 23:20:51, 4401 INFO lcluster, routing.al locat ion.decider] [Paize Guthriel low disk watermark [85%] exceeded o
[t63dsteS5 VD?ZFJHoole][Pa\ge Guthrie](C:¥Users¥mesuni ¥Desktop¥e last icsearch-2.4. 1¥data¥e |ast icsearch¥nodes¥l] free:
7.9eb[10,3%], licas will not be assiened to this node
[2019 06-05 23: 21 21 446][INFO ][cluster routing.al locat ion.decider] [Paize Guthriel low disk watermark [85%] exceeded o
[t83d%sze85-Vp27F JHoodQ] Pl ge Guihr e [0+ Hlse renesuni ¥Deskop¥el ast i csearch-2.4. 1¥dat2¥e last | csearch¥nodest] free:

7.92b[10.3%], replicas will rot be assiened to this node

8 Kibana Server - ] X

|og
log

ffor Elast csearch
[23:23:

[23:23:36.237] [info][status]lplusin:kibara@.0.0] Status charged from uninitialized to sreen - Readv
[23:23:86.262] [infollstatus]lplugin:elast icsearch@.0.0] Status changed from uninitialized to vellow - Waiting

36.276] [infollstatuz1lpluginikbn_vislib_vis_tyres®1.0.0] Status chansed from wninitialized to areen - Re

ady

log  [23:23:36.281] [infollstatus]lelugin:markdown_vis@1.0,0] Status changed from uninitialized to zreen - Readv

log  [23:23:38.284] [infol[status](plugin:met ric_vis®].0.0] Status chanzed from uninitialized to gzreen - Ready

log  [23:23:36.288] [infollstatus]lelugin:seyModes®1,0.0] Status chaneed from uninitialized to green - Ready

log  [23:23:36.292] [infoll=tatus{plugin:statusPazedl 0,07 Status changed from uninitialized to areen - Ready

log  [93:23:36.297] [infel[status]lplugin:table visel.0.0] Siatus chansed from uninitialized to sreen - Ready

log  [23:23:36.306] [infolllistenine] Server rumnirg at http://0.0.0.0:5601

log 4 [23:23:41 3811 Linfollstatuslleluginielast icsearch®.0.0] Status chanzed from vellow to vellow - No existing Kib
Ara index

log [23 23 44.507] [infollstatuz1lpluginelast iczearch@].0.0] Status chaneed from vellow to green - Kibara index rea
he

A
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http://localhost:9200/
http://localhost:5601/

(0\#9 Export Packet dissection to JSON(®

Export packet dissection to JSON ( Elastic +
Kibana ) format from sf19-9.pcapng

tshark —r sf19-9.pcapng —T ek > trace.json
Open editor and check json file

trace,json - TeraPad
JrAILF IREE) ®EE REM DaEOW Y=L ALIH)
DBW@I | IQﬁQ

o T - . 50, .|4n...| , [60, N
1|k |ndex I |ndex : packets 2018 09 25 type D peap flle }}¢ ;
1 tlmestamp s 1AT4TTTIRR24T67, T lavers " { rame " rame_frame_interface id”:"07,
rame_interface_jd_f rame |nterface _name’ : ¥¥DEV|CE¥¥NPF {ZBB?E24 -300R4- 422D SEDD
-A054F73730201 7, "f rame_f rame _encap_twpe 1717, f rame frame time”: "Sep 20, 20161
.F

75:52. 476134000 ﬁ%ﬁ“ ({Z2EEF) ", Trame frame _offset_shift™: "0, UUQUUUUUU “f rame
rame time enoch” 71474777557 ATRIGANNT 7F rame § rame +ime daida” 0 AONANNNNN
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(.\#9 Export Packet dissection to JSON\®)
*OPTION*

If you we want to create json file including only tcp and
ip header, we can use —e tcp —e ip

tshark —r sf19-9.pcapng —-Tek—e tcp —e ip

Check output to confirm the json file contains only tcp

and ip header information. Also —j/-J]

-j <protocolfilter> protocols layers filter if -T ek|pdml|json selected
(e.g. "ip ip.flags text", filter does not expand child
nodes, unless child is specified also in the filter)

-J <protocolfilter> top level protocol filter if -T ek|pdml|json selected
(e.g. "http tcp”, filter which expands all child nodes)
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.\#9 Export Packet dissection to JSON

Put trace.json into Elastic
curl -H "Content-Type: application/x-ndjson"
XPOST http://localhost:9200/_bulk --data-binary

-HPOST htte:// localhost 19200/ _bulk

- szeries]Drdmt fe/Users/meguni Desktopd curl -H "Content-Type: application/x-ndjsen” i
-~data-hinary @trace. json .
- ["togk”:285, "errors’:false, \tems [{"create”: {"_index": "packets-2016-08-25", " tvpe”: "pcar_file”,”_id": "MizcexhOnlHnsndl
gAJH _vergion”:1,"_shards": {"total":2, "successful ";1, Failed”:0], "status” 201}} | create™: {"_index"; “packets-2016-09-2

e s “ocap file”, ’AWsoexMOnIHmsngCgAJI _version”:1, _shards { total "4, “successful i1, failed:0], "statug
I ,, 20 T [Mcreate™ {"_index": "packets-2016-09-25", tyoe”: "peap File” " _id": AWSoexMUnIHmSHSCgAJJ _version:1, _shards_

{ total 7:2,” successful :1, ”failed”:U}.”statu "0 11 [Mcreate 77 \ndex : "packets-2016-09-25", type pcap ] file”, id”

;" AzoexMOnI HnsndCah k™, i _version”:1, _shards”:["
Dackets 2016-03- 25 tyDe : pcap f\\e v
failed”:0}, "statug” 201}] {create™ {"_index”
rgien :1. _shards’ :{ total": 7, Successful 1, "failed™:0}, "status”
pcap file”, " id; ﬁWsoexMOhIHmShSCgAJN " _wersion :T. _shards

[ 12, "successful“; 1, failed:0], “statug” 201}} {“create™: ["_index";
AWsoexMUnIHmsnSCgAJL " _version”:1, " _shards’ :{ total 17, “successful i1,
1 "packets-201 6-09-25 _type: Dcap fl\e LT_id™ AWSoexMOnIHmSHSCgAJM
:gUT}}.[ create 7" \ndex’i packets 2016-09-25", tyDe

total ":2, “successful ";1, "failed™:0}, "statug” 0T, I

'reate : \ndex H packets 2076-03- 25 type pcap flle L AWsoexMOnIHmsn8C5ﬁJU _vergion !1, Shards !{ tota\

2, "sucgessful “11, ai led 10}, “statug” 11, ["create™ [ _index": "packets-2016-09-25" {ype”: “pcap Filen, " id": "aflsoexM)
AlHn=nBCediP”, " _version™:1,” shards’ : 1721, Failed”:0], "statug” 1}} {“create™: {"_index": “packets-2
116-09-257, type pcap file”, _version”:1, _shards’ al”:3, “successful i1, "failed”:0]

1 “packets-2016-09- 25 tyoe : Dcap ||e JOi AWSoexMOnIHmsn8CgAJR _wergion ﬂ
“create 7 index; packets 2016-09-25"7, type pcap fi
2", H ards’:["total “:2, "successful ": 1, "failed":0], “statug” 40T {“create™ "
7index 1 “packets-2016-09- 25 type :pcap ] f\\e L AWsoexMUnIHmsnSCgAJT _vergion:1, shards { total” 2, "success
ful”:1, fal\ed :0].” ["create™ {7 |ndex packets 2016-09-257, type peap_file”, " id": AWSoexMUnIHmSHSCgA
i, ; ver3|om 1,7 { 2, Successful 11, Tailed”: 0}, "statug” '20 17 create {”_index": "packet=-2016-09-25"
Tl d AWsoexMOhIHmsn8CgAJV _version L _shards’ al”:2, successful 21, "failed”:0}, "statug”
701}} { create”: | " "packets-2016-09-257, type Speap file”, " AWsoexMOnIHmsnSCgﬁJW _vergion L _chards’: |
tota\ 12, "successf B fa\\ed 0] = '” I create 7 " index”: “packets-2016-09- 25 tyDe pcap Sile 7 idT
WMol Hnsn8Cali ; _vergion :1,” _shards: {"to 2, Successful 11, failed”:0}, "statug” 201]] {"create 7T index": e
ackets-2016-09-25", " twpe”: "pcan file”,"_i A", " _vergion™:1,” _shards : { “total i, “successful": 1, "fa
iled™:0}, "statug " 20T }} [“create™:{"_index”: “packets-2016-08-25"," type™: "pcap_file”,”_id": AWSoexMOnIHmSHSCgAJZ _vers
fon” i1, shards": {total 12, "successTul "1 1, "failed 101, “status 20T} userions 5z At fe/Use rs/mesun | Desktopd v

,status” 20 }} [ereate™ ["_inde
_shards” "total":2, Successful i1, Mailed™:
2" :'AWSO&XMOHIHmsnSCgﬁJS _version’:1,”
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« We success putting json file into Elastic, but data
schema ( term mapping in Elastic ) is not correct//

e curl http://127.0.0.1:9200/_mapping Al felds types
all fields types are recognized as “string” [

uzerilps 1D rmnt Ao/ Usersdmeauni esktopd curl htte: /71240, 0. 192007 mapoing

Kkibana”: {"mappines": {"confiz”: {"propert jes”: {"bui | dhum™: type” (Tstring”, Tindex”: 'not_analvzadBP]
-25 " MapP i ngs T PCap flle L{ Dropert|es :{ Iayers T Dropert|es :{ data text- ||ﬁes :i progagies 1 data text-lines_t
ext” {Ttype” Tstring’ 11T, “dne properties”: {Mdns_dns_count _add_rr”: {"tvpe”: "string”l, "dngdlins count _answers’ :{"twpe
str|ng "}, dns_dns_count _auth_rr i I ype” "string”t, “dns_dns_count _queries”:{type " "string |, dns_dns flass"i[fvee”: st
ring’ ], dns_dns_id i1 type”: "string 1, "dns_dns_response_to i {"type”: string”l, dns_dns_time”: {"type :"string”}, "dns_flag
sdmiWﬁsmﬁmmuﬂmd {hme:ghmg},&thﬁtﬂﬁﬂﬁsmﬁMrﬁﬂum:{tWe:sﬂwg} &th%(hsfmﬁ_
checkdisable”: ["type”: "string™], “dns_f lag=_dns f laes_opcode™ { “type”: "string”l, wEfM$chgﬂﬁsnm% ["tupe™ "stri
nz’1, dns_f lags_dns_f lazes recavail’ T twpe™: "string”], drs_f lags_dns flagswrecdem red”:{"tvpe : string”l, "dns Tlags_dns_
flags_response ;| type i string §, dns_flass_dns flass truncated™: | Tvpe : "string l, msfmﬁchgﬂﬁsz:{hme:ﬂr
ing 1, dns_text” {twe:shwm} “text_dns_a": T tvee™: Tstring 1, mﬁrmSamm:{twe:shwE} text _dns_count_lab
els”: ["type”: "string "}, “text dns ary clags’;] type: ‘string”}, text_dns ary name :{ type : strirg ), text dns ary name |
en”:{"twpe":"string’}, text _dns_ary_type : {"type”: "string’}, mﬁwmsrﬁpcmﬁ:{twe:sﬂwg} “text_dns_resp_len”:
U type Dstring ), Ttext_dns_resp_name”:{” type string’}, Ttext_dns_resp tt17:{Mtype”: str|ng T text_dns_resp_twpe”: { Mty

Dstring ], Ttext dns soa expire limit”: oe”:"string”]. "text dre soa mininum tt17{ tvpe Tstring”l, "text drs soa m
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(.\#9 Export Packet dissection to JSON

« When you create json file using tshark / Wireshark,
there are problems about mismatch of database

schema ( a.k.a. "mapping” in Elastic )
When you upgrade Wireshark and some protocol

dissector is updated or modified,
the output json file format may be changed.

C:¥Users¥megumi¥Desktop>tshark --version C:¥Users¥megumi¥Desktop>tshark --version
TShark (Wireshark) 2.4.2 (v2.4.2-0-gb6c63ae086) TShark (Wireshark) 3.0.2 (v3.0.2-0-g621ed351d5c9)
tshark -T ek -r stream.pcapng >> json242.txt tshark -T ek -r stream.pcapng >> json302.txt

Ci¥llsers¥megqumi¥Desktop¥jaon W2t

i |nde>< i mdex : packets 2016 09-25",
+ 14?5{???5524?8 [

Ci¥Users¥megumi¥Desktop¥jsonZ42 .t
" score”: rul |1}
rterface_id": Gl

[index” : [ index": packe’(s 2019- 06 05", "pcap file”, ) " _tvpe”:"peap file"l]
"t imest : 14 4???552 ["frame_fr. rame_in 07, " rame_interface_i {,,f ame_f rame_interface_id”: 07, "f rame_interface_id_f rame

4767, "law : {frame : erfa
index”: “packets-2019- 06 05", 2 ile”, "_score™ null}}
: 14?4?7?552476 : =
inde

07, “frame_interface_id.
I

‘07, “frame_interface_id. {"timestame 474_;’
i |nde>< { mdex : "packets- 2016 09 25{

_score’: rul |}} o
_interface_id": 07, "frame_interface_id :"14747775545007, " |aye
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_id_f ramg

interfacs

{7
pe ) pcap file”
“frame_f rame_interface_id": 07, "fra

fame + 1 : g :
{ mdex :_packets-2019- 06 05”, pcap e 0
“14747775545007, Tlaye : : [ "frame_f rame




. indese . mapeing. total fields. imit™: 1000000

dissection to JSONj=m ——

Riae Type: date
» We can create adequate _
Elastic mapping file semi- S e
automatically using tshark R
« If we want to create flow iy Delay bit of
based schema information e, [
including ip, tcp and udp
tshark -G elastic-mapping
--elastic-mapping-filter

ip,tcp,udp > mapping.json T —

IP address

{:¥Users¥megumi¥Desktop>tshark -G elastic-mapping --elastic-mapping-filter ip,tcp,ude
X O r a ‘ e “temelate”: “packetsx",
settings™: {

Identification
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(.\#9 Export Packet dissection to JSON'”{

* We need to delete all data and schema
curl -XDELETE http://localhost:9200/*

* Then put mapping information into Elastic
curl -H "Content-Type: application/x-ndjson" -XPOST
http://localhost:9200/packets-2016-09-25 --data-binary
@mapping .JSon

* Check mapping “curl http://127.0.0.1:9200/_mapping”

Lzerles 1)/t /e/Users/mesuni Mesiktopd curl http: /41 2? 0,0.1:9200/ mapping
{ k|bana {"mappines "t {"corfiz”: {"properties™: {"buildNun: {"tvpe™: "string”, “index”: not _analyzed”1111}, "packets-2016-09
{"mappings”: {"pcap_file": ["dvnamic™: "false”, "eroperties”: {"lavers™: {"propertjes™: {Tie”: {Toropert ies”: {"ip_addr”: {t
@: ip ,|pma5h%%rlmﬁh P Mtvpe™ ﬁmm},lpmmwlplmﬁh [Mvpe™” ﬁmnngpb%mlpVﬂmmﬁ[tw
e "string] . "ip_checksun”: ["type™: Tinteger”}, Tip_checksum_bad_expert”: {7 type 27string”l, ip_checksum_calculated”: { "tvpe
integer’ "1, "ipchecksun _status: [ “type”; ‘short "], ip_cipso_categories| U tvee s string 1, i cipso_doi T {Mvoe " Mintes
er”], ip_cipso_malformed t{ tvee : "string”}, "ip_cipso_sensitiyity_level : {"type”: "short "}, "ip_cipso_tag data”:{ twpe™: b
te 1, ”ip_cjpsg_tag type” g% twpe”: "short 1, e cur_rt7: ["type ™ ip"], ie_cur_rt_host”: {"tvpe™ "string”1, ip_ dsfield”: " 't
pe”t "short "1, “To_dsf ield dscp s [ type : “short ™), Tp_dsfield ecn”: [ "ype™: "short "}, “ip_dst s {“type”:"ip"}, Tp_dst_host”:
“type”: "string ) ip_empty_rt”:{"type”:” m},|DWMyrtMH [twe:sﬂw@l,mevﬂym%t H{Mtvpe”” mmngL|
p_flaes’: {"tupe”: "integer”},"ip_flags df 7 {"tupe™ hoolean™], "ip_f lags_nf”: { "tvpe™: "boclean”}. "ip flags b {"type”™: "hoo
lean’}, i flass_st": {"tupe”: "boolean™, "ip_fras_gffeet”: ["tvee™: "inteser” "}, 7ip_frasnent "t [ "type  “integer '}, "ip fragmen
t_count “: {"twpe”T “integer’],” ip fragment _error T twpe”: "integer”}, "ip_f ragment multlpletalls [Mtype™ boolean T, efr
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http://localhost:9200/*

.\#9 Export Packet dissection to JSON ”

e Without mapping file

uzerips1h s imnt fodsers/megumi/Uesktord curl http://12¢.0,0.1:9200/ mapeing
ibana”: {"mapeines": { "config”: {"propert jes”: {"bui [dbum™: {"tyee™: "string”, "index”: "not_analvzed” }}}%}, “packets-2016-09

-25 Umapeings ™ {"peap_file”™: {"properties™: {7 avers™: {” propert|es " {data-fext-lines : | "properties :{ data-text-lines_t
ext " {Ttwpe et ring 11T, "dne": [ “propert ies”: {"dns_dns_count_add rr”:{"tvpe : "string”}, “dng_dns_count _answers”: {"type :

strlng "1, Tdns_dns count _auth rr i {™ype”: Tstring"}, Tdns_dns_count_queries”:[Ttype”: "string”], “dns_dns flaes i "twpe”: st
ring }, dns _dns_id i {Mtvpe: Strlng ‘1, dns dns response to ] type”: Tstring’l, “dns_dns time i { type :"string”l, “dns_flag
= dns flags “authent icated”: {Mtwpe”:"string "1, "dne_flags_dns flaes authorltatlve " Ttype”: “string”}, “dns_f lags dns flags_

c%&&aﬁb:{twe:sﬂw&} &th%(ﬁsfh%;ﬂm%:{twe:sﬂw@} %th%(hsfhg rcode” s Twpe™: st ri

* With mapping file "mapping.json”
curl -H "Content-Type: application/x-ndjson" -XPOST
http://localhost:9200/packets-2016-09-25 --data-binary @mapping.json

bserlxps]h: /mnt/c/Users/megum|/Desktop$ curl http://127.0,0.1:9200/ mapping
{".kibara™: { mapp nes 1 corfig i {"properties”: { "huildiun™: {"type": Strlng index”: "ot _analyzed”1111, packets 2016-09
-25”:" mape nes s {ecap_file”: {"dvnanjc”: "false”, oropert ies”: | lavers i) propert jes”: {Tip U properties”: {Mip_addr”: 7
@: m},lpm&Eh@$ﬁlwﬂh "twpe”: "string”], Tie_bosus_ip_lensth”: {"tvee " "string”}, Tie_bosus_ip_version i [ tve
e "string },,ID checksum”: 17 tvpe”: integer”, Tip_checksum_bad_expert”:[” type tstring”l, ip_checksum_calculated”: [Ttupe
: |nteger IR checksum status “typa’; short T, ip_cipso categor|es :{ type : strlng }, ip_cipso _doi " " type : |nteg
er”], le_cipso_malformed :{ type: "string’}, "ip_cipso sensitivity_level "t {"tvee”: "short "}, "ip_cipso_tas_data”: {"type™: b
te'],"ip_clpsg_tag type”: {"type”; “short 1, ip_cur_rt": [ “type”:"ip"]. “ip_cur_rt_host”:{"tvpe": strina 1, ip_dsfield”: {"t
pe”: "short 1, “Tp_dsf ield dscp s {“type”: “short 1, To_dsf ield_ecn”: | “type™: “short’ },,lp dst”: {"type”:"ip"}, Tp_det_host :
[Ttyee™: "string’}, “ip_empty_rt”: {"type™: i ), Tip_empty_rt_host” {twe:sﬂw@},mevﬂyakd {twe:shwg},i
p_flags": {"type”: "integer™},"ip_flags df i {"twpe™ "boolean”}, "ip_flags_mf T: ‘tpe”:"boolean”, "ip flags b ["type”: Tboo
lean"}, "ip_flags sf - {™tvpe™: "boolean™}, "ip_fraz_offzet™:{"type™ “integer’ 1, 7ip _frazment ": [ "type : Tinteger’ 17 ip_f razmen
t_count s {"tvpe™:” integer 1, “ip_fragment_error i T type”: “integer’}, " ip_f ragment multlpletalls {"tvpe”: "booleanT, "ip_fr
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.\#9 Export Packet dissection to JSON

Put trace.json again into Elastic
curl -H "Content-Type: application/x-ndjson"
XPOST http://localhost:9200/_bu|k --data-binary

{tagk” 285 ‘errors, fa\se,”ltems ([ create” {7 index": "packets-2016-03-25", " type”: "pcap file”,"_id": "MzosxinIHnen8C
total 12, Successful 1, failed 0], "status” 20 }} [create™ " _index": "packets-2016-09-2
_ ﬁWSoexMUnIHmsnSCgAJI _wargion 1,7 Shards i otal ":2, Successful HN falled 0} Status
}} {“create™ ["_index"; "packets-2016-09-75", type Tpcap file”, : ﬁWsoexMOhIHmsn8CgAJJ _version L _shards”
{ al”:g, “successful i1, falled”:0], “statug” 201}} {“create™: ["_index”: "packets-20]8-09-25", tupe s ‘peap_file”,” id”
AWSoexMUnIHmSHSCgAJK _version”:] a { 12, “successful "1, "failed :0], "status” 201]] [ereate™ " _index”:
Dackets 2016-09-25", type :peap, flle , i AWSoexMOnIHmSHSCgAJL " _version:1,” Shards :i otal ”:2, Successful T
I ,, failed”:0}, "statug” 2 b ereate™: 17 _index”; packets 2016-09-25", " twpe”: "peap i AWSoexMOnIHmSHSCgAJM

gAJH _vergion :1, _shard
type”: “peap, flle , i

rgion”:1,” shards, total 7, “successful “;1, failed”:0], “statug™: 20 }} [“create” :{" : "packets-2016-09-25", type
: DCaD f\\e s ; AWsoexMUnIngnSCgAJN _vergion :11 E | 12, Successfu\ ’1 failed :Ul, statu 120 L

Check “successfu

Hreate " index”; packets-2016- §-25" type : Dcap AWSoexMUnIHmSHSCgAJU _vergion ":1,"_shards
2,7 Successful 11, failed 0], "statug™:2 create { |ndex : "packets-2016-08-25", fype Tpcap file”,”_id": "Misosxi)
A[Hnsr8CeAiP”, " _version .7 _ghards’:{ total 2, successful 1, failed”:0}, "statug” 20 TH, | create™: {"_index”; “packets-2

WsoexMOnIHmsn8CgAJQ _version I _shards ]
packets 2016-09-25"7, type pcar_file”, ﬁWSoexMUnIHmsnSCgAJR version 1]
U {"create 7T |ndex : "packets-2016-09-25", type Tpcap i
{"total*:2, "successful ":1, failed”:0}, "statug” 201}} {“create™ |
AWsoexMUnIHmSHSCgAJT _vergion i1, _shards’ oK 12, success

116-09-257, type Ypcap file”,”_id "total” 12, Successful 11, "failed”:0]
:” {"create™{ index’

total”:2, "successful ”

7 AWsoexMUanmSHSCgéJS",' version :1,

'”Dackets*2018*09*2§ 2 type pcap fl\e U

Jfailed 0], "stat [create™ {"_index: "packets-2016-08-25"," tyre:"pcac_file”,”_id .'AWSoexMOnIHmSHSCgA
i, rsion”:1,” _shard total "2, successful :1,Mailed”:0}, "status” }}.{ create”:{"_ . : “packets-2016-09- 25
Lt :pcap ] f\\e VO AWsoexMOHIHmSHSC%ﬁJV 7 total 12, "successti 1. failed": 0], "statug”

AWsoexMUnIHmsnSCgAJ VRS
packet=-2016-09- pcap ]
= a “statu }] { create
pcap file”, " id "1, ghards: | total 17, successful
{"create”: ["_index”: "packets-2018-09-25", " Upcap_file”, " id™: ﬁWsoexMOnIHmsn8CgAJZ _wers

,"successful falled :0], “status”: 20 Leros 5 At Fe Users/megun /Deskt ond

#sf19us e ‘



Wt 1868 e

Its time to use Kibana !
http://localhost:5601

Set index pattern
as packets-2016-09-25 Configure an index pattern

In order to use Kibana you must configure at least one index pattern. Index patterns are used to id

(may work packets-*)
Set Time-filed name

Use event times to create index names [DEFRECATED]

as timestamp ( type:date ) oo
Click “"Create” T T A A

packets-2016-09-25

Time-field name @ refresh fields

timestarmp
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http://localhost:5601/

matrics

buckets

Check mapping is correctly
assigned as adequate type.

layers.udp.udp_time_relative as date
layers.tcp.tcp_window_size_scalefactor as number

layers.tcp.tcp_options_scpsflags_bets as bool
etc.

Enjoy Visualization

metrics
buckets
e T R [-]

index: Pattrns

# packets-*

packets-2016-09-25

About

This page lists every field in the packets-2016-09-25 index and the field's associated core type as recorded by Elasticsearch. While this list allows you

10 view the core type of each field, changing field types must be done using Elasticsearch's Mapping API %

Fields (364)  Scripted fields (o)
name

Iayers.udp.udp_time_relative

Iayers tep.tep_window_size_sealefactor
layers tep.tep_len
layers.ip.ip_opt_gs_func

layers top top_options_mptep_version
Iayers tep.tcp_proc_srcuid

layers tcp.tcp_options_scpsflags_bets
layers.tcp.tep_pdu_size
Iayers.ip.ip_opt_sec_rfc7a1_tec

layers top top_options_gs_rate

layers tep.tcp_proc_dstuid
Iayers.ip.ip_opt_sec_cl
Iayers.ip.ip_rec_n_host

layers tcp.tep_option_len

layers tcp.tep_flags_syn

type
date

nurmber
nurmber
nurmber
nurmber
nurmber
boolean
number
string

nurmber
nurmber
nurmber
string

nurmber

boolean

format

analyzed @

indexed &
v

v

L S S O . T T S S S

<

controls
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#10 Splunk

« Splunk is one of big data processing tools for
visualizing trace files via CSV or JSON
https://splunkbase.splunk.com/app/2748/

« We can use free if the data size is under 500MB
in Windows / Linux / macOS environments
* There are two major way to convert pcap/pcapng

64 80 99 @a a5 e8 dc fb @2 45 5%

00 28 15 fd 40 00 75 06 e8 52 d:

8b 1d 81 bb 26 c¢6 fd el b4 db 4<

EEEEEL WIRESHARK _—
Live packet

Wireshark / tshark

»

you also import pcap itself —
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https://splunkbase.splunk.com/app/2748/

#10 Splunk

« There are sample trace files including huge packets
(https://www.bettydubois.com/sharkfest19)

« T use 1G trace (1G-1050000Pkts.pcapng ) that contains
about 1 million packets

« Open the file in Wireshark

( recommend with ReadFilter =l

or light profile for huge file ) S e S S R

and Export Packet Dissectionsto ...

export CSV which contains just BEEEIERIE IREREED fr

a packet summary information

nnnnnnnnnnnnnnnnnnnnnnnnnnnn
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https://www.bettydubois.com/sharkfest19

#10 Splunk

graemmee I this case, we use the default information of
Wiesiiice packet summary pane, such as Numbers, Source,
Destination, Protocol, Length and Info

Though you can off course customize them

Using tshark is also a good way to handle big trace files,
tshark -r 1G-1050000Pkts.pcapng -T text

>> 1G-1050000Pkts.csv
or you can use —T json for your customized dissector fields

information ( with —e or —j or —J options )
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#10 Splunk

* So input 1G-1050000Pkts.csv into Splunk,
set fields name and indexes are created automatically
« T'll not talk about Splunk in detail , there are tons of
documents and samples you can refer
Open splunk page and login (http://localhost:8000/)
1 Click [Search and Reporting] in Left pane
2. Choose time range as all terms
3. Type “source="1g-1050000pkts.csv" | chart count by
destination and set style as pie chart
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http://localhost:8000/

source="1g-1050000pkts.csv" | chart count by destination

source="1g-1858688pkts . csv" | chart count by destinatiod

. 548,274 -1~ b (2019/06A2 70427000 £ DA 1A S FUL S ETDIL Y

=3l

2 b = HstE#H 5E3)  RETI DO

€ Pie Chart £ DA —w g LR

other {575
=eccde.org

aZF3-Z0E-125-117. deploy. static. akamaitechnologies. com

1921681100

10418102100

TZ.ZLELZ40

10.100.0.205

1032447

10.100.0.901

source="1g-18588A8pkts. csv" | chart count by protocol

548 274 D10 - (20190612 7:0316.000 £ DA N R LU LA T EL .

=R
AN M= HRETERR 38) AET I
€ Pie Chart £ IA—Tw B LT
cther {33) HTTF
TLEW1.2 SZHvE
TLE
TCP

source="1g-1050000pkts.csv" | chart count by protocol
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#10 Splunk

source="1g-1050000pkts.csv" | top length

source="1g-1858688pkts csv" | top length

source="1g-1866088pkts . csv" | top Info

AR L U L E T

- B48,274 {74 [ [2019/0612 T11:40.000 & DA
4340 M- (2019061 70000 000~2013/06/2 7:07:23.000) -1/~ T
=30
AN JTS— EIStER e |EI 2z
AN b M= #iEHIESR no) HAETI 2z I+ _—
- = Bar Chart EaE b gkl UR
ol Column Chart s IA—Fw 8 L2
Applization Cata
4,000
Application Cata, Application Cata _
3,000

Cliam: Encryplad packet (len=iddg) -
Ignored Unknawn Record

[TF Prawious segm..Aured] Continuztion -
WhemmagaType: P_OATE_VE -

[TCP sagmant of & reamssmbled POL] -

[P Fast Retranzmission] Continuation .

£
=

Z000

count

1.000
[TCP Pravisus sagm.d Unknewn Recond

o 5,000 10,000 16,000

1088
length

source="1g-1050000pkts.csv" | top Info
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» USE WIRESHARK

Think Visually

. You have finished visualization ofmt_race file,

then its turn to think visually.  «*~

. Stop looking each frame in detail, &}
Look over the traffic visually. b
- You may find a new clue

which you have never found !!

~ o~
®» b

and THINK VISUALLY
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()  USE WIRESHARK

Thank you for attending !!

Please complete the SharkFest’19 US app-based survey

Supplemental file
http://www.ikeriri.ne jp/sharkfest

Ikeriri network service
http://www. ikeriri.ne. jp
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