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before capturing

* Clear DNS C:¥>ipconfig /cleardns
e Stop firewalls, anti-spywares and others
» Stop service like UPnP(SSID), VPN and many

e C:¥>netstat —a | find
“LISTEN” ; netstat —ab

 Check NIC error, discards
C:¥>netstat —e

e for /I %iin (1,1,10) do xxx
is also useful
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Setting Wireshark

e Adding Wireshark program path into system
variable ( set Path=%Path%;C:¥Pro... )

* Check interface index number ( thark —D )

* Add columns according to
the field catching up

* To see latency, add fields
tcp.time_delta o ———

Sowce  Saurce sddess

* Set Time display format = E=S
previous displayed packet
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Fragment

* Original frame

Ethernetll IP ICMP Message
(14) (20) (8) 1500

* Fragment 1/2 in Ethernet MTU

Ethernetll Message
(14) 1472

* Fragment 2/2 in Ethernet MTU

IP(20)
Ethernetll S =

(14) Aotvk= 28

Message
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nacket size
ICMP ¢ ping host —I message size (MTU-28) -f

Ethernetll message
(14) MTU=1500->1472

TCP

Ethernetll Segment size

(14) MSS=1460

UDP

Ethernetll Datagram size

(14) MTU=1500->1472

 NTT East MTU 1454Bytes (MSS 1414)

e NTT West FTTH MTU 1438Bytes ( MSS 1398)

* GRE + IPsec (transport mode)1440

e GRE + IPsec (tunneling mode)1420 6
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Check negotiation of TCP

See first 2 packet of 3way handshake
(ALY A XLO0SETHEE)

* Window Size, SACK, MSS, Window Scaling

* Some router may rewrite this section via NAPT

* Follow TCP stream and Use coloring and Ctrl+Space

T =X OrimE R (VS (CANBET poap - Wireshark. EECHFMTERS. [] + % a(R S
File Edit View Go Oapture Analyze Statistics Telephony Tools Help R - =

BuWdes lEAXEL|AessTi@EAan WDm%|®

Filter: [ v Exression. Clear Aaply

BN Chan el Offest = ||| FeE Gl IAHFames | Decryption Mode: |w shar le Wireless Seftings. Decryption Keys.

Destinatior Protacol Info j

ﬂmmmﬁmﬁ:?’“‘ - rsom > http [SYN]
002444 207 st [6.6.13 TCP http > rsom [SYN, ACK] Seq= 0 Ack=

20. -»- MSS=
30.000033 172 awbasti »|2.51.3TCP rsom > http [ACK] Seq=1 Ack=1 Win= 64240 Len 0
40.037035 172 foiiiiiie 22.51. 3HTTP POST /rms/mall/basket/vc HTTP/1.1 (application/x-www-
50.002904 2( S = e | http > rsom [ACK] Seq=1 Ack=1004 win=7021 Len=0
LN TAACCA N7 Follow TOP Stream I hont AfF A vAanccnm Llad nnnil =
1 Follow UDP Stream 1DF. ™ e | |
~Frame 1 (66 by Lt ) T L —— =1 o EEE
© Ethernet II, S&pwwn  p4:9f:le (O 27 9f:1le), D [POST /rms/mall/basket/vc HTTP/L.1 |
= Internet Proto = 16.6.13 (1 . cows , Dst: 20z |Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-
» Transmission Comtror erotocol, Ssrc Por = @7 89), Dst F||shockwave-flash, app11cat1on/vnd ms-excel, application/vnd.ms-powerpoint,
S application/msword, */*
1 G Referer: http://item.rakuten.co.jp/nigari6l2/andino700creamer/
7 New Golorine Rule Accept-Language: ja

Content-Type: application/x-www-form-urlencoded

UA-CPU: x86

IAccept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; windows NT 5.1; _NET CLR
1.1.4322; .NET CLR 2.0.50727)

&l Host: order.step.rakuten.co.jp

I File: “Gi¥ Users¥takeshita¥ Documents¥packe' | Packets: 28 Displayed: 29 Marked 0

0000 00 14 22 Ic a2 99 00 Ob 97 904 Of Ie 08 00 45 00 .." (content-Length: 78
0010 00 34 ed 36 40 00 80 06 5e 01 ac 10 06 Od ca 48 .4. gggﬂgcggﬁg;oﬁ?eﬁ:\l;\cfﬁe
0020 33 26 Ob 49 00 50 05 46 9b 06 00 00 00 00 80 02  3&. [Cache-Control: no-cache ~ I
0030 fa f0 18 b6 00 00 02 04 05 b4 01 03 03 00 01 01 ... [@=2! Sk —— E mEa 20
0040 04 02 . ﬂlSave&s ﬂ"Enhrscunvevsalmn(QMB?by(es) - | ASOI € EBGDIC " Hex Dump

Help Filter Out Thie Stream . L
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Using iperf and tfgen (made in Japan)

° T h rou g h p ut -> | p e rf 0K

Input destination IF address
Cancel

assuming packet size 2730

Time To Live

e Traffic ->tfgen fis

UDP Port
influences about UDP - tefadperfecha (s cofntle
 User definable port |?
o
File  Option  Help
Utilizationlkbps] : 4 Start x|
Destination : 127.0.0.1 - ~Traffic Fattern
. . op |
E'C'Trf: Vo live edlg & Confinuous and constant
Traffic Pattern Continuous and consfanf‘ ¢ Continuous and random
Eutitization x| ~ Brust and odical
B rusT and periodica
oK =2
Input bandwidth utilization in kbps.
npu AN UTHIEZETIonN 1IN [0S Qance| r" BUI—S-I- al'ld I’ELI'IdOITI
4 . L
Period to update ufilization
I
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Overview of troubleshoot

Amount, place, time is important !!
ask for the person and know the issue.

If we know the error obviously,
see defference from OK and NG packet
to see packet in micro range ( field )

No idea of trouble
capture packet at more than 2 location
to see packet in macro range ( statistics )

Expert Info say many things automatically
Think of packet lost -> Ignore (Ctrl+I)
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Expertize IO graph

* To see errors and counting the number of
packet, set Y axis to packet/sec ( histogram )

* To see performance and throughput,
set Y axis to bit/sec ( line)

Fil Wireshark 10 Graphs: {Egia k57 pcap

T3l Wireshark I0 Graphs: IE#EIEESS57 peap
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Graph 2 Color Filter: Itcpanalysisack_lost_segmant Style: |FBar Pixelz per tick: 3 - F
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LLefi«lledl <]
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Scale: IP.uln -
E— IGraph1 Color  Filter: | Style: |Line LI Tick interval |1 =80 -
ity | Copy | Save Close | Graph 2 [Colar  Filter: | Style: | Line LI Pixels per tick: |5 -
Graph 3 Filter: | Style: [ Line LI [ Miew as time of day
Graph 4 |Color  Filter: I Style: |Line LI P A
Unit:l Bits/Tick -
Graph b Filter: I Style: |Line LI
Scale IPiutU
Help | Gopy | 5

10
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No sampling, non-sampling

* In old days we use sampling technologies
like SNMP, MRTG, and many flow analysis
such as Cisco NetFlow, sFlow, iFlow

Ignored Ignored Ignored May be

oo ) o I .

 But small packet ( 64 bytes — 100 bytes ) may be
ignored. Some small packet is important symptom of
analysis (ARP / TCP SYN/HTTP GET and others )
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Actual capture rate

* Typical Intel’s GigaNIC (e1000),
typical Dell PowerEdge2850 / Xeon 2.8GHz
RAM 1GB (PC3200, DDR2, 400MHz)

* Threadshould is 140Mbps in Frame size = 64
140Mbps F2ETrOYTHE4LE

INIT R T T R
100 T/\ﬁ

NI 00 o I

N 80 f:__ Himame—,
T 80 ‘ > K .o | 140MbpstEE T
& o | 5‘%;5_ 140MbpsTEE T -} CPUBTIE 100%
oo N RAyTHE .
n 0 X \
¥ B ! b , \ ,
# 20 7 | 800) \ao\a 1000

0 jaombps "7 //p—M bps]
0 1000 -
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Another frame size

* Frame size = 200, actual rate 400Mbps

* Frame size = 1500, may be ok, no problem.

INTYR R TFHE [JL—LEK 200byte] CPUETRE [JL—LAEK 200byte]
[= GigaPcap = I4ENIC] |=- GigaPcap = I#tNIC]
100 ﬂ 100 e?/;\c ——————
£ 80 £ 80
# s0 \ 60 }
e I \\ o I J"/
ﬁ 40 Iﬂ:IE 40
i . _ \ % . _4"_/'/#'
0 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1
0 200 400 600 800 1000 0 200 400 600 800 1000
FSEwZL—F [Mbps] FSEwSL—k [Mbps]
INTYRF AT FHE [JL— Lt 1518byte] CPUETE [JL— L& 1518byte]
|-'- GigaPcap +I?iN[C| A |-'-GigaPcap +I$iNIG|
100 = 100
o Z S
€ 80 < 80
60 % s0
¥ =
ﬁ 40 Jﬂ:I)! 40
i 20 S 20 {,_:i
i . I . I . I . I . &v— |__.-_ 1 . 1 i . |
0 0
0 200 400 600 800 1000 0 200 400 600 800 1000
rSEwL—bk [Mbps] +SEwoL—bk [Mbps]
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Ooops in hon-sampling

* In case of frame size is 1500, there may be some
drops ( it is not non-sampling )

* Actually, customer want to see most highest
point of traffic, so if the pcap file do not
contains all packet ( some ignored ) no use.

e Use TurboCaps and other capture designed NIC
based on FPGA ( ikeriri is a reseller 1)

* No less than 200MB is good for browse.

Full Duplex Link

* Once get pcap, | -
then make report Sl 1 SSal o 2
and drop it.
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Tradeoff between pcap size

Off course there are many packet aggrigator and data
collection devices such as 19 inch rack mount one or
Openflow packet tracer and we can use additional RAID
harddisks ready for exabytes and more than a year

Time and Cost is important

Small factor PC with SSD and
TurboCap or some can do it

Some customer has 10 gigabytes in
e dtoRDE @ hour, how about making report
- Drop it not weekly, daily but hourly

. Indexing
. make report SHARKFEST ‘12 | UC Berkeley | June 24-27, 2012




For non-sampling inspection

* | experienced “MMMM packets received by the
application NNNN packets accepted by the filter
and dumped to disk ummm” via turboCap API

* Optimise I/0O access flow using FIFO(queue)
packet -> IRQ -> SVC -> driver -> OS

* Use 6 cores Xeon-L5640 and 24GB RAM !
( power resolve things and no page files )

* Stop tcpdump and create program using pcap
libraries in C/C++ basically and low level one

* Pcap -> standard output -> FIFO -> SQLite
* 3 month no problem good
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One more

Using Window Search !! Cool
To add extention of cap and pcap,
set type as clear text search,

We can search pcap/cap files like Google !
off course in multibytes ( in Japanese )

* Control panel ->index option / folder option
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HYMESITSVET !

Arigato gozaimasu

WIRESHARK ‘_;gr

SSSSSSSSS ‘12 | UCBerkeley | June 24-27, 201



